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Project Overview

• Vectra AI is the industry leader in preventative 
cybersecurity AI, relying on vast, high-quality 
network data to train its detection systems

• A major obstacle is the strenuous and intricate 
process of creating realistic network traffic for 
training such models, which is not yet 
automated

• Packet Forge solves this problem by 
automating high-quality, AI-driven packet 
generation 
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Team Member’s Technical Tasks

Technical Tasks Assigned

• Sean Finkel
▪ Programmatic pcap generation

▪ LLM pcap generation

▪ Creation of fabricated metadata

• Aanshik Upadhyay
▪ Database setup and management 

▪ Frontend work

▪ Validation for protocols

• Sam Barnhart
▪ RFC scraper

▪ Database Visualizer

▪ Pcap annotator

• Yeji Lee
▪ Orchestrator

▪ Self submitted pcap validator

▪ Validation rules

• Kaajal Shah
▪ Asn1 Encoder

▪ Chat history

▪ Generate pcap for non ruled protocols

• Nihar Bollareddy
▪ Vector Embeddings

▪ LLM base functionality

▪ ChromaDB
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Technical Tasks Completed

• Sean Finkel
▪ Programmatic pcap generation

▪ LLM pcap generation

▪ Creation of fabricated metadata

• Aanshik Upadhyay
▪ Database setup and management 

▪ Frontend work

▪ Validation for protocols

• Sam Barnhart
▪ RFC scraper

▪ Database Visualizer

▪ Pcap annotator

• Yeji Lee
▪ Orchestrator

▪ Self submitted pcap validator

▪ Validation rules

• Kaajal Shah
▪ Asn1 Encoder

▪ Chat history

▪ Generate pcap for non ruled protocols

• Nihar Bollareddy
▪ Vector Embeddings

▪ LLM base functionality

▪ ChromaDB



System Architecture
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Landing Page
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Chat 
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Pcap validation
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Dashboard
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What’s left to do?

• Features

• Stretch Goals

• Other Tasks

▪ Improve metadata

▪ Test with new protocols
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Questions?
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