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Project Overview
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| rules help the firewall decide how to
access to networks

t for a cybersecurity unit to analyze

thousands of rules

* The Intelligent Network Security system
automates risk analysis process to evaluate risk
of firewall rules

* Web application designed to manage firewall
rules and visualize insights, alerts, and
attestations




Team Member’s Technical Tasks

Technical Tasks Assigned
* Aneesh Kapole
= Attestations page
= Risk engine listener
= Logs page
* Dev Khakhar
= Filter functionality
= Dark mode/Settings page
= Login (front end)
* Karena Lam
= Alerts and Home Page
= Comments popup
= |ntegrating risk engine into web app
Aisha Latif
= Assign rules button
= Risk score popup
= Risk engine: segmentation of sensitive data, expired rules
Divya Nadella
= |Insights cards
= Home page dashboard widget
= Risk engine: geo restrictions, URL filtering
* Conner O’Sullivan
= Email notification system
= Power Bi dashboards
= Login (back end)

Technical Tasks Completed
* Aneesh Kapole
= Attestations page
= Risk engine listener
= Logs page
* Dev Khakhar
= Filter Functionality
= Dark mode/Settings page
= Login (front end)
* Karena Lam
= Alerts and Home Page
= Comments popup
= Integrating risk engine into web app
Aisha Latif
= Assign rules button
= Risk score popup
= Risk engine: segmentation of sensitive data, expired rules
Divya Nadella
= Insights cards
= Home page dashboard widget
= Risk engine: geo restrictions, URL filtering
* Conner O’Sullivan
= Email notification system
= Power Bi dashboards
= Login (back end)
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System Architecture
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Home Page
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Insights

Network Insights
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My Rules

Network Insights
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Attestations

Network Insights
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RULE-3856: Health Analytics Security
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IT Support Specatet

RULE-3856 - Health Analytics Security

Enforces data integnty for healthcare busaness operations

Choose what you want to do with this rule.

Is this service still being used?
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Is this application still valid?

Yo ‘
ftp
I this the correct source zone?
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Is this the correct destination zone? m .
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What’s left to do?

* Features
e Stretch Goals

" Generate summary emails
e Other Tasks

" Filters and Search functionality for Email Logs page




Questions?
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