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Project Overview
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* The Intelligent Network Security system
automates risk analysis process to evaluate risk
of firewall rules

* Web application designed to manage firewall
rules and visualize insights, alerts, and
attestations




System Architecture

8 Back End

I Task Notification
User Layer Systam Components
Application Synchronous
Oata Web Tnaks
Visualization Browser Layer Notiticatioa
Colery Beat 2
Aeatt API Layer > P
> L —l SMTPLIL

Flask
(RESY AP fensties)

v
TP
=

mtﬁmm
¢ + '
. . Risk Engine

(Froanll Rutes. Roles,
Aucht Lug. €t

=+ MCKESSON

[
Team McKesson Alpha Presentation 3

‘ The Capstone Experience




Notwook Insghts

cormytirewa

o Home
Insights -
Usage Overview Alerts ||

Firewall Rules
RULE-8472: Rulo atiows affic from any soorce IPs

My Roles Overall Risk Score
My Bussness Unit MLE

Log

RULE area [Cuba)

42

n 100
- ' .
Micrasatt Powes Wi B &
My Firewall Rules
LeantX
Rule 1D Name Desznpts Apphcation arvic U#L Catugory Action
3]

RULE.807€ Pharma Date Corerol IMotoments Cybarseourty controns for madical IT sivasirochue sl tep frips newi ALLOW b
RULE-2629 Medical infrastucture Shield Fadiitates secure commuiication butween healthcare 2ohes ol 33l Busineas and.econoy onos 508621169
RULE 5342 Feathcare IT Complance Imgrements Cyherseos ty contros Sor medical IT rfirastneture mns top 443 S0CQl-ratwoning BEMNY 2977254

© Settings

‘ The Capstone Experience

Team McKesson Alpha Presentation 4



Insights
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My Rules
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Alerts

Notmork Insghts

s

http/imckesson.comffirewall-rules/asierts

= MCKESSON Empowering Healthcart Wendy Frank ®

Alerts

Unresolved Alerts

sk
Hile | ptio {
0
RULE-64 8 Hule alows traffic from any scurce Ps 2025-09-20722:27°58
RULE-97E8 o8 Ritk score is Critically Migh (98] 2025-09-27T2111346
RULE-TA 74 Rule uses umencrypted protacolis) (telnet) 2025-09-272T2115:06
RILE-A678 10 Auie Aows traffic from geo-cestricted aea (Cula) 2025-09-27T21:12:92
RULE-5534 Rule expires todyy 2025-08-27T21:10:61
Alerts History

Rule ID Risk Scare Description Create Date

R 6473 0 Rude sxpiras in 7 diys 2025-09-277T22:28112

'Y
‘ The Capstone Experience Team McKesson Alpha Presentation 7



What’s left to do?

* Assign Rules functionality

* Data integration with Power Bl

* Comparison among business units
* Add more criteria to risk engine

* Analysis of logs

* Notification system




Questions?




