
From Students…

…to Professionals

The Capstone Experience

Alpha Presentation
Anomaly Detection Suite v2.0

Team Rook Security
Cam Gibson

Brian Harazim
Grant Levene

Zach Rosenthal
Andrew Werner

Department of Computer Science and Engineering
Michigan State University

Fall 2016

http://www.capstone.cse.msu.edu/


Project Overview

Monitors highly-virtualized networks to detect 
cybersecurity threats

• Develop agent management dashboard

• Optimize agent and engine performance

• Add encrypted local database to the agents

• Add encryption for all communications

• Improve analysis engine with machine learning
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System Architecture
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Dashboard: Home Page
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Dashboard: Agent Management
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Performance Statistics
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What’s left to do?

• Connect agents to management dashboard

• Implement data visualization

• Remote agent updating

• Optimize SQL queries

• Make agents more self-analyzing

• Improve anomaly detection algorithm with 
machine learning
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Questions?
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