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Project Sponsor Overview

* DRIVEN-4 is an IT consulting firm

* Based out of St. Joseph, Ml with global
partners: Microsoft, Siemens, PTC, Planview...

* Numerous service
offerings

Product Development System industrial loT {lloT)Connected
Environment Factor y & Distribution

Connected Product & Service Offerings

* Currently developing

Cyber Security

hardware solution for
lloT

[
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Project Functional Specifications

S
e Dashboard Enhancement

= Automatically provide insights on consistent data stream
e Custom Scripting Capabilities
" Improved data analysis capabilities

* API Management

" Customizable data flow allowing external system
Integration

* Payment System Integration
" Transaction processing, management, and security

* Hardware Library
= Support to make hardware management seamless




Project Design Specifications

e
 Company projects are displayed and can be

modified

* Device interface where users can edit, update,
or delete their devices

* Collected data is graphable and editable using
data analysis scripts

* Account admin can view and manage user
permissions

* Account admin interacts with payment
information

N




Screen Mockup: Home Page

€ 5 © © 127.0.0.1:8080 * o2 3

@ DRIVEN-4

Hello, Dongyu’s Dairy

Device Information Subscription Information
Nam: Facili
= . ty Payment Due Date: Feb 29 2024
St mactive Statn Actie Monthly Deployment Cost: $270.00
pomghsionires o e Data Allotment: 0 MB

Data Used: 0 MB

Subtotal: $270.00

Sales tax(6%): $16.20
<Name> Total: $286.20

Staton: nactive
Serial WUSKIVHUIPERIAN
AL 350857120001940

Data Transmitted Storage Used

0/0 MB 5/21GB
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Screen Mockup: Project Management

€ 3 © © 127.0.01:8080 * D2 =

@ DRIVEN-4 Home evices Projects Account Resources

Dongyu Dairy’s Project Management

Data Set Modifications Current Data Sets
Choose a data set:

Docks Trucking
idEntry Cannot Edit \dEntry INT | dEntry: INT
R . IdModule INT idModule INT
idModule Cannot Edit MEL VARCHAR(2SS)  IMEI VARCHAR(255)
IMEI Cannct Edil IdEndpoint: INT \dEndpoint. INT

time: DATETIME time: DATETIME
idEndpoint Cannot Edit duration INT | duration INT
time Cannot Edit
temperature
Test Test2
idEntry INT WEntry. INT
idModule: INT dModule: INT
IMEL VARCHAR(255) IMEL VARCHAR(255)
IdEndpoint: INT dEndpoint. INT
humidity: INT nme: DATETIME

Test2

Define Schema i i

IdModule: INT

IMEL VARCHAR{255)

Data Set Name: ndpeint ar

Create Table
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Screen Mockup: Device Manhagement

€ 9 C © 127.0.0.1:8080 D& s

DRIVEN-4 Home Account Resources

Dongyu Dairy’s Device Management

Search by: @ Name O ID OStatus

Upload Firmware

<Name> <Name> <Name>
Status Inactive Status Inactive Status Inactive

[
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Serlal WUSKOVIMIPERIAN
IMEL IS08S7120901940

<Name>

Status: Inactive
Savial WUSXIVIMIPERIAN
IMEL 350857120901940

<Name>

Status: Inactive
Serial WUSXIVIMIPERIAAN
IMEL 350857120901940

Sariel WUSKIVIMIPERIAAN
IMEL 350857120901940

<Name>

Status: Inactive
Seriat WUSXIVIHMIPERSAN
IMEL 350857120901940

<Name>

Status Inactive
Sarial WUSXIVIHMIPERIAAN
IMEL 350857120901040

Seriat WUSXIVHMIPERIAN
IMEL 350857120901940

<Name>

Status: Inactive
Seriat WUSXIVIMIPERIMN
IMEL 350857120001940

<Name>

Status: Inactive
Seriat WUSXIVIMIPERIAAN
IMEL 350857120001940
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Screen Mockup: Data Management

- 2 0
% NSNS
evices ‘rojects cocoun

€ 9 C @ 127.0.0.1:8080

@ DRIVEN-4

Dongyu Dairy’s Data Management

s ~
Docks ( Endpoints ]
duration duration
IdModute dModule
\dEntry
L__sdcoumn _ JRNRN  #ddcoumn ]
§82
duration
idModule
Add Column
| ——
Add Table m
AN

Raecnlte

[
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Screen Mockup: User Management

€ 2 C @ 127.0.0.1:8080 * B S 2

DRIVEN-4

Dongyu Dairy’s User Management

User Activity Create New User
user2@abc com - 14 days 23 hours 37 secs ago Eai:
Password:
user2@abc.com - 15 days 23 hours 37 secs ago
Confirm Password:
user2@abc.com - 16 days 23 hours 37 secs ago Role: © User OAdmin

user2@abe.com - 17 days 23 hours 37 secs ago

user2@abc.com - 18 days 23 hours 37 secs ago

Delete User
user2@abc.com - 19 days 23 hours 37 secs ago jon@dongyusdairy.com
user2@abc.com - 20 days 23 hours 37 secs ago anthony@donyusdairy.com

tommy@dongyusdairy.com

test@test.com

@0 |00

test123@test.com

Delete Selection

'Y
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Screen Mockup: Account Page

€ 2 € @ 127.0.0.1:8080 & Vo 5

@ DRIVEN-4

Dongyu Dairy’s Account Information

Admini ion Informati Update Admini ion Infor

1D Organization: 2
Phone Number: 123-456:7890 DORELES o
Address: New Address:

123 Sesame Street,

East Lansing, M1 48823 New POC Name:
POC Name: John Doe
POC Email: doejohn@gmail com New POC Email:

Billing Information
Subscription Information Stripe APl Embedding

Payment Due Date: Feb 29 2024

Card Number:
Monthly Deployment Cost: $270.00
Data Allotment: 0 MB Expiration Date:
Data Used: 0 MB
Subtotal: $270.00 cv:

: $16.
Sales tax(6%): $16.20 e
Total: $286.20

Sarve Cant infoemmation for Futwe Une: [
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Screen Mockup: Learning Center

€ 5 € © 1270018080

@ DRIVEN-4

Dongyu Dairy’s Learning Center

‘ The Capstone Experience

Create Table

This is the default Data Modification Page where
users can edit their current tables they have set up.

Querying
The Querying page allows you to query your datasets
and visualize the data. It offers three main features:
1) The Query Builder for constructing queries, 2) The
Spreadsheet Engine for tabular data visualization,
and 3) The Graph Section for graphical data
visualization.

Using Equations in
Spreadsheet
This spreadsheet is similar to most spreadsheet

engines already available. It has some common
functionality in it just as in other spreadsheet

Create API Key

An admin can also create new API-Keys for allowing
different devices to add information to the database.

API Reference

This is a reference document for all of the API calls
that we have in our application.

Team DRIVEN-4 Project Plan Presentation
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Project Technical Specifications

 AWS EC2 will host a web application

e Flask will serve HTML content for users and
manage permissions

* Raspberry Pi devices will generate data and
send it to an APl endpoint

* Customers will maintain subscriptions and
settle account balances using Stripe

* Users can create Python scripts and utilize SQL
commands to interact with data directly
N




Project System Architecture

: Frontend' :

' L) Ee— 1

G : )

; DCuhslt)om d User Management | cio0c Page Stripe Payment  External Connection

: A Interface : System API Drivers

P Sl g I _______________ FELAR . YR 7 Nl : t

, DB User , 1 Backend a : :
; Database =, : a7 : :
| B & e o B =
: MysoL. | E Module DRIVEN-4 OTA Server E d
: & : 'Management < Connect « n '
| ompany _ . | + gystem Server ' -
; Database | 4 r y . 3
Ve s ccccnccccccae J T NI T T TS TmTNSTFTTES J
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Project System Components

RS
e Hardware Platforms

= AWS EC2
=" MySQL database server
= Raspberry Pi devices

» Software Platforms / Technologies
= Flask

= MySQL Workbench
= Stripe




Project Risks

e
* Hardware Library Creation

= Hardware libraries should provide flexibility and ease of use
= Test hardware with provided equipment and C hardware functions
e Python Interpreter

= Web app should consume Python instructions to create reusable
executables that are stored within the customer database

= Determine appropriate file storage method and create a prototype
* Interpreter Security
= Client-entered data manipulation scripts cannot endanger the system

= Utilize threat detection libraries and penetration testing to ensure
deterrent

* Stripe Invoicing

= Stripe payments platform needs to integrate with system database to
track account status and billable amount

= Use client-provided stripe APl keys and test environment to mock all
possible account statuses




Questions?

h
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