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Project Sponsor Overview

* Largest global online storefront service

* Amazon Web Services: Amazon’s cloud computing

platform, offers a wide range of services (e.g. storage,
databases computing power)

* AWS is a leader in the L (e
cloud industry and serves Storage
millions of customers i dWS =
worldwide.




Project Functional Specifications

e
 AWS account security is highly dependent on a user’s

knowledge of the service’s security-based features.
* This can lead to overlooked details or misconfigured
features.

= Misconfiguring an MFA has the potential for the account to
be under malicious attack

 Self-Assessment tools provide a scan of an account
but can be difficult to read.

e Our application will use Al to provide better and user-
friendly insights to users’ account security




Project Design Specifications

e
* Our client preferred a straightforward interface, which guided
our decision to design the app with most of its functionality on
a single home page.

* The app is built for both technical and non-technical users,
which is why we prioritized an intuitive, easy-to-navigate
layout.

* Users can easily sort security findings based on various criteria
such as severity, cost to fix, required skill level, time to fix, and
an overall weighted score

* The dashboard includes a pie chart that visualizes how far
along users are in fixing all security findings which helps users
quickly gauge progress on securing their account
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Screen Mockup: Home Page (Detailed)
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Screen Mockup: File Upload Page
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Screen Mockup: Sort By
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Project Technical Specifications

-
e Security Assessment results are generated by Prowler

service in an S3 bucket which evaluates an AWS account's
configurations for any security gaps.

 Amazon Bedrock is utilized for analyzing the data after
being preprocessed by Llama Index

 AWS Lambda manages communication
between the preprocessing stage and the Al analysis

 AWS Lambda stores results from Al response to an S3
bucket and acts almost like a cache

 Amplify generates URL for application to host our front
end and enable API calls through API Gateway

* Al model will be getting trained to generate the best
remediations working backwards from the customer

N




Project System Architecture
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Project System Components

RS
e Hardware Platforms

= 53 Storage
" lambda Execution Environment
= Amplify Hosting
" L ocal development
 Software Platforms / Technologies
= React
= AWS Lambda
" Bedrock
= APl Gateway
= Amplify




Project Risks

e
* Risk 1: Shortage of AWS accounts for testing

= Description: Currently only have 1 AWS account used for testing purposes

= Mitigation: Refer to public database of security findings to generate test data
* Risk 2: Generative Al Hallucination

= Description: How will we confidently validate the data our Al responds with?

= Mitigation: A RAG Model (Restrictive) to completely control an Al’s knowledge
* Risk 3: Time needed to preprocess data to be fed to Al model

= Description: We are unsure of how long it will take in the workflow to preprocess
data before we feed it to AWS Bedrock

= Mitigation: In the case of time taking too long to preprocess this data provided to
us by our customer, we can directly feed the data to AWS Bedrock.

e Risk 4: AWS Service Expenses

= Description: Amazon clients have not finalized a limit on our usage of their AWS
Services for our project

= Mitigation: Track our budget and set up CloudWatch alarms to alert us if we are
close to being over our limit.



Questions?
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