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Project Overview

e
* Compile Android Security Bulletin and National

Vulnerability Database vulnerabilities into one
place

* Enable OEMs to identify high priority security
vulnerabilities

* Easy to use web-application utilizing our API to
allow users to query vulnerabilities




System Architecture
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Home Page

O android

VULNERABILITIES DASHBOARD REDDIT SEARCH

Vulnerability Database Analytics

Trends

THI

Trending Vulnerabilities

CVE-2017-18509 CVE-2018-11843 CVE-2018-11902 CVE-2017-14491 CVE-2018-
Views: 3 Views: 3 Views: 3 Views: 2 Views: 1
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Query Page

(9 ) android

VULNERABILITIES DASHBOARD REDDIT SEARCH

Valid Query

Base Score Range:

Exploitability Scare Range:

Impact Score Range:

Start Date
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Dashboard Page

(9 ) android

VULNERABILITIES DASHBOARD REDDIT SEARCH

Android Vulnerability Database Dashboard

$ Base \ |
CVE ids Patch Level Referance Number Vulnerability Type Severity Base Score AOSP Versions
CVE-2023-32841 2024-02-05 A-317829109 Nane High 15 Nane
CYE-2023-32842 2024-02-05 A:317326153 None High 75 None
2024.02.05 A-317829110 None High 75 None
2024-02-05 A-205038514 None High 7 Nona
b -
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Vulnerability Page

w41 11110

O android

VULNERABILITIES DASHBOARD REDDIT SEARCH

7.8 1.8 59
Base Score Exploitsility Scoce Impact Scare

Additional Information

Patoh Level: 2023-12-05
CVE: CVE-2022-40507
References: A-261468680

Severity: Critical

Companent: Qualco

m closed-source components
Subcompaonent: Closed-source component
ASS URL: mitps/fsource.androld com/docs/sacurnity/bullenn/ 2023-12-01

Date: 2023

Metric Verston: 31
Patch Level: 20231205
Publically Available: True
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What’s left to do?

* Stretch Goals
= Pixel Security Bulletin
= Reddit/Press pickup
" Change Log

e Other Tasks

= Ul/UX improvements
= Small Bug fixing
= Activate Scheduling




Questions?
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