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Project Overview J

* Compile Android Security Bulletin and National
Vulnerability Database vulnerabilities into one

place.

* Enable OEMs to identify high priority

security vulnerabi
* Easy to use web-a

ties.

oplication implementing our

APl to allow Users to queury vulnerabilites.
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System Architecture
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Home Screen

CVE-2023-21245

Patch Level o
Severity, 'l
Type: £l

L
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Database Indexes Over Time

Date

Newly Added Vulnerabilities

CVE-2024-0015 CVE-2024-0018
Patch Level. o Fatch Level: o1
Severny: Hgh Severity: High
Type: EoP Type EcP
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Vulnerability Custom Query

@ Ardrmd Vureriny Ouatane %

Go gle

Base Score Range:
Exploitability Score Range:
Iimpact Score Range:

Start Date
End Date

Patch Level:

L
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Individual Vulnerability Page

N/ Aocahastd 200,

Go gle

CVE-2023-21245

. High
Base Soors Savanty

Additional Information

Patch Levet: 01

CVE CVE

References: [A- 222426076 1211

Type: EoP

Seversty: High

Updated ACSP Viersione: 11,12, 120,15, 14

Componant: Framewaork

0 2024 Team Googlke
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Vulnerability Dashboard

Go dle

Android Vulnerability Database Dashboard

CVE s Patch Level Reference Number Vulnerability Type Severity CVSS Score
E-2021-39617 A-17510084 e High 7
CVE-2022-20338 1 A1 343 P 4 B
E-2 20953 1 A-26158885) {igh 8
E-2023-21109 1 -2615895%4 |l
E-2( 1 0 ¢ 8 re Jioh

b
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API ETL deploy

= Go g|e Cfoud :0 csed98-teamgoogle-ss24 v cloud bulld X O\ Search EI E] @ @ E 9
R .
V4 Cloud Build Dashboard C  ®LEARN
! Dashboard Region
us-centrall v
= History
‘ This dashboard shows recently triggered builds. You can see all builds, including
@  Repositories manually submitted builds, on the History page.
Y pag
- Tniggers
= Filter Enter property name or value
£t Settings
& Successful: - API-ETL-deploy :
Latest Build Duration Trigger description Source Commit
2/17/24,1245PM  D0O.0B:56
Build History Average Duration @ Pass - Fail % @
Latest
iUl Viewall 00:0817 100%- 0%

No Builds: - deploy his trigger has not run any builds. Edit trigger

£ Release Notes
<I

[}
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NVD Extract

= Go gle Cloud o® csed98-teamgoogle-ss24 v Search (/) for resources, docs, products, and more

(] Cloud Functions < Function details / EDIT W DELETE  If CoPY

@ nvd-extract (Deployed at Feb 17, 2024, 12:52:37 PM)  URL: hitpsu/us-central1-solid-gamma-411111 cloudfunclions.net/nvd-extract  IQ

Q, Search

EEGo : @

@ LEARN C K

)» Powered by Cloud Run @

Ij'.‘d-t’.ﬂ !'ECF

METRICS DETAILS SOURCE VARIABLES TRIGGER PERMISSIONS LOGS TESTING
Runtime : Python 3.11 Entry point : main ¥ DOWNLOAD ZIP
7 1 Lmport functions framework
B mainpy 2 from datetime lmport datetime, timedelta
3 from google.cloud import storage
B requirements txt 4  lmport os
5 from nvd_extract_lib import nvd_data_extract
E nvd_extract_Jib.py # execute the processes for extracting and storing the nvd data
8 gfunctions_framework.http
K det main(request):
16 & connect to GOPF Bucket

11 client = storage.Client(project="solld-gamma-211111")
12 bucket = client.get bucket( nvd-extract-data’)

14 ¢ generate start/end dates [to be changed later)

15 start = [2024, 1, 1]

16 stop = [2024, 2, 1]

17 end = [2024, 2, 1]

18 start_date = datetime(start[o], start[1], start{2])
19 stop_date = datetime(stop|@]|, stopii], stop|[2])

20 end_date = datetime(end[0], end[1], end|2])

h
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Cloud Scheduler

o

Go gle Cloud e* csed0d8-teamgoogle-ss24 w cloud bulld X | Q Search = & @ @

Lam
@ Cloud Scheduler Jobs CREATEJOB (G REFRESH @ FORCERUN S EDIT  THCOPY |l PAUSE > RESUME @ DELETE ® LEARN
SCHEDULER JOBS APP ENGINE CRON JOBS
= Filter Filter jobs (7] n
B Name 4 Status of last execution  Region State Description Freguency Target Last run Next run Actions
D monthly @& Success us-centrall Enabled monthly job 1o 0233112 URL : hitps://us-central1-solid Feb 17, 2024, Feb 17,2024, E
nvd-pull pull the dala from 06 gamma-411111.doudlunctions.net/ 1:06:24 PM 11:00:00 PM
the NVD database (America/ nvd-extract
Detroit)
test @ Has not run yet us-centrall Paused will run once a 00*++ Topic : projects/solid-gamma-411111/ Feb 17, 2024, E
scheduler oay (Amenca/ topics/test-asb-topic 12:00:00 AM
Detroit)
bk
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Logging

= Go gle Cloud o* csed98-teamgoogle-ss24 w cloud bulld X Q Search E’ Q @ @ : 9
L "
E Logging Logs Explorer O, Refine scope (R GO Sharelink @ Learn
Query Recent (12) Saved (0) Suggested (8) Library [l Clear query ) Save Stream logs
@ Overview
@ 1270350 PM - 10750 PM Q  Search all fields Cloutt Schotuler Job +2 « Log name ~ Severity v ° Show query
Dashboards
Explore A Q Log fields Q Histogram [i§ Create metric £ Create alert (© Jump to now Mare actions ~
) Log fields <> Histogram @ 2
s Metrics explorer 9 °92 Q Q v
= { Expand log felds I: : _I
=  Logsexplorer 2 U | >
A RESOURCE TYPE - — A — .,.‘
= Log analytics ( Feb17,12:02PM ) 1230 PM ( Feb 17, %:08PM )
- @ cioud Scheduler Job Clear X Lo = < =
Query results 2 log entries & Find in results Correlate by « &, Download 2
E  Trace explorer A SEVERITY
It , EEVERTY TwE EST e ¢ v s gean O Summary fields @  Wrap lines
i Info y
Detect n @ Toviewclder entries: | Extend time by: 1 hour [ v [ | Edittime |
A LOG NAME —
- 7 - . - > i 2024-02-17 13:06:24,022 ("etype” ! type.googleapis.com/google.cloud.scheduler.logging . AttemptStart.
. cloudscheduler. googleapis com/executions 2
o Metrics Scope > v i 2024-82-17 13:07:19.317 ("Outype’ :'type.googleapis.com/ | ®|~]
L 1 project A - PROJECT 1D google . .cloud. scheduler. logging.AttemptFinished”,
solid-gamma-411111 2 JobName" :“projects/golid-gamma-431111/locations/us-centrall/
(1 Release Notes joba/monthly-nvd-pull”  “targetType® :"HTTP", “url":“htips://us-
# LOCATION centrall-solid-gamma-411111.cloudfunctions.net/nvd-extract™}
< Q us-centrall Clear X ® Explin thislogentry K2 I Copy ~ Q" Similar entries ~
A Mo N
Y
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BigQuery

= GO gle Cloud - csed98-teamgoogle-ss24 v Search (/) for resources, docs, products, and more Q Search E——.-_‘; E @ @ : 9
@ BigQuery Your BigQuery projects will have new capabilities after February 14, 2024. Services and roles will be enabled automatically to help with these changes.
Analysis A~ D & +«x @ *united2 « X - R O = - ]

| Q  BigQuery Studio @ Untitled 2 m () SAVE + & DOWNLOAD +& SHARE ~ (O SCHEDULE £ MORE ~ @ Query completed.
SELECT * FROM EXTERNAL_QUERY("solid-gamma-4117111 us-contrall . nvd-data", "SELECT * FROM vulnorabilities.vulnersbilities_data;

+—  Datatransfers )

— Press Alt+F1 for Accessibility Options

(©  Scheduled queries

Query results & SAVE RESULTS ~ @fi EXPLORE DATA ~ 3

&  Analytics Hub

JOB INFORMATION RESULTS CHART JSON EXECUTION DETAILS EXECUTION GRAPH
D. Dataform Row patch_level < cve w references. « reference_links - type ~
A Partner Center 4 05 CVE-2012-6702 [A-29149404] {A-29149404": ‘hitps-i/ None
androld.googlesource.com/
Migration o platform/external/expal/+/

[ 12

= Assessment 2111132280a863b1193d113ad6

43912ad9b11302)

&, SQL translation 5 05 CVE-2013-4307 [A-65044893] None N/A

6 08 CVE-2013-7446 [A-29119002] None None
Administration ~
[EN Release Notes
<l Results per page 50 = 1 — 50 of 2974 1< 4 > >
Y
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What’s left to do?

e Update ETL automation pipelines

* UI/UX improvements

* Minor web scraper adjustments

* Secure APl from SQL injection attack

e Stretch Goals

" Change Log
= Scrape bulletins for other devices vulnerabilities




Questions?
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Videos

Home  Vulperabilithes  Dashboard — About

o B

Database Indexes Over Time
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Videos

Go gle

Base Scom Range
Explonatdity Secce Range

It Score Range:
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