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Project Overview

• Compile Android Security Bulletin and National 
Vulnerability Database vulnerabilities into one 
place.

• Enable OEMs to identify high priority
security vulnerabilties.

• Easy to use web-application implementing our
API to allow Users to queury vulnerabilites.
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System Architecture
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Home Screen
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Vulnerability Custom Query
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Individual Vulnerability Page
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Vulnerability Dashboard
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API ETL deploy
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NVD Extract
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Cloud Scheduler
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Logging
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BigQuery
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What’s left to do?

• Update ETL automation pipelines

• UI/UX improvements

• Minor web scraper adjustments

• Secure API from SQL injection attack

• Stretch Goals

▪ Change Log

▪ Scrape bulletins for other devices vulnerabilities
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Questions?
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Videos
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Videos


