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Project Overview

• C2 channels are used by attackers to 
control compromised devices

• Lack of public C2 data available to analysts

• Application simulates C2 channels

• Configurable parameters ​ which replicate real-world 
attack behavior

• Log network traffic for data display/analysis

• Web UI controls the application and visualizes logs

The Capstone Experience Team Vectra Beta Presentation 2



System Architecture
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Simulation Overview
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New Simulation
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Simulation Details
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What’s left to do?

• Stretch Goals

▪ HTTP versions 2 & 3

▪ Remote shell mode

▪ Clone simulation parameters

▪ Automate running multiple simulations

• Other Tasks

▪ Create software documentation 

▪ Refactor & Clean up code

▪ Brainstorm additional features
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Questions?
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