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Project Overview

e
* C2 channels are used by attackers to control

compromised devices
* Application simulates C2 channels
* Configurable parameters
* Log network traffic for data analysis

* Web Ul controls the application and visualizes
logs




Simulation Overview
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CommaAanD AND CONTROL SIMULATOR

Simulation Overview
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Create Simulation

CommaAanD AND CONTROL SIMULATOR

Create Simulation

New Simulation Name: _

My tunned

My tunnel 2
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Database
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Terminal
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What’s left to do?

* Add HTTP/HTTPS protocols
* Add “View Simulation” page on the Web Ul

* Get the Web Ul to display data from the
MySQL server

* Set up MySQL server on AWS
* Add tunnel termination time parameter
* Configure command handling behavior




Questions?
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