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Project Sponsor Overview

.
* Sponsor Overview

= Cybersecurity threat detection and prevention

" Products built on machine learning and artificial
intelligence
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Project Overview

S
e C2 channels

* Signature-based intrusion detection
» Utilizes previously recorded attack patterns
* Not effective against novel techniques

* Al-based intrusion detection
e Utilizes pattern recognition on network data
* Needs data

* Goal: Combine Signature-based and Al-
based intrusion detection to detect C2 channels
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PCAP Analysis Page
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Session Data Page
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C2 Prediction Page
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ML Graph Page
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What’s left to do?

* Features

= N/A - Feature complete
e Stretch Goals

" Threat map
= \Website table pagination

e Other Tasks

" Improving website CSS
= Optimize website queries




Questions?
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