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Preface

e
* Fuzzing: Black box software testing technique
" |[nputs malformed data to find implementation bugs

= State-of-the-art-tool: Syzkaller

* Descriptions: Interface that uses
syzkaller fuzzing to detect bugs by passing
inputs to the kernel.




Project Overview

 Problems:

1. While syzkaller detects bugs in Android OS, the

software is constantly evolving and needs
improvement

2. Fuzzing performance can be variable, depending on
the configuration

* Solutions:
= Visualize bugs in the Android kernel intuitively
= Extending syzkaller descriptions

= Running multiple syzkaller instances with custom
configuration




System Architecture
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Dashboard Page

I

( - Syzkaller Dashboard
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Orchestration

Crashes CrashTypes Lines Covered Syscalls Uptime [min]
Insights = ’ P ——
" _________
I 0 ™
Latest Crash Logs

2022/10/11 02:37:07 VMs 1, executed 203792, cover

No Crashes Yetl 50423, signal 70135/74167, crashes @, repro @

2022/10/11 02:37:17 WMs 1, executed 204922, cover
58434, signal 78154/74171, crashes @, repro 8

[}
‘ The Capstone Experience Team Google Alpha Presentation 5



Orchestration Tab

(- Syzkaller Orchestration
Dashtoard # Name Port Instance 1D Actions Status
Orchestration 1 prod 8003 143ff68b19¢cc m

Crashes

Insights
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Insights Tab: Syscall Inspector
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Insights Tab

Syzkaller Insights

Dashboard
Orchestration
Delta Coverage Syscall Inspector Corpus Inspector

Crashes

Insights

VM Utilization Descriptions
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What’s left to do?

* Work on the Crashes tab to display the latest
crashes and their reports

* Write more descriptions for syzkaller

* Enable custom configurations for syzkaller in
the Orchestration tab

* Add more visualizations to the Insights tab
relating to the Corpus and VM Utilization




Questions?
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