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Project Overview

e
* Use AppDynamics' controller as the source of

data
* Run a threat detection algorithm on the data

* The algorithm uses machine learning
and kernel density estimation.

* Display the results of the algorithm on the web
app
* Allow user to take action on suspicious account
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Display of Anomalous Users

@ Demo intorface

127.0.01

Insider Threat Detection Dashboard
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Filtering based on User ID

@ Dero interface
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Filtering based on Threat Score

@ Dewo interface
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AppDynamics
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Filtering based on User ID and Source
of Anomaly

@ Dewo interface
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What’s left to do?

* Display the results in graphs and charts
* Sorting based on a certain field
* Further develop algorithm and threat score

" I[ncorporate more fields of data
" Track the fingerprint of activity

 Act against anomalous users




Questions?




