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Course Goals

Build a Significant Software System
Work in @ Team Environment

Learn New Tools and Environments
Build and Administer Systems
Develop Communication Skills
Develop Interview Talking Points

Consider Issues of Ethics and Professionalism

The Capstone Experience



Course Goals

 Teams of Students
* Build Significant Software System
= Design
= Develop
=" Debug
= Document
= Deliver
* For Corporate Clients

4 In 15 (Short) Weeks

The Capstone Experience



Project Deliverables

* Project Plan Document & Presentation
* Alpha Presentation

* Beta Presentation

* Project Software & Documentation

* Project Video

* Design Day

See Major Milestones.

4a
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http://www.capstone.cse.msu.edu/2017-08/schedules/major-milestones/

All-Hands Meetings

e TTh, 3:00-4:20 p.m., 1279 Anthony Hall

* Presentations By
= Professor
= Teams
o Status Report Presentations
o Formal Presentations
» Project Plan

» Alpha
> Beta

o Project Videos
= Guest Speakers

4a
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All-Hands Meetings

01/09:
01/11:
01/16:
01/18:
01/23:
01/25:
01/30:
02/01:
02/06:
02/08:
02/13:
02/15:
02/20:
02/22:
02/27:
03/01:
03/06:
03/08:

Capstone Overview

Project Plan

Risks and Prototypes

Schedule and Teamwork

Team Status Report Presentations
Team Status Report Presentations
Team Project Plan Presentations
Team Project Plan Presentations
Team Project Plan Presentations
Team Project Plan Presentations
Resume Writing and Interviewing
Creating and Giving Presentations
Team Alpha Presentations

Team Alpha Presentations

Team Alpha Presentations

Team Alpha Presentations

(Spring Break, No Meeting)
(Spring Break, No Meeting)

03/13:
03/15:
03/20:
03/22:
03/27:
03/29:
04/03:
04/05:
04/10:
04/12:
04/17:
04/19:
04/24:
04/26:
04/26:
04/27:
05/03:

Team Status Report Presentations
Team Status Report Presentations
Design Day and the Project Videos
Camtasia Demo

Intellectual Property

Ethics and Professionalism

Team Beta Presentations

Team Beta Presentations

Team Beta Presentations

Team Beta Presentations

Status Report Presentations
Status Report Presentations
Project Videos

Project Videos and All Deliverables

Design Day Setup

Design Day
Project Videos

The Capstone Experience
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a New isn't on its way. We're ap; X +

& C @ ® @ Accenture LLP (US) | https://www.accenture.com/us-en/new-applied-now e @ INn @

accen?ure E= SIGNIN MENU=

Accenture is answering real
business challenges for our clients

through innovation and deep
industry knowledge. Here'’s how.

el 4/



‘ Chicago, lllinois

Team Accenture
Project Overview

AMAP: Automated Malware Analysis Platform

* Functionalities p
= Automate Analysis of Malware iDefense” IntelGraph

= Provide All-Inclusive Platform

* Features
= |ngest Malware Samples
= Decode Configuration Settings
= Recover Malware Artifacts
= Create Relationships in iDefense Platforms
= Save Payloads in Malware Repository

* Technologies
= Accenture iDefense Malware Repository
= Accenture iDefense IntelGraph

= Database Technologies
o MongoDB
o mySQL

>
e accenture

The Capstone Experience



Team Accenture
Griffin Metevia, Sam Kling, Julian Ellis, Andrew Mitchell, Teng Xu



Team Accenture .
P rOJ eCt P I a n P rese ntat I O n Screen Mockup: Malware Search

AMAP X

« c @ Search o ddress v BO% N @ =

Mozilla Firefox Start Page

AMAP: Automated Malware Analysis Platfrom

Malware Sample Search
() Sample D

Strong Password File Name: 040d7 1e56512a0786bcs xls
File Size: 77824 bytes
File Test File Mime: application/vnd.ms-excel
File Type: Composite Document File V2 Document
MD5: 040d7 15651 2a0/86b
Slack Install SHA1: a4jn43kn34mk34kmk343mk3443mk
First Seen: 2014-07-10 22:39:21
Last Seen: 2014-07-1022:39:21

Custom Foo
Notes:

api-manual

The Capstone Experience




Team Accenture
Project Plan Presentation




Team Accenture .
Project Plan Presentation

Architecture Diagram

AMAP Modules

@ python’

iDefense ]

Part of Accenture Security

Data Server

AMAP Dashboard

Malware Database

. mongo
o

HTML

5|

45

El
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Team Accenture
Project Plan Presentation




Team Accenture ,
P rOJ e Ct P I a n P rese ntat I O n Screen Mockup: AMAP Dashboard

Container Status

Malware Processed Per Hour
|l Starting Up: 4%

Running: 18%
Idle: 2% '

The Capstone Experience



Team Accenture
Alpha Presentation




Team Accenture
AI pha Prese ntat|0n Current Process Status Page

® ©® o awr x Andrew

e C  Q AMAP LY
> 0 g i = i
accenture Q o Qo Andrew Mitchell [0]
Dashboard (2 new updates) Processes
File Upload .
Analysis Status
Processes
Overall Start

# SHA256 MD5 Progress Date

1 b3d9cabf3ecb22dbccbd0f13f95313e5ab95be94aec879ebedfaaf534d7f3799 eb684b584704e2fb599d6eaf883clae5 - 185}2247 View

2 dff02acal42d4fcffe7721b9c7cb5d7d4ef4965d11e77328d290aaf2eac8d4dd 4871e4752bd67662ac9435d84014391d = %85'3'22

3 dcf789f34aabe7badc34bbce09bfddéacba2efdedf664ecOeabléfd0e37bef0d 3501fa1f022cb8ad97276d55c¢97377b5 — ?522435 View

4 2e112bbf5fa0afaf225eb2441b245539cd73f52fb473a6b749490d4749f7d105 9490fe6870d1273dda8c957cf1b81907 . é%gZ}S View

5 9ac3accd466a70884091364b5d2e13534cfa78153b25f51fe477d6bfcc6f9abe 68b329da9893e34099c7d8ad5cb9c340 ———— ig.sziilz View
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Team Accenture
Alpha Presentation Module Selection Page

® ® opawar x \Ul Andrew

C  Q AMAP 5
accenture Q 1 A AndrewMitchelly O

Dashboard (2 new updates ) Modules

File Upload Match Modules For all Files

Processes

13413701_10209874704294851_7569077515899457902_n.Jpg

File Type

[ <}

MD5

SHAL

<]

SHA256

[ <}

Entropy

<]

Decoder

NETDATA

<]

19989639_10213842700812284_7767808038276667761_n.Jpg
File Type
MD5

SHAL

The Capstone Experience



Team Accenture
Alpha Presentation



Team Accenture .
Alpha Presentation

&«

C 0 0awr
C  Q AmMAP

>
accenture

Dashboard (2 new updates)

File Upload

Processes

Dashboard

o3 jal Andrew Mitchell ~

Todays Processed Files Average Processing Time File Types
New Malicious Files: 1125 Ti me: 3' 5 m i n utes [ Windows Executable
[ Microsoft Office Documents Other

New Non-Malicious Files: 500

Malware Processed Per Hour

0" i i L2 i
9:00AM 10:00AM 11:00AM 12:00PM 1:00PM 2:00PM

New Malware Samples Per Hour

300

250 |

200 | J ! it
150 |

100 ¢

50

0 i 1 i 1
9:00AM 10:00AM 11:00AM 12:00PM 1:00PM 2:00PM

The Capstone Experience
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Beta Presentation




Team Accenture
Beta Presentation AMAP Wizard

-o AMAR x_

&« C | @ localhost:8080/amap-active Q &« &

accen?una Q I3 Andrew Mitchell &

Dashboard AMAP Wizard

File Upload

AMARP Is Currently Runnning
Module Upload Config Options:

Processes Time between each pull from database: 10 seconds

AMAP Wizard Files retrieved during each pull: 1

Active Modules:

ratdecoder
file-type
SHA256
shal

Cuckoo

Return to Dashboard Quit AMAP

The Capstone Experience



Team Accenture
Beta Presentation BetaPresentationslideTitle

-o AMAR x_

&« C | @ localhost:8080/my-modules Q & § @
> r : - 0
accenture Q HH Andrew Mitchell ]
My Modules
Dashboard My Modules
[* Signout

File Upload

Module Upload

Processes

The Capstone Experience

lacalhost:8080/my-madules



Team Accenture
Beta Presentation




Team Accenture
Beta Presentation AMAP Dashboard

® & oaw x Andrew
¢« - C aawap i
> Q O AndrewMitchelly
accenture v

Dashboard (2 new updates)

Todays Processed Files

Average Processing Time File Types

File Upload

New Malicious Files: 1125 Tlme 3 5 minutes [0 Windows Executable

Processes [E Microsoft Office Documents Other

New Non-Malicious Files: 500

Malware Processed Per Hour New Malware Samples Per Hour

14 — 300
250

’ = 200

2 50
0 [
9:00AM 10:00AM 11:00AM 12:00PM 1:00PM 2:00PM 9:00AM 10:00AM 11:00AM 12:00PM 1:00PM 2:00PM
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Team Accenture @ Design Day
Andrew Mitchell, Teng Xu, Julian Ellis, Griffin Metevia, Sam Kling
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http://www.amazon.com/

@ Amazon.com: Online Shoppinc X + = O

& c o ® & https://www.amazon.com e O W iNn 6
* _\ﬁ— —. = = A
=%~ NEW & INTERESTING FINDS ON AMAZON N \an? A Y
e e 84 = g <

amazon

OF % There’s still time Free delivery by 12/24

EN Hello. Sign in 0
Departments ~ Your Amazon.com Last-Minute Deals  Gift Cards Registry Sell Help ® v Account&Lists + Orders Try Prime ~ = Cart

} =

» A warm welcome

ﬂ - Inviting guest room ideas
home

amazonwarehouse
V

Holiday




Team Amazon .
Project Overview

AMPED: Amazon Marketplace Podcast Earnings Detection

* Functionalities
= Play Podcasts
=  Show Listeners Related Amazon Products
= Support Listener’s Favorite Content Producer
* Features
Create Integrated Audio Player
Enable Uploading of Podcast by Producer
Transcribe Speech to Text
Comprehend Content
Find Related Amazon Products
Package Results Into API for Player

* Technologies

=  AWS Compute & Database Services

= Amazon Transcribe a m azo n
=  Amazon Comprehend

=  Amazon Item Search

* Amazon Queuing and Notification Services Seattle, Washington

* Amazon Elastic Beanstalk and APl Gateway Detroit, Michigan

The Capstone Experience
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Team Amazon

Zach Whitener, Hansheng Zhao, Dillon Stock, Cam Korzecke, Chess Luo



Team Amazon .
PrOJECt Plan Presentathn Screen Mockup: Web App Dashboard

The Capstone Experience



~ Team Amazon
Project Plan Presentation



Team Amazon

Project Plan Presentation  architecture biagram

Amazon RDS
. Lambda
Microservices
Store data Retrieve data
Update job Transcribe Comprehend Product Search
rogress
Web Application L

Request data dj \~.—/ \_// \__/

—) : Begin Begin Begin
Python Django API Add job to -

r— Runmin o - Transcribe Comprehend Product
unning on an EC2 Search

ISON response Instance queue

Retrieve file Store file
contents

‘ Amazon 53

The Capstone Experience



~ Team Amazon
Project Plan Presentation



Team Amazon \
P rOJ eCt P | a n P rese ntat I O n Screen Mockup: Podcast Details Page

ur NPR - Planet Money - #820 P is For Phosphorus
Planet Maney

Product 1

Product 2

Product 3

Product 4 Item Name: Product 1 Price: $89.99

Product 5

Product 6

Product 7 BLOCK | SOURCE (& DELETE |
*

WIDGET

The Capstone Experience



Team Amazon
Alpha Presentation



Team Amazon \
Alpha Presentation AMPED Dashboard

rome File Edit View History Bookmarks People Window Help 3 0kare BN Tue 2-2001:15
@ a AMPED x Chess
& > C O D ampedcc h " B9c00®90 HeSe

Open the home page

Plant Money

= o gt o xpiner 50 12444 2,20

Playing

Title Length % Status Updated Time Actions What America Sells To The World
Nhat America e World 245mins Completed 2018-02-20 01:15:25 o om ° O
63:39mins ¢ Completed 2018-02-20 01:15:25 ] _9
| .
= : 2 U.S. exports include airplanes, education (D)
anet Y stery Story 16:36 mins Transcribing 2018-02-20 01:15:25 ] and lots of blood O
82:48 mins  ® Failed 2018-02-20 01:15:25 ] @ L
lack ( d 17:00 mins e Failed 2018-02-20 01:15:25 (] o] (=
Episode 820 i hor 70:48 mins Transcribing 2018-02-20 01:15:25 (>} 1] )
(%)
] ( C web Pit 96:51 mins e Comprehending 2018-02-20 01:15:25 (] 1] m
88:00 mins ¢ Completed 2018-02-20 01:15:25 ] 1} ()

Me If You 22:14mins e Failed 2018-02-20 01:15:25 o |



Team Amazon \
Alpha Presentation Product Detail Page

B Aveeo

ssssssss

Transcribe

aaaaaaaaaaaaaaaaaaaaaa

Lisiwen Bluetooth Headphones, Wireless Earb
§ uds ..

nnnnnnnnnnn

The Capstone Experience
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Alpha Presentation



Team Amazon \
Al pha Prese ntatIO N Podcast Library and Product Detail Page

= : o
il Verizon % 12:26 AM @ % 44%m 12:26 AM

a AMPED Al ~ a AMPED
Click on any of the podcasts to play

What America Sells To The World What America Sells To The World
h A v

Fresh.
2018-02-20 0026

de 821: The Other Davos Vel Episode 821: The Other Davos
on
ANl 0502200026

Janet Yellen's Mystery Story - Janet Yellen's Mystery Story
o n, IPOs And The Queen Of The Demonweb P |,

Weed GOP MK & © & M

The Black Car Fund

World Cafe Wor d Music from WXPN

Episode 820: P Is For Phosphorus

Bullseye with Jesse Thom

Amazon, IPOs And The Queen Of The FIRE TV STICK WITH ALEXA VOICE
Demonweb Pits REMOTE

Piano Jazz Shorts

A Mafia Story With a Twist
on Point

POs And The Queen Of The Dem... >

The Capstone Experience



Team Amazon
Beta Presentation




Team Amazon -
Beta Presentation AMPED Dashboard

@ Chrome File Edit View History Bookmarks People Window Help P2 3 =) 2= Tue2-2001:15 B W) e i=
® © a awpep x Chess

&« - C 00 [ amped.cc "B co00080 HeEHe ?

Open the home page
(12
B Awmpep D @ cressiuo

Upload

59 12,444 2200

Playing
Title Length % Status 7 Updated Time = Actions What America Sells To The World

What America Sells To The World 2:45 mins Completed 2018-02-20 01:15:25 0o am

000

63:39 mins

2018-02-20 01:15:25

Completed

U.S. exports include airplanes, education

Janet Yellen 16:36 mins Transcribing 2018-02-20 01:15:25

ts of blood

The Capstone Experience

Title Length ¢ Status v Updated Time % Actions

What America Sells To The World 2:45 mins Completed 2018-02-20 01:15:25 0O ©w

Episode 821: The Other D 63:39 mins Completed 2018-02-20 01:15:25 0 ®
‘ L Episode 819: Tax Me If You Can 22:14 mins ® Failed 2018-02-20 01:15:25 o @m



Team Amazon -
Beta Presentation s st

Verizon 12:26 AM @ % 44% m

a AMPED Al v

Click on any of the podcasts to play Ep W Husic .
What America Sells To The World AN WhatAmerlca Se”s TO The world
Fresh A PIANO Fresh Air

IAZZ siowrs [EIORE

Episode 821: The Other Davos

or Point

Janet vellen's Mystery Story Episode 821: The Other Davos

From Scratch
On Point

Weed GDP
Car Talk

The Black Car Fund

W viorid Cafe Words and Music fram WXPN

Episode 820: P Is For Phosphorus

Buliseye with Jesse Thom

Amazon, IPOs And The Queen Of The
Demonweb Pits
Piano Jazz Shorts

A Mafia Story With a Twist

o Point

here

8 Amazon, IPOs And The Queen Of The Dem... ’
bl Buiseye with Jesse Thorn

The Capstone Experience



Team Amazon
Beta Presentation




Team Amazon -
Beta Presentation

Product Display

FIRE TV STICK WITH ALEXA VOICE
REMOTE

—_

What America Sells To The World
Fresh Air
2018-02-20,00:26,

VW Episode 821: The Other Davos
N 2556 200026

n, IPOs And The Queen Of The Demonwel b P
Al  Buliseye with Jesse Thom

FIRE TV STICK WITH ALEXA VOICE
REMOTE

The Capstone Experience



Tea Amazon @ Design Day

Dillon Stock, Zach Whitener, Cam Korzecke, Chess Luo, Hansheng Zhao
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. Aptiv | Our Journey - The path X +

& C @ ® aptiv.com

® A P T | \[ o OUR JOURNEY INNOVATION CAREERS INVESTORS  MEDIA

B Making
— mobility work

WE DESIGN IT. ENGINEER IT. ENABLE IT.

N o




Team Aptiv .
Project Overview

CMS: Cybersecurity Management System

Functionalities . .
= Automate Aptiv’s Cybersecurity Process PTIV:
= Visualize and Analyze Data Trends

Features

= Modules for all Cybersecurity Processes
o Threat Analysis and Risk Assessment
o Vulnerability/Penetration Assessment
o Mitigation Remediation
o Incident Response
= Database Visualizations and Analysis

=  Synopsys Protecode ) A P T I V o
=  Microsoft Azure

Troy, Michigan

o Threats/Risks 8

o Vulnerabilities S

o Incidents Q

o Mitigations E

= Provide Communication Through Task Manager and Request System %
Technologies ._;
» ASP.NET (C#) c
= CSS/HTML 9
= MSSQL S
(g0}

@]

()

fe=

|_
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Tea Aptiv

Dillon Brown, Clayton Peters, Ashtaan Rapanos, Winton Qian, Wei Jiang



Team Aptiv .
P rOJ e Ct P I a n P re S e ntat I O n Screen Mockup: Incomplete Project Page

New Tab

ht ybsecmgmt.aptiv.com

cC D
x Jane Doe
Product Engineer

Main Navigation

# Dashboard

W Products

[7] Tasks

B Pending Requests
& Threat Tracker

ﬁ Vulnerability Tracker
A Incident Tracker
@ Mitigation Tracker
Register a Product
@ Report an Incident
Calendar

@ Help

ﬁ-‘* Settings

cSsGwW

Project Status: Vulnerability Assessment

Project Registration

Recent Updates

Jane D. added 4 new members to the
project

3 hours ago
Josh M. approved final TARA

12 hours ago
Tom |. set estimated date of
penetration test to 2/14/18

2 daysago

@ View more updates

Tasks

# Title Priority

10 Upload firmware forv...
2 Complete pending req...
3 Fix bugs from TARA Medium

@ View all tasks

Vulnerability Penetration
Assessment Assessment

Final Approval Finalizad

Project Modules

Project
Information

Task Status

o

@in Progress
mNew
mClosed

BResoled

Pending Requests

Request

Date

Complete Vulnerability A...

Upload regs for Penetrati...

Complete 4 mitigations

01/25/18
01/25/18
01/24/18

The Capstone Experience
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. Team Aptiv :
Project Plan Presentation



Team Aptiv .
Project Plan Presentation  architecture biagram

Internal Server

i zure
SQL Database
Server
ion r

The Capstone Experience



. Team Aptiv :
Project Plan Presentation



Team Aptiv .
P rOJ e Ct P I a n P re Se ntat I O n Screen Mockup: Vulnerability Assessment

New Tab X Guest

CcC 0 //cybsecmgmt.aptiv.com [+]
APTIV = @0a@®
'y CSGW > Vulnerability Assessment

Main Navigation Verdict

Critical Copyleft Uploads <

A Dashboard
I Products i Lo Analysis Results ~ +

- 19 Components 160 Vulnerabilities 9 Licenses _
[7] Tasks Download PDF 8

g Pending Requests Vulnerable version of results = CSGW_v2.zip

@ Threat Tracker Major Permissive _

f# Vulnerability Tracker
A Incident Tracker

I'r Application Analysis Upload File

Components Vulnerabilities Licenses

@ Mitigation Tracker
Vulnerable Critical Copyleft
No known Major Permissive
© Report an Incident vulnerabilities Minor LGPL

Calendar Proprietary

° Help

ﬁ? Settings CVSS>=70 CVs5>=40 @ CVS5<4.0 Historical Triaged Clean

Register a Product

Component Vulnerabilities
openss! 1.0.1¢ 15 59 il o 108
glibc 2.17 14 27 ] o (4

The Capstone Experience




Team Aptiv'\,
Alpha Presentation



Team Aptiv :
Alpha Presentation

Dashboard

APTIV =

John Doe

Product Engineer DaSh board

Search Project Status Task Status

Main Navigation

Dashboard

Users

Products

Tasks

Pending Requests.
Threat Tracker
Vulnerability Tracker
Incident Tracker
Mitigation Tracker
Register a Project
Report an Incident
Calendar

Help

AR OB OODOAP % @K H e

Settings

Project Registration

B TARA

@ Mitigation Remediation
Vulnerability Assessment
Penetration Assessment

Final Approval

Incidents per Month

Project Registration

@D 1aRA

B Mitigation Remediation
Vulnerability Assessment

Project Vulnerabilities over Time

® CSGW @ V2X2017

@ V2X 2018 -@- Karamba

The Capstone Experience




Team Aptiv \
Alpha Presentation Product Dashboard

APTIV =

@ 1T Products
Product Engineer

Main Navigation

© 498 CSGW vax A%0X

Register 0 Projects 3 Projects 3 Projects 0 Projects
Dashboard Product

Users

Products

Tasks

Pending Requests
Threat Tracker
Vulnerability Tracker
Incident Tracker
Mitigation Tracker
Register a Project
Report an Incident
Calendar

Help

AOBOOOD % & KAIHDE:2

Settings
© 2018 - Aptiv Project Manager

The Capstone Experience




Team Aptiv .
Alpha Presentation




Team Aptiv \
Alpha Presentation Project Page

APTIV =

John Doe

T V2X 2017
Project Status: Vulnerability Assessment

Project Vulnerability
Registration Assessment

- Finalized
Main Navigation

Dashboard Recent Updates Project Modules Task Status

Users Add Jake to Project
In Progress
Products 15 minutes ago Project
Regisfration New
TEES Vulnerability assessment on V2X_2017 zip completed

Pending Requests 30 minutes ago Closed
Threat Tracker )
V2X_2017 zip completed uploaded Resolved

Vulnerability Tracker 35 minutes ago

Vulnerability

Incident Track
MEESHEEIEERET ©View More updates P——

Pending Requests

Mitigation Tracker

Register a Project Request

Report an Incident Title Upload data schematics for penetration
assessment 18

Calendar Type Report

2018-02-
Help Upload firmware for penetration assessment
Add Adam 18

AOBOOOD % & KAIIHE:2

Settings

Upload file Complete mitigation #23 ig1&02_

P

The Capstone Experience
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Team Aptiv.
Beta Presentation



Team Aptiv -
Beta Presentat

Aptiv Admin
Admin

Main Navigation

[

m
4
&
L3
A
o
]
(2]
o

Dashboard

Users

Products

Pending Requests
Threat Tracker
Vulnerability Tracker
Incident Tracker
Mitigation Tracker
Report an Incident
Calendar

Help

Settings

Product Lines

UX
5 Products

Current Products Status

Infotainment
0 Products

Cumrent Products Status

AD OEM
7 Products

Current Products Status

Product Lines

Connectivity and Security
0 Products

Current Products Status

Safety
0 Products

Current Products Status

© 2018 - Aptiv Project Manager

The Capstone Experience




Team Aptiv -
Beta Presentation BlodlGapaeEs

17 | Aptiv Projec

C | @ localhost:5

V2X 2017

Main Navigation Product Status: Final Approval

# Dashboard Product Vulnerability Penetration
Registration Assessment Assessment

Users

Products Recent Updates Product Modules Task Status

Pending Requests
Threat Tracker Project
There are no recent updates. Information There are no tasks
Vulnerability Tracker

Incident Tracker

Mitigation Tracker
)
Report an Incident Pending Requests
Vulnerability
Calendar Assessment

Request Date

Help

Th task Upload data schematics for 2/18/2018
Settings ere are no tasks

penetration assessment 12:00:00 AM

&

—
X
&
3
A
(4]
&
e
®

( ) Upload firmware for penetration 2/18/2018
assessment 12:00:00 AM

P

Final Approval
Assessment 21712018

Complete mitigation #23 12:00.00 AM

The Capstone Experience




Team Aptiv.
Beta Presentation




Team Aptiv -
Beta Presentation

@ TARA | Aptiv Projec

<«

Aptiv Admin
Admin
Main Navigation
# Dashboard
& Users
Products
Pending Requests
Threat Tracker
Vulnerability Tracker
Incident Tracker
Mitigation Tracker
Report an Incident
Calendar

Help

B OB OO0 P % € K

Settings

roduct:

V2X 2017 > TARA

V2X 2017 Risk ssment

Asset ID: V2XFAC_01 Case ID: Use_Case_01

Threat Type: Spoofing

Expertise: Very High

Knowledge: Very High

‘Window of Opportunity: Very High

Regquired Equipment: Very High

Threat Type:

Risk Severity:
Safety: Very High
Operational: Very High
Privacy: Very High
Likelihood

Expertise: Very High
Knowledge: Very High
‘Window of Opportunity: Very High

Required Equipment: Very High

Threat Type: Spoofing
Expertise: Low

Knowledge: Low

Risk ity:
Safety: High
Operational: Medium

Privacy: Medium

Likelihood

Risk Severity: | ow

Safety: Low

Operational: Low

TARA Module

The Capstone Experience




Team Aptiv @ Design Day

Winton Qian, Dillon Brown, Ashtaan Rapanos, Clayton Peters, Wei Jiang
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From Students...
...to Professionals

The Capstone Experience

Team Auto-Owners

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/auto-owners

Auto-Owners

INSURANCE
LIFE - HOME + CAR + BUSINESS



&~

w Home - Auto-Owners Insuranc. X [isd

C @

® @ https://www.auto-owners.com

Auto-Owners

INSURANCE

For What Matters Most

Insurance built around your needs by a local independent agent

FIND AN AGENT FOR A QUOTE

Why choose an independent agent?

- O

B3 Pay Your Bill . Report a Claim

Policies to Meet Your Needs

N @



Team Auto-Owners
Project Overview

IMAGINE: IMAGe INtake Experience

* Functionalities
= Evaluate Physical Environments (for Insurance Purposes)
= Leverage Virtual Reality
= Create Virtual Environments Using Spherical Camera
* Features
=  Support Image Import From Spherical Camera
= (Classify the Environment
= Detect and Identify Objects
= Create Virtual Environment
= Provide Playback, Navigation and Inspection
= Build and Display Inventory View
* Technologies
= Unity Game Engine
= QOculus Rift and Touch Controllers duto-owners
= Qculus Rift Sensor INSURANCE
= Ricoh Theta V Spherical Camera LIFE + HOME - CAR - BUSINESS
‘ = |mage Processing and Recognition Lansing, Michigan

The Capstone Experience



Team Auto-Owners

Zack Geizer, Reece Cole, Sean Larabell, Nick Frederick, Xinyun Zhao




' LIFE - HOME - CAR - BUSINESS INSURANCE
‘ PR MOME - CAT - USINESS

Team Auto-Owners .
P rOJ e Ct P I a n P re Se ntat I O n Screen Mockup: Web Application

Inventory View Environment | Export Download

Auto-Owners

INSURANCE

Photos My profile Logout "The Smith Home" 324 Maple Street
Jbject

Sample Table

Housing

MAGENUM  OBJECT ROOM CHARACTERISTICS

List of each category

"The Smith Home" 324 Maple Street ! !
Edit - Paragraph : ' ‘

Anyone Home 1
Read only - Paragraph

Anyone Home 2
Read only - Paragraph

ADD TO LIST ,
Underwriting Support: 1-800-238-2934 | Technical Support: 1-800-346-0346 x1850
ormation gathered will be used a

Underwriting Support 1-800-238-2934 Technical Support 1-800-346-0346 x1850

Auto-Owners

INSURANCE

The Capstone Experience
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Team Auto-Owners
Project Plan Presentation



Team Auto-Owners .
Project Plan Presentation

Architecture Diagram

\\ Displays
panoramic view

/‘: rver-Side A

: 5

lications

@'ent-Side A

i | External Hardware|

lications ‘

Select

environment
and edit object

of uploaded
environment

Object Recognition System data VR Application Tl eI - Oculus Rift Headset
™ N .
|" Provides Q Unlty Provides user's ° OCU'US
DpenCV : i ; _
object data visual orientation
Submits and image and microphone
Environment Images environments input
for Object Oculus Rift
|dentification Allows user to Controllers
Creates User System Provides interact with Ul
Object object data and select
Listings and image — available objects _
in Object environments Web Application Omnidirectional
Database “’ Camera
Creates 4 User uploads

Manages User Data,
Updates Data,
Retrieves Data,
Creates Data

Database

MariaDB

g |

environments,
allows user to
create and edit
object and
environment data

omnidirectional
images to web
portal

\

_4

The Capstone Experience



Team uto-Owners
Project Plan Presentation



Team Auto-Owners \
P rOJ e Ct P | a n P re Se ntat I O n Screen Mockup: VR User Interface

Full-size
Seemed unused
Refer to the agency to confirm

The Capstone Experience



T\? Auto Owners
Alpha Presentation



Team Auto-Owners
AI pha Prese ntat|0n Web: Inventory List

< C'  ©® webdev.cse.msu.edu/~larabel8/autoowners/inventory.php?id=1 Yo

Auto-Owners

INSURANCE

Inventory View

Environments  Export

Smith Home
324 Maple Street

E! I

Image Object Room Characteristics Notes

1 sink bathroom #1 Pedestal

2 Shower/Tub Bathroom #2 ®

2 Mirror Bathroom #2 ® ]
3 Bed Bedroom #1 Queen { ® ]
3 Drawer Bedroom #1 ®

The Capstone Experience



Team Auto-Owners :
Alpha Presentation Object Detection

The Capstone Experience



T?é Auto- Owners
Alpha Presentation



Team Auto-Owners :
Alpha Presentation VR: Selecting Object Nodes

(]
O
=
()
=
(]
o
x
L
(]
=
(@)
+—
(%)
o
(0]
(©)
(]
L=
|_



Team Auto Owners
Beta Presentation



Team Auto-Owners
Beta Presentation NEDSiEe BNy Ton e Dane

b [ Auto-Owners A =
< C | ® 127.0.01:8000/environments .
Auto-Owners
INSURANCE
Environments Page
Housing -

Jones Home
428 S Shaw Ln
East Lansing, MI 48823

=
A m—
EEmm—e——

Berry Home
223 Kalamazoo St
East Lansing, MI 48823

Smith Home
366 W Circle Dr
East Lansing, MI 48823

Case Apartment
842 Chestnut Rd
East Lansing, M| 48823

Miller Apartment
325 W Shaw Ln
East Lansing, MI 48823

Kellogg Home
211 Ann Street
East Lansing, MI 48823

The Capstone Experience



Team Auto—Owner§
Beta Presentation

Object Recognition Bounding Boxes

The Capstone Experience



Team Auto Owners
Beta Presentation




Team Auto-Owners
Beta Prese ntatlon VR Object Nodes and Info Display

China Cabinet
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Team Aut-Owners @ Design Day

Reece Cole, Nick Frederick, Xinyun Zhao, Zack Geizer, Sean Larabell



b

4a

From Students...
...to Professionals

The Capstone Experience

Team Dow

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
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<= The Dow Chemical Company - X +

& c o ® @ https://www.dow.com

@ Markets & Solutions Investors Science & Sustainability News & Media Events Careers

So

Read More

i
Ne @ Stay Up-To-Date
E

Do Sign Up For Dow Announcements

Do D Jim rllng Presen : th 0|ng a V\)orld of Subscribe To DowDuPont Alerts
Goc edal fol Advancmg the iocietgC ontributions of ’




‘ Xamarin Midland, Michigan

Team Dow .
Project Overview

Virtual Reality Simulation for Railcar Loading

* Functionalities
= Teach How to Load a Railcar Safely
= Via First Person Virtual Reality Game

* Features

= Support Two Levels of Difficulty
o Non-Certified
o Certified
= Handle Various Scenarios
o Normal Filling
o Response to Spills
= Manage Player Points
o Award for Positive Actions
o Deduct for Negative Actions

= Enable Interaction with Game Objects
o Personal Protective Equipment (PPE)
o D-Rails
o Slide Valves
= Use Audio to Indicate When Action Needed
= Simulate Different Weather Conditions
= Provide Feedback to Player at Game End
* Technologies
= Unity Game Engine
Vive and Touch Controllers
Vive SDK
Microsoft .NET / C# ®

The Capstone Experience
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Team Dow
Kyle White, Matthew Smith, John Yoo, JD Hayward, David Wang



Team Dow .
P rOJ ECt P | a n P rese ntat I O n Screen Mockup: The Loading Area
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: Tﬁam Dow :
Project Plan Presentation



Team Dow .
Project Plan Presentation  architecture biagram

C f\'c+\ AT /N
Ps

3 3Ds MAX

6 ity |~ )
‘ l

i \
L
@ 9 VRTK

I\ STEAM'VR

SDK —
l ~n_nS11AA u -‘)1.:., )

RENDERER |

Acecnteo

The Capstone Experience



: Tﬁam Dow :
Project Plan Presentation



Team Dow .
Project Plan Presentation sk R e
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Team Dow
Alpha Presentation




Team Dow \
Alpha Presentation

Loading Area

The Capstone Experience



Team Dow :
A|pha Presentat|0n Load Arm and Spreader
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Team Dow
Alpha Presentation



Team Dow :
Alpha Presentation Derailer
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Team Dow
Beta Presentation



Team Dow .
Beta Presentation R e
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Team Dow
Beta Presentation




Team Dow .
Beta Presentation e L
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Team Dow @ Design Day

Matthew Smith, David Wang, Kyle White, John Yoo, JD Hayward
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From Students...
...to Professionals

The Capstone Experience

Team DRIVEN-4

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
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DRIVEN-4 | Delivering proven Strat- X [ia — O X

& C @ ® driven-4.com e @ N @

Q DR IVE N_ 4 CAPABILITIES VIEWPOINTS ABOUT US MAIL US

Driven To Enable Your Successl

We are technology leaders who were in your shoes yesterday. We can help you achieve your PLM, loT & CyberSecurity journey like no-one else.




Team DRIVEN-4
Project Overview

2020 Business in a Box

Functionalities

= Develop Futuristic Business Environment

= Base on Internet of Things (loT) Architecture

= Target 2020 and Beyond

Features

Model Five to Ten Components

Connect Components via WiFi

Validate and Verify Design via Simulation

Develop Manufacturing Processes and Artifacts
Demonstrate Capabilities for Collaboration and Integration
Utilize Various Product Development Software Systems
Technologies

Computer Aided Design (CAD) / Siemens NX and PTC CREO
Product Lifecycle Management (PLM) / Siemens Teamcenter and PTC Windchill
Design Simulation Tools / PTC and Siemens

Factory Floor Simulation / Siemens

loT Platforms / PTC ThingWorx and Siemens MindSphere

3D Printing

Conveyor and Sight System

Augmented and Virtual Reality (VR/VR) / PTC Thingworx Studio

DRIVEN-4

St. Joseph, Michigan

The Capstone Experience



—

-

‘ ')
&‘ W

Team DRIVEN-4

Nick Mikelsavage, Brian Pinsky, Charles Carroll, Betty Wu, Sam Coffey




Team DRIVEN-4 .
Project Plan Presentation

Screen Mockup: Manufacturing

The Capstone Experience



“Team DRIVEN-4 _
Project Plan Presentation




Team DRIVEN-4 .
Project Plan Presentation

Architecture Diagram

_:"

TECNOMATIX

[

m THE BOX
Particle

— Q="

Produce \ Stream .

Applications

thingworx" studio

S
A s
- )

_ L)
Cloud

l Visualize

The Capstone Experience



Project Plan Presentation



Team DRIVEN-4 :
Project Plan Presentation

Screen Mockup: AR Service

The Capstone Experience



Team DRIVEN-4
Alpha Presentation




Team DRIVEN-4 :
Alpha Presentation

Manufacturer’s Web Portal Dashboard

B a | B3 c:\Users\airdn\Desktop\Pinc ‘ B3 c:\Users\airdr\Desktopy X ‘ <+ v

& S5 0O & @ filey///C:/Users/airdr/Desktop/MainDashboard.html

Manufacturer Portal

Service

Location

Weehaiike Central Park Zoo ® 4
fiiis rcwen 7/
Times Square © r 4
& / MIDTOWN &
" Empire State Building® .
Hoboken' ! .

JoumaL sdbane 5 Wasning
Jersey City @ "% ) Square Park:
e ®

“ TTAN
Nevm ork

Liberty Brooklyn Bridge @
State Park

BROOKLYN
parksiont @ crown HEIGHTS

Prospect Park

@)

First Name

rles

Hi, Betty  [elcRoltlY

Users

[ECNEN T
Carroll
Coffey
Mikelsavage
Pinskey

Wu

Bellio

The Capstone Experience



Team DRIVEN-4 :
Alpha Presentation

Customer Mobile Application

The Capstone Experience
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Team DRIVEN-4 .
Alpha Presentation 3o model for Augmented Reality

The Capstone Experience



Team DRIVEN-4
Beta Presentation




Team DRIVEN-4
Beta Presentatlon Manufacturer Dashboard

© Role; Engineering
All Devices 2
name lastMovementMagnitude currentTemp
device-1 19878.47 73
12000 68
device-3 47000 0
5000 0
32000 o
DrDssocks 27000 ]
name 5 0 Q
—
Customers - Lansing Area 4 Current Device Magnitudes Z Q
s ey Lapeer . , 600007 &
o Flint 5 -
Grand Rapids o o Q
g g 45000
Wyoming e i =
land | o
. Lansing @
w s}
© ° ) %
e Q.
@ - o I . ©
@ o it name  namel
Walamnxnn Battle Creek Map data ©2018 Google  Terms of Use  Report a map effor ( )



Team DRIVEN-4

Beta Presentation E Ustortr e

The Capstone Experience



Team DRIVEN-4

Beta Presentation

il
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Team DRIVEN-4

Beta Presentation

Mame | Type | Running
Master Bedroom Matress [E]
Main Laundry Washer &
Bad Device 1 Broken Accelerometer (V]
Bad Device 2 Dying Batteries [E]
Hacker Malicious Device L
Second Bedro... Matress L]

[ Add New Device ] f

Stop All

[ Save Devices J [

Load Devices

Device Simulator and AR

ull Verizon & 9:20 PM
{ Scan UpdatedNewBox

Disassemblég Replace

Product Battery

Discard

Reassemble

Product

Battery

The Capstone Experience



Team DRIVEN-4 @ Design Day

Nick Mikelsavage, Charles Carroll, Sam Coffey, Betty Wu, Brian Pinsky
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From Students...
...to Professionals

The Capstone Experience

Team GM

Department of Computer Science and Engineering
Michigan State University
Spring 2018
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E General Motors | Official Globa X

<) - C ® www.gm.com e O W N @ =
MENU &
— GENERAL MOTORS ?;‘ Select a Country | ContactUs | Careers p

<

SHOP FOR A VEHICLE + \
NEWS AND STORIES =+ . o ege

Your new vehicle is waiting
OUR COMPANY +

|
OUR BRANDS ==
INVESTORS =+ 'L

AL

OWNER ASSISTANCE

...‘
Tl
e e . - &g .

\N—
D) GMIC =
Shop Chevrolet.com - Shop Buick.com - Shop GMC.com - Shop Cadillac.com -

“ [ —————— m




Team GM .
Project Overview

Plato: DevBot for Microsoft Teams

* Functionalities
Create and Manage Virtual Machines
Manage and Run Test Cases

Target GM Developers

* Features

Provide Single Unified Environment
Integrate with Microsoft Teams
Design Simplified User Controls
Use Natural Language Processing

* Technologies

CSS / HTMLS5 / JavaScript

Microsoft

(@)

@) (@0 ©

(@)

Natural Language Processing (NLP) —
RESTful Web Services and JSON Detroit, Michigan

.NET / C#

Bot Framework

Language Understanding Intelligent Services (LUIS)
Team Foundation Server

Teams / 0365

Azure

The Capstone Experience
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Alex Lepird, Tao Tao, Simeon Goolsby, Matthew Eaton, Colin Coppersmith




‘ Feedback

Team GM

Project Plan Presentation

Screen Mockup: VM Creation

> “
Favorites
Activity
Team GM

El

Meetings

)

¢g"  Add team

Search or type a command

Team GM > General 600 Private ' GM Confidential

Conversations  Files Wiki 3 more v

Simeon Goolsby (MSU) 8:47 PM
@plato | need a Ubuntu vm with 4 cores and 120gb of ram

fo Plato ﬂ \6
e&i,ﬁ@ Can do! Here's your virtual machine with 1D V000002389:

Baron
ID: V000002389
0S: Ubuntu
Memory: 120GB
Cores: 4
Status: Running
[ Cancel ]
[ Confirm ]

& Reply

Start a new conversation, use @ to mention someone

A ¢ © @ B - B>

6,

The Capstone Experience



, Team GM ‘ :
Project Plan Presentation




Team GM .
Project Plan Presentation

n Favorites

Ac(Tvity
Team GM

E]

Chat

Teams

Meetings

il

Files

eee

o 8" Add team
Feedback

Search or type a command

Architecture Diagram

Take Microsoft Teams with you on the go. Check out our mobile apps.

Team GM > General -

Conversations  Files Plato v 3morev +

Private ' GM Confidential

2 0@ -

10

Baron

Virtual Machines |

Testing

Resources

Rusty

ECPU ERAM

Byron

DISK

Monarch

100001

100002

100003

100004

Baron RUNNING

Rusty RUNNING

Byron SUSPENDED
Monarch STOPPED

> H Il
> H Il
> 1 Il
> B 1l

The Capstone Experience



, Team GM :
Project Plan Presentation




Team GM .
P rOJ e Ct P I a n P rese ntat I O n Screen Mockup: Web Dashboard

— ‘ . .
== Microsoft Azure @ == Microsoft Azure | W8 >q Visual Studio

Team Foundation Server

@ Azure Bot Service

Framework

|
ii Microsoft Teams

W
N
2

The Capstone Experience
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Alpha Presentation




Team GM \
Alpha Presentation

Feedback

Favorites

Plato
& @ Sent a card

Recent

£ ) T-Bot

© How do | add a bot?

12:47 AM

VM Creation Through Bot

Search or type a command

&, Plato «

Conversation

12:46 AM
Plato | need a vm with 16gb of ram, 8 cores, and a 500gb hard drive

Plato 12:46 AM
| can help you create a virtual machine! Let's get started.

What would you like to name your virtual machine?

12:46 AM
UbuntuvM

Plato 12:46 AM

What kind of operating system would you like to install?

[ Ubuntu I l Debian J [ Arch Linux I I Windows 10 J

12:47 AM
Ubuntu

Type your questions here

Ar © @ B

The Capstone Experience




Team GM

Alpha Presentation

Team GM > General

¥

CORES DATE_CREATED

6

Feb 72018
8:55PM

Feb 7 2018
B57PM

Feb 132018
7:23PM

Feb 132018
7:24PM

Virtual Machines

DATE_EDITED

Feb 192018
6:33PM

Feb 192018
6:34PM
Feb 192018
621PM
Feb 192018
621PM

Feb 19 20
6:33PM

Feb 19 20
6:34PM

Feb 19 20
621PM

DATE_STOPPED

18

18

Virtual Machines Dashboard

STATE ACTIONS

Suspended n

Stopped
Stopped

Running

The Capstone Experience
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Alpha Presentation



Team GM \
Alpha Presentation

Information on Clicked Test

% Team GM > General -

ns Files Wiki style-sheet Plato

ID NAME LAST_RUN =

1 Nice Test Feb 19 2018 T:59PM

RUNNING_USER

coppersd @gmfuture.net

QUTCOME ACTIONS

Pass u

The Capstone Experience
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Team GM .
Beta Prese ntat|0n Virtual Machines Dashboard

Team GM v Q | Sear Virtual Machine Cost Status of Virtual Machines

7

I New I New

s N Creating B Running
Teddy ® B Running B Suspended
Ubuntu 5 I suspended I Stopped
izce@g 12{} 12ce[S) . Stoppes
Updated 49 minute . B Restarting
Print @ 5
Ubuntu
12cegs 12{} 12 G )
Ug i age

P
UbuntuTestvM @
Ubuntu
5GB 500GB o
2GB D ’fj o !‘ New Creating Running Suspended Stopped Restarting
Updated 8 s ag
Bob @ CPU Usage Operating Systems in use
Ubuntu 7 p—

> . VVindows 10
12ce @ 12} 1268 [B) .
oomm ) 4 4 \
pdal 6 y
.'/ 5
Plato VM @ y
Windows 10 5 j,'
1ecB @ 16{} 16¢ ; 4 I Red Hat Linux
pdatod 11 days og — 4 y 4 M SUSE Linux Enterprise
/' ) - M opensUSE
y < Ubi

Wayne @ . y | . Ubuntu
Ubuntu & o
o 12§} 28 [B) 4
Updated 18 days age 2 4
Testing ® s /
Debian New Running Suspended Stopped

sco@m s{} ece[S)

The Capstone Experience



Team GM .
Beta Presentation T D onc

Team GM v Q arct Daily Test Runs

I Pass
I i

TestSuspendVirtualMachine @

TestGetVirtualMachine @

The Capstone Experience
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Team GM .
Beta Presentation Creating a VM

Colin Coppersmith (MSU) 11:33 PM
'O gm-plato create a debian virtual machine with 16gb of ram and 4 cores and a 256gb hard drive
gm-plato 11:33 PM

| can help you create a virtual machine! Let's get started.

What would you like to name your virtual machine?

Colin Coppersmith (MSU) 11:33 PM
gm-plato CoolDebianVM

gm-plato 11:33 PM
Would you like to create a Debian VM with 16GB of RAM, 4 Cores, and 256GB of hard disk space?

Colin Coppersmith (MSU) 11:33 PM
gm-plato yes

gm-plato 11:33 PM
OK! Your virtual machine has been created! Click ‘start’ to start it!

CoolDebianVM
0S: Debian RAM: 16GB Cores: 4 Disk Space:
256GB Status: New

The Capstone Experience




Team GM @ Design Day

Tao Tao, Simeon Goolsby, Alex Lepird, Matthew Eaton, Colin Coppersmith
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® Herman Miller - Modern Furnit X

& c © ® @& https://www.hermanmiller.com v O W m @ =

A

®E United States Where to Buy Customer Service Contact Us Shop the Store

@ Products Solutions Resources Research Stories Q

Start Thinking Visually



Team Herman I\/Ii.IIer
Project Overview

Adjust: Augmented Reality Chair Adjustment

Functionalities
=  Simplify Adjusting High Performance Office Chair

o Ergonomic
“" H 2
o “Developer Chair

= Use Chatbot to Explain How
Features

= Automatically Identify Chair via Photo
= Provide Step-by-Step Instructions

= Customize to User’s Ergonomic Needs
=  Support Apple iOS and Google Android Devices
= Leverage Facebook Messenger
Technologies

=  Apple iOS / Swift

=  Google Android / Java

= |mage Processing and Recognition

= Natural Language Processing (NLP) Herman Mlller

= Facebook Messenger Zeeland, Michigan

The Capstone Experience



Team Herman Miller

Kevin Gaban, Mike Bremiller, Kyle Kinsey, Jacob Weber, Han Huang



Team Herman Miller

Project Plan Presentation

Screen Mockup: Identifying Chair

Tap the "Adjust” button and sit in your chair to
begin guided adjustment.

’

The Capstone Experience






Team Herman Miller .
Project Plan Presentation  architecture biagram

3D assets Model Target Generator Camera Input

= c vuforia- - |o '

l Vuforia matches model
target to camera input

unity

Unity displays
appropriate
interactive 3D
model

Builds

Builds

i0S

Androi

The Capstone Experience



Team Herman Miller
Project Plan Presentation




Team Herman Miller :
PrOJeCt Plan Presentathn Screen Mockup: Interactive 3D Model

Step d: Heiéht Adjustment

Locate-and tap the highlighted height
adjustment level on your Aeron chair.

The Capstone Experience



Team Herman I\/||IIer
Alpha Presentation



Team Herman IVIiIIer.
Alpha Presentation

Interactive Model

The Capstone Experience



Team Herman Miller
A|pha Presentat|0n Adjustment Instructions

‘ Back Herman Miller - Adjust

Seat Depth Adjustment

Front handles on the right and left sides of
the seat.

In the proper position, you will have approximately
three-fingers of clearance between the back of
your knees and the seat edge.

To Increase or Decrease Depth: Lift your thigh
weight from the front of the seat. Gently lift up the
front handles on the right and left sides to
disengage the locking seat depth adjustment.
Slide seat forward or back into proper depth for
use; then release downward to lock the seat.

The Capstone Experience



Team Herman I\/||IIer
Alpha Presentation



Team Herman l\/IiIIer.
Alpha Presentation

Main Menu

The Capstone Experience
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Team Herman Miller
Beta Presentathn Chair Detection Interface

=]

Detecting Chair... Q —— Chair Detected: Embody Q
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Scan Chair Adjust Chair
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Team Herman I\/IiI[er
BEta Prese ntatlon Interactive Adjustment Interface

Height Adjustment Q BackFit Adjustment Q

Getting Started...

Sit all the way back in your
seat.

Make sure your entire

back is making contact
with the backrest.

Let's Go!

The Capstone Experience

MOVEMENT MOVEMENT
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Team Herman Miller
BEta Presentathn Firebase Analytics Dashboard
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http://www.meijer.com/

IM Meijer | Groceries, Pharmacy, £ X +

<« C @ ® @ https://www.meijer.com e @ Y

Ldriam  am

EMRIEE save °50 onanypss pro

L 2

You're Shopping: East Lansing (change)

o0
m e Il e r Search Products

Departments \v

SignIn | Create an Account v

Online Shopping v mPerks Rewards Weekly Ads Pharmacy v Services v/ Explore More v
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Santa Bucks are back! .




Team Meijer

Project Overview

Thrifty: Personal Shopping Assistant

*  Functionalities

Streamline Shopping Experience
Leverage Mobile App
Interact by Voice or Chatting

* Features

e Tec

Create Mobile Apps

o AppleiOS

o Google Android

Determine Product Information
o Location in Store

o Stock
o Sale
o Coupon

Compare Prices to Other Stores

Integrate with mPerks

Send Notifications to In-Store Team Members
hnologies

Microsoft

.NET Framework (C# / ASP.NET)

Bot Framework

Language Understanding Intelligent Service (LUIS)
Azure

Application Insights

Visual Studio

Xamarin

Meijer Web Services

SQL Server / MongoDB

OO0 O0OO0O

e}

(COORS LIGHT BEER CANS 24 PK120Z  ~
BELLS BEER TWO HEARTED IPABTLS 6...
PF CHANGS MONGOLIAN BEEF 220Z  ~
CERTIFIED ANGUS BEEF CHUCK RANC...

Grand Rapids, Michigan

The Capstone Experience
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Emerson Chen, Zach Richardson, Megan Lippert, Jacob Bonesteel, Aaron Carlso




Team Meijer .
Project Plan Presentation

Hi, I'm Thrifty, you're personal shopping
assistant! Feel free to ask me anything, or you
can tap this message for some more options.

[ Ask Thrifty ]
[t |

()

[

The Capstone Experience

- _— o-

meijer

These are some of the FAQ's tap one
to begin your search.

“Is there a coupon for ?
Is in stock ?”

“What are the competitor prices for 7

[

“Where can | find ?

[ Ask Thrifty ] @

Screen Mockup: Chat Interface

o3 e




: Te‘“m Meijer .
Project Plan PreSentation



Team Meijer

Project Plan Presentation  architecture biagram

‘ Android

(perks:

LUIS

wr

~»

BLUEBIRD

The Capstone Experience
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Team Meijer .
Project Plan Presentation  sceen vodup: runctonainy

—— AE—e —_——
\ \

' 0 — oo o
i - meijer f' .
meijer meijer
g — Coca-Cola : 24 pk
Soda Pop o] $7.99 ea | Competitor Prices on a 24
g6 Aisle 12 | pack of Coke.

Here is a list of “Soda Pop” you .
Here is what | found.

may tap any of them for more

information. Out-Of-Stock
Click here to "::'r]tbz rMeijer Team
Coca-Cola Coca-Cola : 24 pk
. Meijer: $7.99
Pepsi Walmart: $7.99
Kroger: $7.99
Dr. Pepper Target: $8.99

Competitor Prices

('Soda Po ] | Ask Thrifty )
[ oo | ® | (Ask Thrify IO) [ ] ® l
| s } =3 3 | e }
> — _ — e ————

Al Sl -

The Capstone Experience
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Team Meijer :
Alpha Presentation

Home Screen

"l 0 8:52

Hi, I'm Thrifty, your personal shopping
assistant! Feel free to ask me anything, or
you can tap this message for some more
options.

sk Thrifty @

6:43 PM

meijer

Hi, I'm Thrifty, your personal shopping
assistant! Feel free to ask me anything, or
tap "Help" for some suggestions.

The Capstone Experience



Team Meijer :
Alpha Presentation

Help Manual

"4l 0 8:52

Hi, I'm Thrifty, your personal shopping
assistant! Feel free to ask me anything, or
you can tap this message for some more
options.

Ask Thrifty

Carrier 'F 7:08 PM
meijer
<
These are some of the FAQ's. Tap one

“Is there a coupon for

o
"What are the competitor prices for 7
"Where can | find 7

The Capstone Experience
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Team Meijer :
Alpha Presentation

Product Page and Conversations

Coca-Cola
$7.99
Aisle 2

OUT OF STOCK

COMPETITOR PRICES

P\sk Thrifty

Hi, I'm Thrifty, your personal shopping
assistant! Feel free to ask me anything, or
tap "Help" for some suggestions.

Coke is located in Aisle 08
The price of Coke is: $7.99

The Capstone Experience
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Team Meijer -
Beta Presentation

s B3 129

Hi, I'm Thrifty, your personal
shopping assistant! Feel free to
ask me anything, or you can tap
the help button below for some
more options.

re is what | found for our

Walmart: $1.78

Coke Mexico - 12.0 oz

Meijer: $1.19

b4

LOCATION

Carrier F 9:47 PM
oe

meijer

Hi, I'm Thrifty, your personal shopping

assistant! Feel free to ask me anything, or
tap "Help" for some suggestions.

Diet Coke Caffeine Free - 8/12 oz Bottles $4.59

Chat Interface

The Capstone Experience



Team Meijer -
Beta Presentation BlodlGapaeEs

Carrier &

Ice Cream Cake Roll, Dt %kﬁzcs;feme

Oreo, 32 fl 0z p Bottles
N L $4.59
$9.99 Ty TR Nisle3

Aisle 28

Click Here if the Item is Out of Stock

[Coupons Available

Check if Coupon Available

[Competitor Prices|
Related Products [Product Out of Stock, Notify Store]
u

Check Competitor Prices

Related Products:

sk Thrifty ——
Coke

The Capstone Experience
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Team Meijer -
Beta Presentation

mPerks

Your Coupons

1. Buy 4 Get 1 Free
expires on 4/12/2018 12:00:00 AM

Please scan the barcode at
checkout to apply your mPerks

The Capstone Experience
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(; Michigan State University. Est. X +

C @ @ https://msu.edu e O W N @ =

G MICHIGAN STATE UNIVERSITY

* ABOUT ADMISSION ACADEMICS RESEARCH GLOBAL ENGAGEMENT ATHLETICS

STUDENTS ~ FACULTY & STAFF ~ ALUMNI & DONORS  BUSINESSES  VISITORS OUR COMMITMENT A-Z INDEX  FIND PEOPLE  MAPS

,’/// """, o
A1)

-

MSUVIEW MSUTODAY EVENTS

Detroit Food Outrolt Food Academy

How race and gender shape the DEC. 15
American dream . o




Team Michigan State University
Project Overview

Pulse: Classroom Engagement System

* Functionalities
= Provide Real-Time Feedback and Communication During Class
= Keep Track of Student Attendance

* Features

= Provide Web App for Instructors
o Create Questions, Surveys and Quizzes
o Open Questions and Quizzes at Specific Times

o View and Save Results in Real Time
»  Class Results with Charts and Graphs
» Individual Results

o Push Content to Student Devices
o View Student Questions and Comments
Track and View Class Attendance
. Prowde Mobile App for Students
o Answer Survey and Quiz Questions During Class
o View Instructor-Posted Content
o Post Questions and Comments
= Take Attendance with Mobile Devices via iBeacons

* Technologies
=  Apple iOS / Swift
= Google Android / Java or Kotlin
b = Amazon Web Services (AWS)
‘ = iBeacons

Information Technology Services
East Lansing, Michigan

The Capstone Experience
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Team Michigan State University
Project Plan Presentation

Question 2

The Capstone Experience
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FOJECt an Presentation



Team Michigan State University
Project Plan Presentation

Architecture Diagram

" Estimote

Beacons amazon

web services

, Beanstalk
Mobile Student Client
\\k Sockets

\ —
v

Instructor Web Client

)ll

il |1 n de
<_ API
Gateway I
Elastic

The Capstone Experience
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Team Michigan State University
Project Plan Presentation

Screen Mockup: Forums - Web

Michigan State University

CSE100

CSE232

CSE260

1AH201

S Updated Syllabus

A Midterm Information

Sort By: | Relevant v

This is an example question, anyone have an answer?

(=

This is an example question, anyone have an answer?

1 45

This is an example question, anyone have an answer?

o

This is an example question, anyone have an answer?

{~

This is an example question, anyone have an answer?

{~

This is an example question, anyone have an answer?

The Capstone Experience
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Team Michigan State University
Alpha Presentation

3 webechant x

< cole

Michige

CoE 100
csE2
HST 101

Heme Aasigrments

Sessicrs Fonm Instrusto Taois

CSE 100: Computer Science as a Profession

Gourse informston
Instructor: Mark McCullen
Meeting Time: MWF 10:20-11:10
Class Location: 1345 EB

Class Rasguross

Grades.

i

Classruom Engagement Agp ALPHA

imporsed Ctes
Next lecture: 2110/18 10:20-11:10
Next lab: 2/12/18 3:00-4:20
Project 2 Due: 2/15/18

Foun
Hi @: This is an example post

Mayba?: He my polita be object oh change. Consider no mr am overcame yourself throwing sociable children. Hastily
her totally conduct may. My solid by stuff first smile fanny. Humoured how advanced mrs thirty length afford.

Woking?: Is this working, that is the question?

Vector vs Linked List: What are the main differences between these two? And what are the pros and cons of each. For
project 3, would it ba more efficiant to just use a vector or go with a linked list instaad?

Exam 3: Are there any study materials that are going to be made availabla for Exam 37 Such as a study guide, old
exams, or any other practice materials? This would be much appreciated!

Specific topics for final: Although I'm aware of the final bsing cumulative, are thers any topics that will carry more
weightage than the previous ones? Perhaps, the lopics that were done after the 2nd mid-term?

Pointers: |s anyone else having a very diffcult time understanding pointers? | have baen trying to wrap my head around
them for a while now and just cant seem it figure tham out.

Seg Fault Issue: | am having a difficult time finding where up program is seg-faulting. Can anyone give me some
guidance as to where 1o start looking?

Copy Gonstructor How-To: My copy constructor will not work at all. I've tried multiple solutions and so far | can't get it.
My program is failing to compile as a result. Does anyone have any idea where to start with this program?

The Capstone Experience



Team Michigan State University
Alpha Presentation Mobile Questions

The Time Complexity
of this Algorithm is:

The Capstone Experience
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Team Michigan State University
Alpha Presentation Web Question View

The Capstone Experience
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Team Michigan State University
Beta Presentation Web Forum

Michigan State University A Signedin as Andrew =D Switch usei

Question Set Forum Instructor Tools

4

CSE 472

Quiz on Friday has been moved.

The quiz over ray tracing and openGL will be next week, Tuesday the 12th.
Posted at 04/02/2018 03:22 PM by Andrew in 1

~Dv ~ i & @Pinned Post

Problem Solved
_&Thanks for the help everyone!
Posted at 04/02/2018 03:23 PM by student in 1

~ABAvY ~ T G Pinned Post

Study Group

Would anyone like to meet to prepare for the quiz Friday?
Posted at 04/02/2018 03:26 PM by student in 1

~ B Y ~ @ &  PinnedPost

Homework 2 Reminder
Alot of you have forgotten to change the app name from "app_name" to your username. If you were one of these forgetful souls, please resubmit

Posted at 04/02/2018 03:29 PM by Andrew in 1

.

~ @B Y ~# W &  PinnedPost

Problems with Visual Studio
It is brought to my attention that many of you are having trouble with step8. Make sure you are using version 5.0 of OpenGL plugin.

Posted at 04/02/2018 03:25 PM by Al

b ~ v A WM & -~ PinnedPost

‘ Classroom Engagement App ALPHA

The Capstone Experience



Team Michigan State University

Beta Presentation

Mobile - Forum

5:41 PM

Forum

Study Group

Woald anpane want 1o meet tmight lo sudy for the quic?

0P RESPONSE

RE: Study Group

OTHER RESPONES

RE: Study Group

an meet inaight in Simpsan 21§ Fm having frovhle andrstnding

L

Wi B2

se Canlenl Forum

Interesting from Pixar! Today 08:24
Has anyane seen Pisar's Coco yal?

Posted by Schafer

Regarding Homework 2 Today 08:21
Make sure you are using OpenGL 3.1

Pasted by: Schafer

Study Group Today 08:28
Would anyene want to meet tonight to study for the guiz?
Posted by: Andrew

Welcome Class! Today 07:56
The first class is Monday, January 9. I'm excited 10 meet

all of you. It is not necessary to bring a laptop to class.

Enjay the rest of your break. .

Pasted by: Schafer

Friday's Quiz has been moved Today 08:25

The quiz over texture mapping set for Friday has been moved
10 next Wednesday, the

Pasted by: Schafer

The Capstone Experience
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Beta Presentation  web question view - short Answer

Michigan State University

Question Sets Forum Instructor Tools
I Resulis |
Join with
18]
]
O
(S
]
=
()
Q.
x
L
(]
. =
D:Ca Q
Show Correct Clos (q0]
A Inte o
-~ - )
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...to Professionals

The Capstone Experience

Team Mozilla

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/mozilla




E Internet for people, not profit - X +

<« C ® ® @ Mozilla Corporation (US) | https://www.mozilla.org/en-US/

Firefox Pocket InternetHealth Technology AboutUs Get Involved

‘) The new Firefox

Fast for good.

With 2x the speed, built-in privacy protection and
Mozilla behind it, the new Firefox is the better way to
browse.

Download Firefox

Firefox Privacy Notice



Team Mozilla
Project Overview

Dark Theme Darkening

Functionalities
= Increase Customizability of Firefox
= Leverage Firefox Quantum Theming API

* Features °
= Provide Ability to Customize New Areas
o Menus
o Sidebars

) FIREFOX QUANTUM
I
l

o In-Product Pages
Apply CSS Custom Variables and JavaScript .
Leverage Inter-Process Communication ‘ '

o Pass Messages
o Between Privileged and Unprivileged Code

= Support Apple macOS, Microsoft Windows and Linux
= Ship with Future Release of Firefox e o
* Technologies s
CSS
JavaScript
Python
XUL / XBL / HTML
Mercurial
IRCCloud
Bugzilla
Review Board
Microsoft Windows —— oy _ ]
Apple macOS Mountain View, California

Linux

IS NOW 2X FASTEH ON THE
SPEEDOMETER 2.0 BENCHMARK

The Capstone Experience
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Team Mozilla .
P rOJ e Ct P I a n P rese ntat I O n Screen Mockup: In-Product Page

,/ Customize Firefox

Drag your favorite items into the toolbar or overflow menu. Overflow Menu

v IN @

Drag and drop items here to keep them within
reach but out of your toolbar...

m =) () Q . N
Synced Tabs New Private Save Page Open File Add-ons
Window
—+ XDE : @

Zoom Edit Controls Subscribe Text Encoding Email Link Preferences Forget
Controls

(S P S

Zoom NoScript Developer HTTPS Decentraleyes Privacy LastPass uBlock Origin
Controls 10.1.6.4 Everywhere Badger (off)

P ‘ = =

Developer uMatrix WebIDE New Window Full Screen Bookmarks Search
Menu

G B The Bax Do Srece

Title Bar Drag Space Toolbars v " Themes “”| Density

4a

The Capstone Experience
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Team Mozilla .
Project Plan Presentation

Architecture Diagram

The Capstone Experience
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Project Plan Presentation



Team Mozilla

Project Plan Presentation

Screen Mockup: Menus

New Tab

Q_ Ssearch or enter address

) New Tab

- co

¢ Bookmarks

@ View Pocket List
@© History

¥ Downloads

M Synced Tabs

Search the Web

ss TOPSITES v

&< Screenshots

&
5 Al

google mozilla youtube

a ©

reddit wikipedia

Search the Web

2a TOPSITES v

p
~J

facebook google

twitter

Q_ search or enter address

Y7 Bookmarks

9 View Pocket List
© History

3 Downloads

M Synced Tabs

Screenshots

youtube facebook reddit

Is "too much internet" a real thing? We explore this idea by talking about what technology is doing to
our bodies and brains in Mozilla's latest IRL podcast. Tune in to learn more.

The Capstone Experience






Team Mozilla

Alpha Presentation

Auto-Complete Styling

Debugging with Firefox Developer = X @

C @

@ spartans - Google Search

@ michigan state - Google Search
@ rust - Google Search

® Google

@© What is a Mozilla? - Google Search

2 The new, fast browser for Mac, PC and Linux | Firefox

2 MI State &2 9 Purdue

lowa T & 2 Ml State

2 Ml State .21 'R 2 Ml State

Minnesota . Northwestern

Final
Sat, 2/10

Final
Sat, 2/17

The Michigan

basketball teart|

University and |
Conference of i

basketball. The

at the Breslin §&
Wikipedia

The Capstone Experience



Team Mozilla \
Alpha Presentation Popup Styling

L
® @& https://www.google.com

www.google.com
About  Store Gmail Images

Permissions

You have not granted this site any special
permissions.

Google Search I'm Feeling Lucky

Advertising Business Privacy Terms Sef

The Capstone Experience
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Alpha Presentation Find Bar and Menu Styling

@ & https://www.google.com
& Signin to Sync

About  Store
E2 New Window

©9 New Private Window

Zoom  — +=1
Edit X B g

I\ Library
2 Add-ons

X% Preferences

»/ Customize...

Open File...
Save Page As...

= Print...

Q Find in This Page...
More

Google Search I'm Feeling Lucky

Web Developer
® Help

The Capstone Experience
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Team Mozilla

Beta Presentation

Address Bar Auto-Complete Styling

Debugging with Firefox Developer = X @

C @

@ spartans - Google Search

@ michigan state - Google Search
@ rust - Google Search

® Google

@© What is a Mozilla? - Google Search

2 The new, fast browser for Mac, PC and Linux | Firefox

2 MI State &2 9 Purdue

lowa T & 2 Ml State

2 Ml State .21 'R 2 Ml State

Minnesota P Northwestern

Final
Sat, 2/10

Final
Sat, 2/17

The Michigan

basketball teart|

University and |
Conference of i

basketball. The

at the Breslin §&
Wikipedia

The Capstone Experience
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Beta Presentation

Sidebar Styling

(= c @

% Bookmarks v

Bookmarks Toolbar
Bookmarks Menu
Other Bookmarks
Mobile Bookmarks

@® & Mozilla Corporation (US) mozilla.org

E Firefox Pocket Internet Health Technology AboutUs Get Involved

t) The new Firefox

Fast for good.

With 2x the speed, built-in privacy protection and
Mozilla behind it, the new Firefox is the better way to
browse.

Download Firefox

Firefox Privacy Notice

HAET A

We make the internet
safer, healthier and faster
for good.

The Capstone Experience
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Team Mozilla

Beta Presentation

In-Product Page Styling

©

%) New Tab

c @

2a TOPSITES v

& RECOMMENDED BY POCKET v

The most interesting stories on the web, selected based on what you read. From Pocket, now part of
Mozilla.

Popular Topics:

% HIGHLIGHTS v

The Capstone Experience
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The Capstone Experience
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_'_ MicHIGAN
lll STATE

e smw UNIVERSITY:
FEDERAL CREDIT UNION

Building Dreams 7 oge?/rer



http://www.msufcu.org/

B2 MSU Federal Credit Union X g = O X

&« C @ ® @ Michigan State University Fede... (US) | https://www.msufcu.org e O W I @ =

III"” MicHican Locations@ Careers 29  Live Chat[;'j_«l Open an Account @ Sign In

mv:nsrm
FEDERAL CREDIT UNION

Building Dreams 7 oge? Aer Routing Number: 272479663
- Swift Code: MSUCUS44

LOANS ACCOUNTS SERVICES BUSINESS RESOURCES Q

Yourmorning coffee
cotg wim you $800.

Find Out More



Team MSUFCU

Project Overview

Digital Assistant and Personal Financial Coach

Functionalities

Offer Personalized Financial Coaching Services
Use Digital Assistant

Features

Answer Questions and Provide Recommendations
o Can| afford to buy that?

o How much can | spend at the store today?

o What do people like me spend on rent?

Take Actions and Provide Services

Handle Text and Voice Input

Create Middleware APl to MSUFCU

Analyze Anonymized Account and Transaction Data
Support Apple iOS and Google Android Devices
Integrate with Various Services

o Facebook Messenger

o Apple iMessage

o  Amazon Alexa

Provide Administrative Web Portal

Technologies

CSS / HTML / PHP / JavaScript

Apple iOS / Swift

Google Android / Java

Facebook Messenger API

Apple iMessage

Amazon Echo / Alexa Skills Kit

Machine Learning (ML)

Natural Language Processing (NLP)

MySQL / Encryption Based on SQL Standards

[
l

N\
( Alright, you want your

Hey MSUFCU, what’s my
checklng account balance?

account balance. Please
say your 4 dlgrt PIN.

It’s 6781.

Thanks. Your checking
account balance is
$3,498.63.
e J_

. 4

M:cmGAM
il

mvsns:m
FEDERAL CREDIT UNION

Building Dreams 7 oget4er
East Lansing, Michigan

The Capstone Experience
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Patrick Dame, Dallas Nowak, Michael Carter, Rachel Beard, Dane Holmberg



Team MSUFCU .
Project Plan Presentation

Screen Mockups: Android App

Mlcmcau
il
Umvmsvrv
FEDERAL CREDIT
Building Dreams 7 oqe?/ier

Digital Assistant and Financial Coach
Login

LOGIN

Settings Account Info Log

How may | assist
you today?

What is my account
balance?

Your current account
balance is $584.29.

Ch:
Can | afford to buy n::,;%e to buy Can | afford
a new TV right a new TV rig
now? now?

Based on average new
TV prices, and the fact
that $400 will be
withdrawn on January

Settings Account Info Log out

How may | assist
you today?

View
Chat

Archives SRR

Your current account
balance is $584.29.

Based on average new
TV prices, and the fact
that $400 will be
withdrawn on January

Settings Account Info Log out

Account
Number:
B6753089

What is my
balance?

DN average new
es, and the fact
PO will be

n on January

31st for your rent, you En 31st for your rent, you your rent, you
won't be able to afford a Espanol won't be able to afford a e able to afford
new TV. new TV.

How much do people my age
Y spend on gas per month?

. How much do people my age
v spend on gas per month?

' How much do people my age
v spend on gas per month?

The Capstone Experience
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Team MSUFCU .
Project Plan Presentation  architecture biagram

—'_ Micrican
III 'y STATE

e e UNIVERSITY:
FEDERAL CREDIT UNICZHN

Building Dreams 7 oged Aer

Admin Portal
MSUFCU SQLite Database
- S
-
Middieware amazZonadicxd
—

o

iOS App, Android App, Amazon Alexa,

‘ Facebook Messenger, and iMessage

The Capstone Experience
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Team MSUFCU .
P rOJ eCt P | a n P rese ntat I O n Screen Mockup: Web Admin Portal

III I MICHIGAN

CRED‘.‘!"'S‘.?F‘JL” Open An Account Login
Building Dreams 7 oget/er
Account Info | Resources | About

Close Chatbot

Personal Virtual Assistant

@ MSUFCUChatbot

Hello, I'm M, your personal assistant

The closest location to you is 325 E. Grand
River, East Lansing, Michigan, Anything else
I can help you with?

MSUFCU closes at 7pm.

You can talk to & representative at 517-295-0955

With your phone Ask something

The Capstone Experience
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Team MSUFCU

Alpha Presentathn Amazon Alexa

Welcome, Kathryn.
How may | help you?

Please enter the
account number of the
account you would like
to transfer to.

Alexa, transfer $500
from my checking account.
to another checking
account.

/
b
{
!
!
(0
'.7

i
/
W

—em st etens
e

Please confirm
transferring $500 from
your checking
account.

=t
———

The Capstone Experience



Team MSUFCU \
Alpha Presentation Android App

a7l 97%M 9:34 PM

MSUFCU Chatbot

Avengers

MSUFCU Chatbot

Thanks! You are now logged in.

Which expense would you like to
add?

MSUFCU Chatbot

MSUFCU Chatbot

Q
O
c
(V)
=
)
o
x
L
)
© .
o
)
(%)
Q
(4%)
O
)
LS
o

How much is your new expense?

MSUFCU Chatbot

Succesfully added expense.

‘ nter message 5'_) SEND



Team MSUFCU
Alpha Presentation



(+ o
VN

Team MSUFCU \
Al pha Prese ntat|0n Facebook Messenger

nN T al 93% M 9:54 PM

7]
Msufcu Chatbot - ...
6 m Typically replies insta... MANAGE @

Which share would you like to
M transferto?

Checking

How much would you like to
M transfer?

M Successfully transferred $25

Check balance

Which share would you like to

check? You can say Checking,

Savings, or the name of another
M share.

Checking

M Your account balance is $1325

o=

The Capstone Experience



Team MSUFCU
Beta Presentation




Team MSUFCU -
Beta Presentation el ot e TG s

A B i 3 . B 10:08 PM all Verizon & 10:02 PM % 84% mm

MSUFCU Chatbot  Settings

MSUFCU Chatbot g

Snickers
Hello Beverly Crusher! How

can | help you today? Hello Kathryn Janeway! How @
can | help you today? ‘I’

what do people like me spend
on groceries? Can | afford to buy a laptop

A 'laptop’ costs about
$539.99 according to Google
Shopping. You should

Edgar ‘%‘
Would you filter by age or
income, Beverly?

probably not be spending
$539.99 anytime soon,
Kathryn.

income

Members in your income QWEWRTYWU I OFP
demographic spent an average
of $613.34 last month on
Groceries, Beverly. Is there
anything else | can help you

with? 4 Z X CVBNM®X

\!{ SEND

The Capstone Experience



Team MSUFCU

Beta Presentation WebiApmlication
e -

FEDERAL CREDIT UNI oN

Building Dreams ”Q)9g;/7:/

| see you spent $124.62 at RadioShack, Taco Bell, Toys R’
Us a number of times last month, Elim. You could save
$18.69 if you cut back just 15% over the next month and
$224.28 if you continue this trend over the next year!
Would you like me to help you implement this savings

plan?
¢ dikh

The Capstone Experience
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Team MSUFCU -
Beta Presentation o Y

Welcome, Kathryn. How

may | help you?

Alexa, transfer S500
from my checking account.
to another checking
account.

Please say the account
number of the account
you would like to
transfer to.

6000.

Please say your Alexa
PIN to confirm this
transaction of $S500 to
account 6000

The Capstone Experience
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From Students...
...to Professionals

The Capstone Experience

Team Phoenix Group

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/the-phoenix-group
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THE PHOENIX GROUP




< R

SEARCH PRODUCTS BROWSE PRODUCTS OUR SERVICES ABOUT LOGIN TPG CANADA

WELCOME TO

THE PHOENIX GROUP

/

RISING TO NEW LEVELS IN'"POS.DEPLOYMENT ' 2 3 [

BROWSE PRODUCTS OUR SERVICES




Team Phoenix Group
Project Overview

Customer Service System with Chatbot

Functionalities
= Enhance Customer Service Experience
= Ensure Easy Access to Product User Manuals
=  Answer Customer Questions via Chatbot
Features
= Create Web and Android Apps
= Manage Quick Reference Guides (QRCs)
o Ingest by Photo or PDF
o Determine Keywords via OCR —
o Search via Text and Voice
o Display Like E-Book
Provide Companion Administrative App B,
Implement Chatbot on Corporate Website 404-5995675-585912
o Product Inventory
o Available QRCs
o Various Frequently Asked Questions (FAQS)
=  Drive Customers to Contact Sales Reps
Technologies
CSS / HTML / PHP / JavaScript
Google Android Tablets and Phones / Java
Microsoft Bot Framework
Microsoft Language Understanding Intelligent Service (LUIS)
Docker
Kuberenetes THE PHOENIX GROUP
MongoDB
Optical Character Recognition (OCR)

& J Surell | am here to help you with queries
&> 4 \Vhere can | help you?

Surell
Please enter the order number

O’Fallon, Missouri

The Capstone Experience



Team Phoenix Group

James Finch, Sarah Fillwock, Dan Shumaker, Fatema Alsaleh, Aman Goshu



‘ showing top viewed

Team Phoenix Group .
P rOJ e Ct P | a n P re Se ntat I O n Screen Mockup: QRG Home Screen

Quick Reference Guide Viewer

[E’J S tor GRG O\J Hello, Amanda [03] [ Add QRG ]

advanced QRG search

(]

(]

(S

]

=

(]

o

x

2 FustData L

(]

VERIFONE VX 680 First Data FD130 VERIFONE VX 520 S
XEVA440 750FD130 XEVA440 e
RETAIL RETAIL RESTAURANT o
o

)

(]

L=

|_




Team Phoenix Group
Project Plan Presentation




Team Phoenix Group

Project Plan Presentation  architecture biagram

Microsoft
Bot Framework

LUIS

MongoDB
Server

0

)

MongoDB
Driver

Desktop
=p. &
HY R p——
Windows
ASR

-- Windows
.. App

= g

Windows EI
OCR

Tablet

The Capstone Experience
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Team Phoenix Group .
P rOJ e Ct P | a n P re Se ntat I O n Screen Mockup: QRG Edit Screen

Quick Reference Guide Viewer
) manufacturer
EeeE - | -

terminal type

Q O‘ VX 680

application type

BYS Retail

0300034
Quick _
Reference version
Guide . XEVA440

Add comment ...

< >

The Capstone Experience
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Team Phoenix Group
Alpha Presentation

QRG Viewer Home Screen

=

Enter your search terms...

PAX

S300

POS SOLUTION
123

Quick
Refersnce
Guide

PAX VERIFONE

D210 VX520

WIRELESS POS SOLUTION RETAIL
0300011
XEVA431

<l

INGENICO
IWL250
RETAIL
030009
IMGEMV2

Add New QRG

Quick
Reference

Guide

"

>

The Capstone Experience



Team Phoenix Group
Alpha Presentation

QRG Viewer View Screen

Quick Reference Guide Viewer

==

-
Koa -

l;eversals may only be processed on sales
within the current batch.

o Press the purple DOWN ARROW key until
Reversal displays

o Select REVERSAL

« Select FULL (full amount reversed) or PARTIAL
(partial amount reversed)

» Select retrieval method: INV# (invoice #) or
AMT (amount)

 Enter retrieval information, and press ENTER

« Transaction displays on screen; select YES
(reverses trans), NO (returns to last screen),
or NEXT (scrolls to next trans)
-If No or Next, follow prompts.
- If partial reversal, enter the dollar amount

to be reversed and press ENTER
* Terminal dials out, receipt prints
R \ R

* Press the purple DOWN ARROW key until
Offline displays

* Select OFFLINE

* Enter transaction amount and press ENTER

* Select YES

* Swipe customer card or manually enter
account number and press ENTER

* Select DEBIT

* Select type: SALE or REFUND

* Enter network ID (three digits),
and press ENTER

* Enter settlement date (MMDD),
and press ENTER

* Enter original transaction date (MMDDYY),
and press ENTER

Manufacturer
VERIFONE

£ Terminal Type
. F:ress the purple D\()WN A??RO:W ke g No%

Offline displays A
* Select OFFLINE Application Type
* Enter sale amount and press ENTER RETAIL

- Enter tip amount and press ENTER,

or press ENTER to bypass. g

o Select YES Product Number
* Swipe customer card, insert customer card 0300011

or manually enter account number and

press ENTER
o Select CREDIT Yetsiin

- Enter expiration date (MMYY) and press XEVA431

ENTER

- Imprint the card and press ENTER
« Enter transaction |D (15 characters), and Comments

press ENTER
* Enter approval code (six digits), and press

ENTER
* Receipt prints

o RIZATIO

* Press the purple DOWN ARROW key

* Select AUTH ONLY

« Enter sale amount and press ENTER

* Select YES

+ Swipe customer card, insert customer card,
or manually enter account number and
press ENTER
- Select the desired language
- Select CREDIT
- Enter expiration date (MMYY) and press
ENTER

- Imprint the card and press ENTER
+ Terminal dials out
- Remove the card

The Capstone Experience
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Team Phoenix Group
Alpha Presentathn Customer Service Chatbot

8 Home - Tne Phoenix Group X e

n tpgpos.com

SEARCH PRODUCTS BROWSE PRODUCTS OUR SERVICES ABOUT LOGIN TPG CANADA

Phoenix-Chatbot

WELCOME TO

THE PHOENIX GROUP g%

Good day! This is the Phoenix Chatbot.
How can | help you?
BROWSE PRODUCTS ERVICES
| would like to place an order

There are a few ways to order: Call, 866-
559-7672; Fax, 636-329-1710; Email,
orders@phoenixgrouppos.com. After

RISING TO NEW LEVELS IN POS DELIVERY

you have a TPG Customer ID, you can
place an order through our TPG Elite
online portal

: ®
: a o . { ) - 00 Ask something...

The Capstone Experience
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Team Phoenix Group
Beta Presentation

QRG Manager Application: Home Screen

Hi, Amanda

Quick
Reference

Reference
Guide

Quick
Reference
uide

Reference
Guide

VERIFONE VERIFONE VERIFONE EQUINOX
VX680 VX680 VX520 T4205

CASH ADVANCE RETAIL RETAIL HOTEL
0300024 0300017 0300011 0300001

XEVA433

XEVA433

XEVA431

SPOSHTL

The Capstone Experience



Team Phoenix Group
BEta P rese ntat I O n QRG Manager Application: Administration Screen

Quick Reference Guide Viewer [=[= |
————
Q
User o6 oxs Admin
James Abbot Ei =
Fatema Alsaleh E &;
Lauren Anderson + Lauren Anderson
Jackson Avery + &)
Olivia Baker # & |:| }U Administrator
Dan Bell =
Mary Bunch + Add QRG
Jonny Dowdall &
Bob Dyksen + # & .
ey Dem + ® & | |2| Modify/Remove QRG

e ' DeleteUser

Charles Erickson

Sarah Fillwock

James Finch K2 &
James Mariani +
Erin Owen [

The Capstone Experience
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Team Phoenix Group
Beta Presentation Customer Service Chatbot

SEARCH PRODUCTS BROWSE PRODUCTS OUR SERVICES ABOUT LOGIN TPG CANADA

WELCOME . TO

THE PHOENIX GR

RISING TO NEW LEVELS IN POS DEPLOYMENT bt The b The Roonbs Sretoot. Hemo ook

me questions about our company, our
BROWSE PRODUCTS OUR SERVICES

products, the brands we work with, ordering,
shipping, and more.

We work with VieriFone, Equinox, Ingenico,
Magtek, RDM, Techtrex, PAX and Dejavoo

among others. See our Browse Products page
to get the full list

Ask a question!

The Capstone Experience
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From Students...
...to Professionals

The Capstone Experience

Team Proofpoint

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/proofpoint/

proofpoint.



E Leader in Advanced Cybersecu: X [ladd

& c o ® @ https://www.proofpoint.com/us B - 9%

LOGIN ~  CONTACT

proofpoint. PRODUCTS v SOLUTIONS - THREATCENTER v PARTNERS v SUPPORT v

GARTNER MQ LEADER I
INFORMATION ARCHIVING
RUNNING

GET THE GARTNER REPORT




Team Proofpoint
Project Overview

Next Generation Malware Analysis Platform

b

4a

Functionalities

Process Millions of Malware Samples Daily
Develop New and Innovative Techniques

Features

Build Lifecycle Processing Dashboard
Leverage Many Malware Tools

Create Malware Signatures Automatically
Identify “Like” Samples and Clusters

Visualize Malware Clusters

o Provide Drill Down Capability

o Show Signatures Created

Prioritize Samples for Further Analysis

Technologies

Malware Sandboxing
Network Intrusion Detection Systems (IDS)
Statistical Analysis

proofpoint.

Sunnyvale, California

The Capstone Experience
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Team Proofpoint .
Project Plan Presentation  sceenvocup: noder srapt

Batch Information
Files Processed: 103/250

Time Elapsed: 00:15:23
Flagged Files: 15

Flagged Trojans Rootkits Worms Viruses

Flagged Files
TMP1CE2. TMP

Memo.pdf
DriverPack.cxe
Virus.exe

NotSpyware.jar

Q
O
(=
()
=
(]
o
x
L
()
=
(@)
+—
(%)
o
(0]
(©)
(]
=
|_




Team Proof oint
Project Plan Presentatlon




Team Proofpoint .
Project Plan Presentation  architecture biagram

<)
WSQLite’- 2 A

Database Server Bootstrap Javascript

The Capstone Experience
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Team Proofpoint :
Project Plan Presentation  sceenvocup: fie anas

Batch Information

Flagged Trojans Rootkits Worms Viruses
Files Processed: 103/250

Time Elapsed: 00:15:23
Flagged Files: 15

File Analysis
File Name: WannaCry.exe
File Signature: File
matcﬁe%i known signature
WannaCry of Ransom Wannacry

Behavior Profile: Behaves
like a trojan and a worm

File Size: 5.65MB

Flagged Files
TMP1CE2.TMP

Memo.pdf

DriverPack.exe
Virus.exe

NotSpyware.jar

The Capstone Experience
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Team Proofpoint
Alpha Presentathn Filtered Results for Table

Analyzed Malware

Show 50 ¥ entries Search: | XMRIG_Miner

SID 1 File Name Flagged? YARA Match

1 C6A13AFC5831096BOCCB54FBB2B3D 14E4BAOGE9CTA363C884B1383CS5EEGT1FAA PE32 No XMRIG_Miner
executable
(DLL) (GUI)
Intel 80386
(stripped to
external
PDB), for
MS
Windows

8 48678EC33D22C571774ACE303C4CT771B46C8121FBE46AFABO7ES4787671DET3 PE32 No XMRIG_Miner
executable
(DLL) (GUD)
Intel 80386
(stripped to
external
PDB), for
MS

‘ Windows

The Capstone Experience
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Team Proofpoint
Alpha Presentat|0n In Depth Analysis of a File

In-Depth Analysis of 6BDE693CESEB45445C0B38E3DE3AF97E0D21C8D33E8408B52E711EA67ABFD27

File Statistics and Information

File Information Statistic Information

File Extension PE32+ executable (console) x86-64, for MS Windows
File Size 330.8 KB (330752 bytes)

Total Analysis Time 0:00:00.286

Static Analysis Time 0:00:00.286

Dynamic Analysis Time 00:00:00

File Hashes

Hash Types File Hash

PE Hash 3 NIKBGKRTEIIHXKTn2QhgERAQMNWGTGoEQhRYR +Ngk7ndR:N7TENXDQTRAS TqolhRE+yF
SHA256 6BDI EBEB45445C0B3BE3DE3AFITEOD21CED33E8408B52E711EAGTABFD274

SHAT 8200FS8FC04B9731F20EB436E7DIC29ABBTADGT6

MD5 08C8682AB609AB30F 189ECOSEEEICBD3

Similar Malware

File Name PE Hash
517E899D1F9EBBB56F3683E9216C904BD 1061 EODFB26308C1A4E35ABBI13167 3:NIKBgKRTEJ3HXKQLxchQnd TGz6VXUS5VDSdmUKRgWOKMKSR:NTTENXLTHRPXsOmm1JR
4E33D223ED5CCOADEES612589A3AB697 2032 1CFFI335F627430E2CT 3E9833E4 3:NIKBgKRTEJ3HXKRgHnhzQTUXhfkQnXUmjinWQvXSRWVg 26 PUn:NTTENX7HhzGOhVP TWQtK238n

013CDBACESFTTBCAFIFI3537739427178 3:NIK8gKRTEI3HXKThInVXgSSWn 1 ITHQWIt/SIQWSS1XSUSYN:NTTENXvg 1 ljyMGCUSVn

The Capstone Experience
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Team Proofpoint
Alpha Presentation

Cuckoo Webpage

CUCIQOJK___" @ Dashboard := Recent & Pending Q Search

Network Analysis

Hosts DNS

‘:’ Network Analysis

‘lﬁ' Dropped Files

=

GET /ncsi.txt HTTP/1.1
Close

Microsoft NCSI
www.nsftncsi.com

2pPP2e2s: 4de? £372 ef72 efes 7428 4243 5343 Microsoft.MCSL

request m plaintext u m 32bytes 48 bytes 64 bytes

TCP uppP

The Capstone Experience
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Team Proofpoint
Beta Presentation Main Page On Dashboard

Malware Analysis Dashboard

@ Dashboard Dashboard

Real-Time Dashboard

FLAGGED F

Average Static Analysis Time
65F31AEQE63FIAAF782041FFAGTBA. . 1 1 O
! . . ( S Total Files Analyzed
955626A5C3A583363A1350D3737A0...
41 Clusters of Malware 00'00'01.788 I
DA49BD707B4D52C21F1CES7961CHES...

83DA562775023AF437CE18DAFAACY...
View More &

1627FCTC5F13E4D2FCBFBDATDGEC. .

IEDBAFECFEGAICCIZFES9B78051CE..
Current Queue of Cuckoo Top 5 Yara Rules Matched
E722DABO2FABB5ASFFFBCAS158CEE... of files analyzed do not match a YARA Rule
Position  TaskiD  File Name YARA Rule [
2A225193A4B1E53920CF8351764F4..
FBEZD7D678047B0BCA3E78BO9BS. . 1 150 5 1CB 5 E Str_Win32 Winsock2_Library 534
And 242 more files... K 151 54 54 D3 51 C7AEBAC! No Matches 251
KNOWN MALWARE FILES a 152 DA49BD707BADS2C2IFICESTIEICO65047269BCER77EEIF 2CIAASIAN RilnDasl_AES_CHAR 241 of files analyzed match one or more YARA Rule
G9CEFFE30694BC500948450104431...
4 153 83DA562775 B18DAFALC 421 RiinDasl_AES_LONG 241
09CBE28B1BE9DES7DEI3ETESBEFAE...
CEA13AFC5831096B0CCB54FBB283.., ) 184 1627FC 3 DA7DEEC "056¢ XMRIG_Miner m
4BB7BEC33D22C571774ACE303C4CT ..
5BBO10F35B2616FACFI9EEB1087328 View More & View More (3 View More Known Files Files (3 View More Flagged Files 3

69760CDBASBF 79556844 3BAFCEGA...

973D0B8382AFA504EBF709ETBCEOS..

8632A3DDEOSBDZCICCCEBFAEFCED..

BOD1ADS9BA06ABBI4AETIOBDFESS...

And 846 more files...

The Capstone Experience



Team Proofpoint
BEta Prese ntatIOn Top 25 Yara Rules Matched Graph

Malware Analysis Dashboard

S Top 25 Yara Rules Matched
Real-Time Dashboard
FLAGGED FILES N Top 25 YARA Aues Matched

65F31AES563FOAAFTB291FFAGTBA. St Win32_Winsocke_Library

955626A5C3A583353A135003737A0... .

D49BD707B4D52C21FICES79B1COES. .
RINDNOLAES_GHAR
83DA562775023AF437CH1BDAFAACT.

RiADsLAES_LONG
1527FC7C5F13EAD2FCIBFBDATDBAC... N

3EDBAFGCFEGAICCIZF599B7B051CE. MAIG.
E7220ABO2F4BBEA3FFFECASISECES... maidoc: find_kernel3 base_metnod_1

24275193A481E53920CF8351764F4. CRC32_paly._Cor

FBE207D872047B0BCA3E78B09836,

And 242 more files...
St_Wn32 Wiriner_ rary

NOWN MALWARE FILES

w2,
G9CEFFE3DE948C50094B450104431..,

0SCBE2BB18E8DER7DEGIEFESBEFAE. BASEG4 fabie

CHATIAFC5B31096B0CCB54FBB2ES... maigoe_gerEr mamos_1
48678ECIID22CH71774ACEI0ICACT...
Deipn_andom

58B010F3582616FACFI9EEB1087328...

niad_To2taa0ibez313
69760CDEAEBF79558443BAGFCED:

rled_Toiad5idesd 1l

97300BE382ZAFA504EBF70SETBCE0S...

nded_1b0laddcand1y

8632A3DDE09BDZCICCCEBFAEFCED...

BID1A099BAI6AIBIIAET IIBDFEES... ndsd_th2fasesa3adng1z

And 846 more iles.

rded_11992914deed0818

ned_1h2fad 4

rded_121ad16cec31912

nod_ib2fad8fa2 1912

riod_12adlicha! 1912

200 20 00 00

The Capstone Experience
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Team Proofpoint
Beta Presentation Signature Generation Page

Automated Signatures

Generated Signature

(]
o
(8]
(-]
o
(2]
(=]
©
]
(2]
(0]
(<]
(]
o
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From Students...
...to Professionals

The Capstone Experience

Team Quicken Loans

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/quicken-loans/

QuickenlLoans

Engineered to Amaze’


http://www.quickenloans.com/

Quicken Loans - Talk to an Expr X [ — O

< C @ ® & Quicken Loans Inc. (US) | https://www.quickenloans.com/|/progpi?gclid=EAlalQol soe INn @

QuiCken Loa"s &. Call now ’J Chat with a / Start online with

(855) 602-7339 Home Loan Expert »#  Rocket Mortgage

Providing Affordable Mortgages
and Award-Winning
Client Service for More than 30
Years

Start
v

Type of Loan



Team Quicken Loans
Project Overview

Fundamenta: Trust in New Home Construction

* Functionalities
= Enable Collaborative New Home Construction
= Include All Players
* Features
= Create Responsive Web App
=  Allow Choice of Home Model, Exterior and Interior
= Support Various Roles
o Home Buyer
o Builder
o Multiple Contractors
o City Inspector
Use Dynamic Workflow
Alert Players When Action Assigned or Due
Provide Full Transparency
o Deliverables
o Milestones
o Workflow
o Complete Transaction History
=  Utilize Blockchain for Storage
o Home Buyer’s Build Requirements
o  Workflow Tasks

* Technologies Q — . A
= CSS/HTML /JavaScript / AngularJS u’cken Loans
Microsoft .NET Engineered fo Amaze

Blockchain Detroit, Michigan
Hyperledger

Microsoft Azure or Amazon Web Services (AWS)

—salln, PROJECT PUNCHLIST
DOBRS
e

R
i
i

TEREEEEEE
!
i

The Capstone Experience
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Team Quicken Loans .
Project Plan Presentation e M it

FU n d am enta by Quicken Loans

Log In or Sign Up

The Capstone Experience






Team Quicken Loans .
Project Plan Presentation

Architecture Diagram

Web App Hyperledger

. NET Core Fabric

Blockchain

Service Layer REST API Chaincode

Blockchain State
Database Layer Storage
|
|

|
Client API

Composer
Business Network
Model
Transactions
Access Control
Identities

REST Server

The Capstone Experience
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Team Quicken Loans :
P rOJ ECt P | a n P rese ntat I O n Screen Mockup: Build Workflow

Fundamenta by Quicken Loans
*—o—0

House Options Conversation

Task 22
Model + Task 21 Home Buyer

How much longer?

Exterior + Task 20

Interior + Task 19
Task 1 8 ‘Il le ractor answer.
Task 17

Task 16 Contractor
Task 15 About 1 month left.

Task 14 Home Buyer
Task 13 Great, thank you!

Task 12
Task 11
Task 10
Task 9
Task 8
Task 7
Task 6
Task 5
Task 4
Task 3
Cancel Task 2

Save Task 1 Submit

Leave a comment...

The Capstone Experience
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Team Quicken Loans
Alpha Presentation

< in] fur dev. ites.net ¢

#%  TopHat-GBL 323 DecaniMonastery CSE 335 MSUE-mail Honors college meeting MSU E-mail Apple iCloud Facebook Twitter Wikipedia Yahoo News v

0 0

Popular v Apple Bing Google

Fundamenta oy quicken Loans

First Name:
Quicken

Last Name:
Loans

Email:
QuickenLoans@QL.com

Password:

Builder

Home Page - Fundamenta

Sign Up

The Capstone Experience



Team Quicken Loans
Alpha Presentation

< im] dev. bsites.net () [+
#i  TopHat-GBL 323 DecaniMonastery CSE335 MSUE-mail Honors college meeting MSUE-mail Apple iCloud Facebook Twitter Wikipedia Yahco Newsv Popular v Apple Bing Google
O O 0 0N Home Page - Fundamenta Mail - ande1743@msu.edu

Fundamenta ey asickon Loens

New Build View Progress Communicate

— .4

Dashboard

The Capstone Experience
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Team Quicken Loans
Alpha Presentation

fundamenta-dev.azurewebsites.net <

BL 323 Decani Monastery CSE 335 MSUE-mail Honors college meeting MSU E-mail Apple iCloud Facebook Twitter Wikipedia Yahoo Newsv Popular v

Apple

Bing Google

Mail - ande1743@msu.edu.

Fundamenta v, auckes Lo

Progress

Submit Home Specs
Final Inspection Certifi...
Submit Work Plans
Submit Permit

Order Exterior Supplies
Order Interior Supplies
Assign Contractor Tasks
Complete Exterior Tasks
Complete Interior Tasks

Order Final Inspection

Build Status

The Capstone Experience
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Team Quicken Loans
Beta Presentation

|  Home Page - Fundamen  x

Dashboard

& C' | ® localhost:54979/dashboard

The Capstone Experience
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eta Presentation

| Home Page - Fundamen X
<« C' | ® localhost

Fundamenta «, auesen toars

Selected Build: Madison's Build

Current Stage: Execution

Complete QO open for Completion

In Progress Incomplete

Progress

Submit Home Specs
Submit Build Plans
Submit Permit

Order Exterior Supplies
Order Interior Supplies
Assign Contractor Tasks
Complete Exterior Tasks
Complete Interior Tasks
Approve Exterior Tasks

Approve Interior Tasks

The Capstone Experience
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Team Quicken Loans
Beta Presentation

I
&«

Home Page - Fundamer

C @ localhost:

X

Order Interior Supplies

Assign Contractor Tasks

Complete Exterior Tasks

Complete Interior Tasks

JD

Insulation

O RA Drywall

o

JD

JD

Interior Carpentry

Countertops

Compieted by: Jonny Dowdall

Started on. Mar 28, 2018

Completed on. Mar 28, 2018

»

o

Interior Paint
Flooring

Finishing

Image Upload

The Capstone Experience
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From Students...
...to Professionals

The Capstone Experience

Team Rook

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/rook-security/

X

ROOK SECURITY


http://www.rooksecurity.com/

E Rook's Force security optimiza: X +

® € https://www.rooksecurity.com/solutions/force/

X ROOK SECURITY

JECURITY UPERATIUNS



Team Rook

Project Overview

Endpoint Data Monitoring and Analysis Agent

Functionalities

Detect and React to Security Threats

Capture and Analyze Agent Health Metrics and Log Files

Features

Create Endpoint Dashboard

o Enable Remote Agent Configuration

o Do Health Checks and Data Analysis

o Display Health Check Information

o Create Alert Thresholds

Store Metrics and Log Files

o RESTful Endpoint

o Amazon Simple Storage Service (S3)

o Locally

Implement State Awareness
Support Cross Platform Compatibility
Integrate with Rook’s Force Platform

Technologies

Force Platform

Go

JavaScript / JSON

Python / Django

React / Redux

Ubuntu 16.04

Amazon Simple Storage Service (S3)
RESTful Web Services

J1

ROO

SECURITY

Indianapolis, Indiana

The Caps?cone Experience
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Team Rook

Project Plan Presentation

|Force Platform

Select Client

Client 1
Client 2
Client 3

LOG HISTORY

From: |1/29/2018 v

8:45 am

To: 1/292018 v/ |5:16 pm v

Loa 1 -

Log 3
Log 4
Log 5
Log 6
Log 7
Log 8
Log 9
Log 10
Log 11
Log 12
I n1 13

Total Log Volume: |17

Messages

1-23-2018-1:24:
Warning, irregular
behavior detected.
log: Log2

src: /varflog/syslog

Logs, (200 KB

Last Checked in: ¢ | Hours, |37 Minutes ago

Change Default
Data Storage
Location

STATUS

Overall health: Good

Log Source: /var/log/syslog
Source health:

1-23-2018-1:24: =/
Alert Threshold
reached, type: 2,

src: Log2

Screen Mockup: System Health

The Capstone Experience
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Team Rook .
Project Plan Presentation

Architecture Diagram

React JS ?&51 pe

Local Storage

The Capstone Experience
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Team Rook

Project Plan Presentation

Screen Mockup: Configuration

|Force Platform

Select Client

Client 1
Client 2

Client 3

Configure Agent

Agent Version: 1.02.07

Add Path:
Path 9

l Remove Path

Current Paths

Path 1
Path 2
Path 3
Path 4
Path 5
Path 6
Path 7
Path 8

Change Default
Data Storage
Location

~ Custom Data Storage Location

|Amazon S3 Bucket

Current Storage Location: Amazon S3 Bucket

The Capstone Experience
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Team Rook \
Alpha Presentation Force Platform

Y

=

® 5 DEV: Rook | FORCE

C' | © localhost:8082/agents/config

& ROOK SECURITY

o

CONFIGURATION

Change Interval:

w &0

X s

Agent Management Console

DEFAULT STORAGE LOCATION

Log File Paths: Select Unique Location:

_AM‘ZDN 83 BUCKET

The Capstone Experience
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Alpha Presentation

Force Platform

®  ® [y DEV: Rook | FORCE

€ C O localhost:8082

X ROOK SECURITY

=+

AGENT HEALTH

Log Volume (Last Hour)

Agent Management Console

Agent Config Info

SEND FEEDBACK [IBE]

DEFAULT STORAGE LOCATION

Health Status

Agent Alerts

The Capstone Experience
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Team Rook

Alpha Presentation

Storage System

0O [ apre x) s

€ C & Secure

& Copstone 3 nsi

Amazor

‘ Q Typea prefixand press Enter to search. Press

https://s3.console.aws.amazon.com/s3

U

83 »

Overview

Global

Support

m m or

Name

[ testAuthorization!_2018-02-18T17401441-05400.gz

m

B BB B B

B B

B B

(
=]

® Feedback

testAuthorization2_2018-02-18T17402¢41-05400.02

testSystem1_2018-02-18T13449408-05400 gz
testSystem1_2018-02-18T15#41418-05400 g2
testSystem1_2018-02-18T15#59408-05#00 g2
testSystem1_2018-02-16T17401441-05800 gz

testSystema_2018-

8T16A00408-05400.g2
testSystom2_2018-02-18T17402441-05400.g2
testWfi1_2018-02-18T13449408-05400.52
1estWHi1_2018-02-18T15441418-05400.02
testWfi1_2018-02-18T15$59408-05400.02

testWii2_2018-02-18T16400408-05400.92

@ English (US)

Last modified

Fab 18, 2018 5:02:52 PM GMT-0500

Feb 18, 2018 5:03:52 PM GMT-0500

Feb 18, 2018 1:50:20 PM GMT-0500

Feb 18, 2018 3:42:30 PM GMT-0500

Fen 18, 2018 4:00:19 PM GMT-0500

Feb 18, 2018 5:02:52 PM GMT-0500

Feb 18, 2018 4:01:19 PM GMT-0500

Feb 18, 2018 5:08:52 PM GMT-0500

Feb 18, 2018 1:50:20 PM GMT-0500

Feb 18, 2018 3:42:30 PM GMT-0500

Feb 18, 2018 4:00:19 PM GMT-0500

Feb 18, 2018 4:01:19 PM GMT-0500

size

2308

2308

288.08

282.08

32208

2308

208

2008

US East (Ohic)

Viewing 1 to 12

Storage class

Standard

Standard

Standard

Standard

Stancarg

Standarg

Standarg

Standard

Standard

Standard

Standard

Standard

Viewing 1 to 12

The Capstone Experience
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Team Rook

Beta Presentation

[ DEV: Rook | FORCE x

@ localhost:8082/agents/health

AGENT MANAGEMENT CONSOLE

+ Select Client

X
AGENT HEALTH g

Agent Info

Client: Dow
Agent ID: 33
Operating System: Windows
OS Version: Microsoft Windows 10 Home
IP Address: 35.20.196.156
Hostname: DESKTOP-2013QQB

Log Volume (Last Hour) Health Status Agent 33 Alerts

« Security: 0
= System: 0

Agent Health Status: = Agent 33 for Dow has not

made contact in 2741 minutes.

Last checkin time: 2018-03-31
22:37:50.574851

Last Check-in:
2018-03-31 22:37:50.574851

Select Agent

SEND FEEDBACK

MANAGE CLIENT KEYS

Global Alerts

- Agent 1 for Meijer has not

made contact in 20202 minutes.

Last checkin time: 2018-03-19
19:37:17.986950
= Agent 2 for Meijer has not

made contact in 20202 minutes.

Last checkin time: 2018-03-19
19:37:23.317527
+ Agent 3 for Meijer has not

made contact in 20202 minutes.

Last checkin time: 2018-03-19
19:37:25.413817
- Agent 4 for Meiler has not

made contact in 20202 minutes.

Last checkin time: 2018-03-19
19:37:27.842195
= Agent 5 for Meijer has not

made contact in 20202 minutes.

Last checkin time: 2018-03-19
19:37:29.662714
= Agent 6 for ot

Agent Management Console

Js

The Capstone Experience



4a —

Team Rook .
Beta Presentatlon Agent Configuration Tab

[ DEV: Rook | FORCE x e

@ localhost:8082/agents f v B

SEND FEEDBACK [VEY

AGENT MANAGEMENT CONSOLE

* Select Client Select Agent

Change Interval: Log File Paths:

+ Narfloglsyslog
+ Narfloghwifilog

I I
New Interval SAVE CHANGES

Add Path:

Remove Path:

The Capstone Experience
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Team Rook

Beta Presentation

Windows Agent Product Validator

ROOK Agent System

Step 1: Please Choose your Operation

ystem

® Unix
® Windows

tep 2: Please Input your Key

coy:

tep 3: Click “Submit” button to verify your
lientKey

Welcome to ROOK Agent

The Capstone Experience
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From Students...
...to Professionals

The Capstone Experience

Team SpartanNash

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/SpartanNash/

% SpartanNash.



Grocery Distributor and Retailer- & X [iag = O

< c @ & https;//www.spartannash.com - O W INn 0 =

% SpartanNash.

Taking food places* [

Retail Food Distribution ili Corporate Responsibility Investor Relations

y 3 \p(.*l""?\ . -

mw*i = wm\“
e ,’"'

:z¢ Multi-Regional Grocery

~ Distributor & Retailer
% Largest distributor of grocery products.

M
M
Na DA

| Wholesale Food Distribution Grocery-Retail Stores . Investor Relations




Team SpartanNash
Project Overview

Volunteer Tracking System

* Functionalities
= Simplify Tracking of Associate Volunteer Hours
= Use Web and Mobile Apps

* Features
= Create Apps for Volunteer Reporting
o Web
o AppleiOS

o Google Android
= Handle Various Inputs
o Associate ID
o Name and Location of Place
o Type of Service
o Number of Hours

Track Hours
Enable Photo and Video Uploading
Utilize Geolocation for Easy Location Reporting
Gamify with Badging and Leader Board
Send Notifications
o Volunteers
o Program Facilitators
=  Build Companion Web Administrative App
. Technologles
CSS / HTML / JavaScript
Apple iOS / Swift
Google Android / Java
React Native
MySQL

you service 9" improve offer

socialising

caring

however
grateful
fun Jocal Positive

iy oo, o motivate

projectahappy
feellng

quality talent

“ difference
initiative

worth

% SpartanNash.

Grand Rapids, Michigan

The Capstone Experience
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Tianyi Li, Aleks Bonev, Abbott Wang, Denis Andreev, Nino Candela



Team SpartanNash

Project Plan Presentation

LeaderBoard

Screen Mockup

\.\\ ///
S 7
>
// \\‘\.
/// H\\“\
~ .
/// “\\
e
~ ~~
/// \\\
Username Name
Feed _
— —- Lk
HH_:K_: -
(" ) ]
Lorem ipsum dolor sit amet et
| delectus |
W -

Timeline/Newsfeed

o
[ Lorem ipsum dolor sit amet et delectus j

The Capstone Experience
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Team SpartanNash

Project Plan Presentation

Architecture Diagram

S

>>>>>>

%o SpartanNash.

Websites

Admin Panel

The Capstone Experience
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Team SpartanNash :
Project Plan Presentation Screen Mackup

% SpartanNash.
Volunteer Form

.:. Spartan NaSh* Organization Name *

Volunteer Activity or Event Name *

Username Area of support * Area not on the
None selected ~ list(optional)
Password Commitment *
One Time -

Date of Event *
“ o

Hour of Event *

Message

Forget your Password?

Recover

The Capstone Experience
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Team SpartanNash
Alpha Presentation

Website Admin Panel

SpartanNash

(') Jake Student

Online

@& Dashboard
% Feed

& Users

Dashboard control pane

150

53

Total volunteer hours people participate

(') Jake Student

@ Home - Dashboard

$500

Money value created

Department Commitment
N Department 1 B Department 2

Department 3 [l Department 4
I Department 5 Department 6

Copyright © 2018 SpartanNash. Al rights reserved.

Yearly Chart

2014 ] 2015 ] 2016 2017 ] 2018

6000
5000
4000
3000
2000

1000

Jan Feb Mar Apr May Jun Jul Aug Sep Nov Dec

Taking food places

The Capstone Experience
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Alpha Presentation

Newsfeed and Profile

Jake Student Add Hours

79%

East Lansing, MI

Jake Student
Great time volunteering today!

The Capstone Experience
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Team SpartanNash
Alpha Presentation

Volunteer Tracking Form

The Capstone Experience
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Team SpartanNash
Beta Presentation

Leaderboards

The Capstone Experience



Team SpartanNash
Beta Presentation

Volunteer Tracking Form

The Capstone Experience
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Team SpartanNash
Beta Presentation

Newsfeed

The Capstone Experience
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From Students...
...to Professionals

The Capstone Experience

Team Spectrum Health

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/spectrum-health

I‘-“ \J
@ e . )
I‘...

SPECTRUM HEALTH %


http://www.spectrumhealth.org/

< Spectrum Health X g = O

- C ® www.spectrumhealth.org s, v N @

Search Spectrum Health n &2 MyHealth
For Health

Find a Doctor Patient Care Locations g For Visitors & Families Careers
Professionals

SPECTRUM HEALTH"”/

.- ,!"’"’ oy A

Years

of Serving

the Community




Team Spectrum Health
Project Overview

Spectrum Health Go

Functionalities

= |mprove Patient and Visitor Experience

= Help Navigate Spectrum Health Facilities
* Features
Create Apple iOS and Google Android Apps
Provide Real-Time On-Screen Directions
Guide via Pre-Configured Waypoints
Use Optical Character Recognition (OCR)
Collect Anonymous Route Data

Provide Administrative Web App
o Create and Print Waypoints

o Configure and Improve Routes

o Add New Locations and Routes

* Technologies

CSS / HTML / JavaScript

Apple iOS / Swift

Google Android / Java

Microsoft .NET / C#

Microsoft SQL Server

Microsoft Azure

GitHub / ZenHub

Optical Character Recognition (OCR)

‘ Identity Server

Helen De\/c.SQ

N
LY
\

5
. ‘W’!,'zéf )

SPECTRUMH EALTH

Grand Rapids, Michigan

The Capstone Experience
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Team Spectrum Health .
Project Plan Presentation e wmockup: ancroia apo

[From...| tast wing stsirweil__| LFrom...| Main Lobby |
[To... [Roomcii4 |

Spectrum GO ﬁ‘

/\
. Walk Down
‘ Go Upstairs East Hall { }

Step 10f6 Step 20of 6

The Capstone Experience
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Team Spectrum Health .
Project Plan Presentation  architecture biagram

&5

Web Application SQL Database
ASP.NET lﬁ P
REST API @

iOS Application Android

ALAMOFIRE (=) Retrofit

The Capstone Experience
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Team Spectrum Health .
Project Plan Presentation B oo R 8

SpectrumGO LOBBY Waypoint

Paths

To Operating Room Update

) ) | S A—|
Directions: Turn left, Walk forward until Angle: -s0
To Nursing Ward Update

. i | S S—— |
Directions: |Turn right, Walk forward an Angle: g0
To Cardioclogy Update
Directions: Turn around, Take the first | Angle: 180
To Pharmacy | Update |
Directions: |Take the staircase on your  Angle: ‘451

Add Delete
| S | SS—

The Capstone Experience
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‘ © 2018 - Spectrum Health Go 2018

Team Spectrum Health
Alpha Presentation Web Application

SO
e
L)
@ 0. ()
[ 0.'
@ e oy 0y
.‘O..'l.
...'l
00

SPECTRUMHEALTH™*

SpectrumGO Management Portal

The Capstone Experience



Team Spectrum Health
Alpha Presentation 105 Application

11:16 AM

: SPECTRUM HEALTH #
SPECTRUM HEALTH

X

SPECTRUM HEALT

SpectrumGO

Engineering Buildh Wpoint 01

[

Select Facility:

Select Destination:

T Select Destination
Select Destination

Done

waypoint 2 Turn Left

The Capstone Experience
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Team Spectrum Health
Alpha Presentation Android Application

= B 5 .4 57%8215PM

Scan Your Current Waypoint

q;.%g
7y

Select a Facility E

S -

Engineering Building v "Holland, fiser 1, Main Lobby, Waypoint 41

nt#1
Enter A Destination Main Lobby

mmmmm

The Capstone Experience
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Team Spectrum Health
Beta Presentat|0n Web Application Waypoint Page

Waypoints At Engineering Building

Facilities Name

Engineering Building Capstoned Lab | | |
Engineering Building Room 3353 | | |
Engineering Building Room 3355 (Pantry) | | |
Engineering Building Drinkin' Fountain | | |

3 m Create New
‘ localhost:5000/Waypoints/QRCode/1 -

The Capstone Experience



Team Spectrum Health
Beta Presentation 105 Application

11:16 AM

SPECTRUM HEALTH
SPECTRUM HEALTH
SPECTRUM HEA

SpectrumGO

Select Facility: E L = E
Select Destination:
=,

T Select Destination
Select Destination E

gineering Buildh nt o1

waypoint 2 Turn Left

The Capstone Experience
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Team Spectrum Health
Beta Presentation

SPECTRUM HEALTH?

Select a Facility
Engineering Building

Enter A Destination

Android Application

= B 5 .4 57%8215PM

Scan Your Current Waypoint

Y Spectrum GO %/

Main Lobby. Waypoint a1

mmmmm

The Capstone Experience
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From Students...
...to Professionals

The Capstone Experience

Team Symantec

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/symantec



http://www.symantec.com/

v’ Symantec - Global Leader In N« X [iad = O X

< X @ ® & Symantec Corporation (US) | https://www.symantec.com e O W I @ =

& Sign In/Register @ United States / English "

\/Syma ntec. PRODUCTS ~ SERVICES  SOLUTIONS  SUPPORTCENTER  SECURITYCENTER  BLOGS  PARTNER Q

Securing the Cloud Generation

Fueled by the world's largest civilian threat
intelligence network

REPORT REPORT

Mmantec Named 3 Ta artne n<ition Mmantec 3



Team Symantec
Project Overview

Detecting Security Threats from User Authentications
Functionalities

Detect Security Threats
Use Symantec Validation and ID Protection (VIP)
Visualize VIP Authentication Patterns

Features

Ingest VIP Reporting Service Log Data
Create Operational Dashboard with Alerting
o Number of Authentications Per Time Unit

o Successful vs Failed Authentications

o Unique Users Per Time Unit

o Distribution of Risk Reasons

Create Security Dashboard and Alerting

o Trends of Failed Authentications

o Find Risky Users

o FlagIncreases in Credential Use

Integrate with Splunk Enterprise and Splunk Cloud

Technologies

Symantec VIP Reporting Service
Splunk

Amazon Web Service (AWS)
RESTful Web Services

Elastic Search, Kibana, Logstash
Apache Spark

SYMC8187 4897

645943
/

\/f Symantec

Mountain View, California

The Capstone Experience
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Robert Novak, Abby Urbanski, Stephen Alfa, Keerthana Kolisetty, Echo Wu




Team Symantec

P rOj eCt P | a n P rese ntat i O n Screen Mockup: Dashboard in Splunk

Operational Trends sdt || expart v
Panels that display basic statistics of VIP authentications
Authentications Across Different Device Types Total Number of Authentications Success vs. Failure Authentications
15,000
1 g 8 0 g N
10,000
. ’
E
g
I count
5,000
Mobile App Phone Call Text Key Fob
SUCCESS
Device_Type
Number of Authentications Over Last Seven Days
3,000
2,000
€
g
— count
1,000
2018-01-18 2018-01-19 2018-01-20 2018-01-21 2018-01-22 2018-01-23 2018-01-24 2018-01-25
Day
Success vs Fail Attempts For Each Device Type
10,000
7.500
5,000
FAIL
I SUCCESS
2,500
] _
Key Fob Mobile App Phone Call Text

‘ Device_Type

The Capstone Experience
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Team Symantec .
Project Plan Presentation

Architecture Diagram

HEPE®

Two-factor Cu.‘_:timt:r‘:_?:
authentification ¥
T
1
' | &
L e - e s LR o O H LY s == = >
1 T =
. ]
: 1 & A Internet
1 1
|j] : Data & Event ' Splunk :
: Logs ] ¥
Y I
m - Q\/? Powered
________ el . b
Powered Symantec = { O . ¢ Msu %’eam
by Symantec VIP VIP Data Symantec
services Reporting Documegs ELK AWS

4a

The Capstone Experience
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Team Symantec \
Project Plan Presentation

Screen Mockup: Dashboard in ELK

<

are  Clone Edit < Olast24hours ¥

39,620

The Capstone Experience
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Team Symantec
Alpha Presentation Splunk Dashboard

9,079 500

ications
dons

The Capstone Experience



Team Symantec
Alpha Presentation ELK Dashboard

Dashboard / Operational Dashboard

‘ kibana V Search... (e.g

@ Discover Add a filter +

Full screen Share Clone Edit Reporting C Auto-refresh <€ ©last2d >

AND extension:PHP) Uses lucene query syntax In

v

Visualize Recorc
Dashboard

Timelion

Machine Learning

. Record Count Number of Users
APM

Graph
Authentication Status

Authentications per Ho
Dev Tools uthenticato er Hour

Monitoring @ Number of Authentic

tions

Management

£
2
5
5
E
z

A .

Hour

elastic

Logout

User Over Time
Collapse

The Capstone Experience
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Team Symantec

Alpha Presentation

ELK Alerting on Slack

Capstone

# general

random

Direct M
slackbot

Abby Urba

Invite People

#general

-

wl &1

% 0 | Company-wide announcements and work-based r

O & |Q

@ v

You created this channel today. This is the very beginning of the # general channel. Purpose: This
channel is for workspace-wide communication and announcements. All members are in this
channel. (edit)

+ Add anapp 2 Invite others to this channel

Abby Urbanski 7:13 pm

- joined #general.

Abby Urbanski 7:21 pm

- added an integration to this channel: ELK Alert

Watcher 7:52 PM

wibana  \Watch [Spike Alert] has exceeded the threshold

kibana

Watch [Spike Alert] has exceeded the threshold
Watch [Spike Alert] has exceeded the threshold
Watch [Spike Alert] has exceeded the threshold
Watcher 8:00 PM

Watch [Spike Alert] has exceeded the threshold
Watch [Spike Alert] has exceeded the threshold
Watch [Spike Alert] has exceeded the threshold
Watch [Spike Alert] has exceeded the threshold
Watch [Spike Alert] has exceeded the threshold
Watch [Spike Alert] has exceeded the threshold
Watch [Spike Alert] has exceeded the threshold

Today

new messages

@ e

The Capstone Experience
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Team Symantec
BEta Prese ntatIOn Splunk: Operation Trends Dashboard

Operational: Trends edit | [ Export +

Total Authentications Per Day

Time Range
Alltime v
150,000
100,000
=
3
2
< count
50,000
20.27 ' 20.03  20.04 20.05 20.10 20..11 20.312 20.13 2014 20..15 20..16 20.17 20.18 20.19 20.20 20.21 20.22 20.23 20.24 20.25 20.26 20.27 20.28 20..29 20.30 20.31 20..01
o 8
Total Authentications Per Minute 3]
. —
Time Range S
Previous week v 8
300 lxl
200 8
100 I 5018 4=
I Fail w
_/J/\\,\ M Success o
And.. P Y m
12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM ( )
Sun Mar 25 Maon Mar 26 Tue Mar 27 Wed Mar 28 Thu Mar 29 Fri Mar 30 Sat Mar 31
h 2018 m
a8 =



Team Symantec
BEta Prese ntatlon Splunk: Geolocation Dashboard

Spll.ll‘lk App: Detecting Security Threats from User Authentic... v Administrator v | Messages~  Settingsv  Activity~  Helpv Find

Dashboards~  Search  Alets  Reports  Datasets  More Dashboards Detecting Security Threats from User Authentications

Operational: Geolocation et | | Export v

Authentication Based on Location

+
° ®
L ] L ]
Q im
About  Support  FileaBug  Documentation  Privacy Policy © 2005-2018 Splunk Inc. Allrights reserved.

The Capstone Experience
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Team Symantec
BEta rese ntatIO N ELK: Operational User Analysis Dashboard

Dashboard / Operational: User Analysis Full screen Share Clone Edit C'Auto-refresh <€ @ Last7days

Uses lucene query syntax | Q0

Discover

Visualize Users Created Over Time
Dashboard

Timelion

Sentinl

1
Dev Tools ts per 3 hours

Management

Jnigue Users Authe

Users Number of Authentications

1 6 6 spiker 350
2 GLDCSI 15
[

Users OUBO6S
6HIQR
7S1LYA
FBUGGF
407PLU
1BT7XF
AD2ACH

Users Created N7AP3R

o Collapse
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From Students...
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The Capstone Experience

Team TechSmith

Department of Computer Science and Engineering
Michigan State University
Spring 2018
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N [echSmith
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Team TechSmith .
Project Overview

Snagit and Camtasia Output Extensibility

Functionalities
=  Simplify Sharing of Media Produced by TechSmith Products
= Extend Output Capabilities of Snagit and Camtasia

Features
= Use TechSmith Extensibility Framework

= Build Three Plugins
o TechSmith Video Review
o Wistia
o Student Choice
= Design Highly Polished User Experience (UX)
= Provide Media Upload Service with Link
® Create Independent Test Harness
Technologies
=  Microsoft .NET / C#
= Windows Presentation Foundation (WPF)

= TechSmith Cloud SDK }’ TeChSmith®

=  TechSmith Extensibility Framework (TEF) Okemos, Michigan
= Managed Extensibility Framework )

The Capstone Experience
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Ryan Schiller, Logan Arent, Collin Dillinger, Carter Chamberlain



Team TechSmith .
P rOJ e Ct P | a n P re Se ntat I O n Screen Mockup: Output Mockups

Imgur Account

Logged in as:

ampleggmai.com e ]

Sy — ks Accoun s e
Signed in as: Wistia Account
| P example@gmail.com Signed in as:
St -
mgurre Learn more about TechSmith Accounts, example@gmail.com
Title:
- TechSmith Video Review | Switch Accounts... |
Description: )
Title:
. Video Options
Review-by Date: | Select a date P - —
Wideo File: Lpstc:-neSnlppeE\Medla\nlce.mdﬁil
Reviewer Prompt: Video Name: |Nice
Clipboard
®) |mage link | Upload | | Cancel |
Direct link
Markdown link Upload | | Cancel
HTML embed code

(_) BECode
) BEECode (linked)

Upload | | Cancel

The Capstone Experience
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Team TechSmith .
Project Plan Presentation  architecture biagram

Snagit
Camtasia’ | BWISTIA
Techsmith Desthop Applications /M —|—e Ch Sm|th
Video
s ) éﬁ " Review
Frameworl k - i~
B imour
Test Harness Media Hosting APIs
‘ Windows Desktop

The Capstone Experience
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Project Plan Presentation




Team TechSmith

Project Plan Presentation  sceenwmockup: testarmess

B " Test Harness — O X

Choose File ... Qutput To:

TechSmith Video Review

XXX
Media
Thumbnail Wistia
XXX

C\Users\Capstone\lmages\...
Imgur

The Capstone Experience
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Team TechSmith

Alpha Presentation

Snaglt Share Menu

File Edit Image Share View Help sampleScreenShot2.png - Snagit Editor champ315@msuedu > ) — O x
L ] y » o
= Ubrary @ Capture " aeh = & K i ¢ More 4 W7 (1 Share
- Arrow Text Callout Shape Stamp  Fil  Move Selection Blur Undo  Redo Py
3 = | Share 7 ShareHistory &%
.
= - — Fie [=1] Emai
rs Smaglt @‘ FTP Program
& % "
s Clipboard LE‘J Printer
J ( a I taSla ’WISTIA Imgur u Screencast.com -
TechSmith Desktop Applications B iEEETy e h

TechSmith
Video
“|Review

Media Hosting APIs

Ink
Ig‘ @

Techsmith
Extensibility %
Framework o

~

Test Harmess.

m PowerPaint -
Excel -

Camtasia -
@ Word -

Wistia

Ei OneNote -

&, OreDrive ForBusi. v

‘ Google Drive -

TechSmith Video Revi...

-
g Dropbox -

Windows Desktop

=5 | Width = T
o o .
B ——
(S Recent 4 Tag Q 7%~ 797 x 601X ~ 7 Ees L% Properties
= ) -
) Y L
== = :®
TESHEEE = - —

Share ? Share History {3
H File E’ Email
r@)l FTP Program
.
- Clipboard =2 Printer
Imgur u Screencast.com v
m TechSmith Relay v Test Output -
Camtasia v m PowerPoint v
E Word v Excel v
Wistia E] OneNote w
TechSmith Video Revi... ‘ OneDrive For Busi...
a Google Drive v

Dropbox
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Alpha Presentation TechSmith Video Review

< c @ @® @ httpsy//videoreview.techsmith.com/dashboard

o Start Review 1 110

All Reviews My Reviews Shared with Me

TechSmith Account

Logged in as:

example@gmail.com

Learn more about TechSmith Accounts.

TechSmith Video Review
Title: test

Review-by Date: '2_.-'20_;'2013 E | test

Reviewer Prompt: |Would love some feedback on the colors.

Upload ‘ l Cancel

The Capstone Experience
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‘ Upload | | Cancel

eSS
Alpha Presentation Test Harness

L] ainWinde — O X
QOutput To:
Test Output
Choose File... | cst Outpu |
| TechSmith Video Review |
| Wistia |
| Imgur |
BT Irmgur O Options X
Imgur Account
- L =WISTIA Logged in as:
- ’ TechSmith example@gmail.com
- VR
P P v " Review
EIEE r— '
grmql; m oo
o Title: Architecture Editing
. I Media Hosting ARz .
£3) Wiinduws Deskicp Description: |A screengrab of the system architecture
N being edited.
C\Users\Red7c\Dacuments\498 Capstone\sampleSe..,

Markdown link
HTML embed code
BEBCode

) BBCode (linked)

The Capstone Experience
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Beta Presentation




‘ Save | | Cancel

Team TechSmith
Beta Presentation SR T S e

Imgur Account

Logged in as:
C5E498TechSmith2018 Title: Beta Imgur Album
[] Post content anonymoushy Description: |Album to store Imgur Beta medig
Irngur Post
Title: Privacy: Public v
Description: | Confirm | | Cancel

Album: < Post as Image > ~ | |Add album.-

Clipboard

) Irnage link

(® Direct link

() Markdown link

() HTML embed cods
) BECode

() BBCode (linked)

The Capstone Experience




Team TechSmith
Beta Presentation ot otisti o b tions

Project |Wistia Beta Project -

Project Details

Updated: Sunday, April 1, 2013 10:38 PM
Video Options poa unday, Apnl 1,

Project: Wistia Beta Project Select Project... Media Count: 1

Mame: Wistia upload Marme: Wistia Beta Project

Description: Screengrab uph:,ad | DESEI'iPﬁDI'I: St[ﬂ'ﬂg& for Wistia Beta media.

| Upload | | Cancel |

Confirm | ‘ Cancel

The Capstone Experience
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‘ ChUsersischil\Pictures\cse\mandelbrot.png

Team TechSmith
Beta Presentation St i

Choose File...

Load Outputs from Solution Directory

Qutput To:

Imgur

TechSmith Relay

Word

Choose File... Load Outputs from Snagit PowerPoint

Camtasia

Imgur |
| 9 Screencast.com

| TechSmith Video Review |
| Wistia |

Wistia

OneMote

OneDrive For Business

|
|
|
|
|
Qutput To: Excel |
|
|
|
|
|

YouTube

The Capstone Experience




Team TechSmith @ Design Day

Ryan Schiller, Logan Arent, Carter Chamberlain, Collin Dillinger
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From Students...
...to Professionals

The Capstone Experience

Team Union Pacific

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/union-pacific

UNION
PACIFIC

BUILDING AMERICA’



fif} Union Pacific b + = O

& C @ ® @ https://www.up.com/index.htm e O W m @ =
My Login Vv

e D BUILDING AMERICA”

Emergencies: 1-888-877-7267 B

CUSTOMERS | EMPLOYEES | SUPPLIERS | INVESTORS ! MEDIA . ABOUTUS | CAREERS

The Spirit
Locomotive
Honors U.S.
Armed Forces

Locomotive No. 1943, The Spirit, spotlights
Union Pacific's relationship with thousands of
veterans who helped build America after
defending the United States — a tradition
dating back to the company's founding. Find
out more.

Union Pacific operates North America's premier 2016 Building America Report /-————\ /—\



Team Union Pacifjc
Project Overview

“Alexa, what’s my work schedule look like?”
Functionalities

Features

Technologies

Provide Information About Upcoming Work Assignments
Utilize Voice Activated Digital Assistant
Target Trainmen, Yardmen and Enginemen (TY&E)

Alexa, what'’s
my work
schedule look

Create Suite of Mobile Apps

o Responsive Design

o Support Apple iOS and Google Android Devices
Manage Users

o Register

o ldentify

o De-Activate

Support All Major Voice Interfaces
o Amazon Echo

o Google Home

o Apple Siri

o Microsoft Cortana

Use JSON Web Services

Write Documentation for Each System

UNION
PACIFIC

Java

JavaScript / Angular)S
Amazon Echo

Google Home

Apple Siri Omaha, Nebraska

Microsoft Cortana Ok Michi
Natural Language Processing (NLP) emos, Michigan

BUILDING AMERICA’

The Capstone Experience
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Team Union Pacific .
P rOJ e Ct P I a n P rese ntat I O n Screen Mockup: Mobile Application

S .. [ o=
| im TTer e i i.-m L] E Iﬁm i
l == 11 ] vere
[eeed = msu
—
& A (default)
0
@@EEOUCNRE
HAEREAEEMNM
« & w @EHEMEEMNE)
G U U

The Capstone Experience
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Team Union Pacific .
Project Plan Presentation

Architecture Diagram

Train Lineu
User Preferences P

Employee

Employee
Authentication

JavaScnpt

B! \\.

Company
Database

JavaScript
webpage

BB Assistants

The Capstone Experience
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Project Plan Presentation



Team Union Pacific

P rOj e Ct P | a n P re S e ntat i O n Screen Mockup: Assistant Conversation

Alexa, open the F
=iale

Hello Sparty, what can |
help for you today?

What is my position on PST app

You are 3rd out.

Train Line up twenty eighteen.

Here is the train line up for
2018

M-§-U-2-0-1-8 at 10 AM
M-S-U-4-9-8 at 4 PM

YOou are currently 4" ou

°ia [1()\\

Thanks, that’s all.

P)

The Capstone Experience
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Team Union Pacific \
Alpha Presentation

Google Assistant Interaction

il Verizon

b 8:18 PM @ 7 % a5% .|
Sure. Getting the test version of m
test app b

Hello Team Union Pacific, welcome
to PSTechnologies Schedule App
Alpha! You can request information
about a train lineup or request your
current position in the employee
queue.

please show me train line up 1234

Ok! Here is information for lineup
1234. Train QWE456, departure
time 9:00 a.m..Train ABC123,
departure time 12:00 p.m..Train
PIP987, departure time 1:00 p.m. Is
there anything else | can do for you?

yeah what's my current position

Your current position is 10th.

il Verizon & 8:18 PM @ 7% a5%m
Sure. Getting the test version of m:
test app.

Hello Team Union Pacific, welcome
to PSTechnologies Schedule App
Alpha! You can request information
about a train lineup or request your
current position in the employee
queue.

please show me train line up 1234

Ok! Here is information for lineup
1234. Train QWE456, departure
time 9:00 a.m..Train ABC123,
departure time 12:00 p.m..Train
PIP987, departure time 1:00 p.m. Is
there anything else | can do for you?

yeah what's my current position

Your current position is 10th.

wil Verizon

< 8:18 PM

test app.

Hello Team Union Pacific, welcome
to PSTechnologies Schedule App
Alpha! You can request information
about a train lineup or request your
current position in the employee
queue.

please show me train line up 1234

Ok! Here is information for lineup
1234. Train QWE456, departure
time 9:00 a.m..Train ABC123,
departure time 12:00 p.m..Train
PIP987, departure time 1:00 p.m. Is
there anything else | can do for you?

yeah what's my current position

Your current position is 10th.

U

@ 7 % 45%m
Sure. Getting the test version of mb

The Capstone Experience



Team Union Pacific
Alpha Presentation

Alexa Interaction

Alexa, open my PST app.

Welcome to PST application, you
may request train lineup info or
your queue position.

Show me train lineup 1234.

o Here is train lineup 1234:
MSU2018, departure time
10:00am, ABC123 departure time

- 3:00pm.

Would you like to check other
things?

3 R

Yes, what’s my position?

L You are 5th.

DT\

Would you like to check other
things?

’

The Capstone Experience
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Team Union Pacific \
Alpha Presentation Web App Reporting Page

PST Landing Page P+ -
<« c @ (0] v.tup-capstone.tk/reporting/landing.htm e O vy v in D 9 @ B x =
‘% ‘Welcome, =
Default Role
Total Number of Queries Breakdown by Query

Number of Queries
o
3

25
0
nme @ Request Position @ Request Train Lineu Change Seftings @ Failed
—— Amazon Alexa = Google Assistant o 4 P o o
Generate Report Administration Controls

[Date Range: mm/ dd/ yyyy |to mm/dd/yyyy Add User

[Assistant: [J Amazon Alexa [] Google Assistant View Users

Queries: (] Train Lineup [ Position [J Settings [ Failed
View Roles

[User(s): =

Generate Report

Grant Permissions

The Capstone Experience
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Team Union Pacific
Beta Presentation

Request Train Lineup

my test app

Hello Jared, welcome to
PSTechnologies Schedule App
Alpha! You can request information
about a train lineup or request your
current position in the employee
queue.

Show me lineup 1234

Ok Jared, here is information for
train lineup 1234. qwe456 at
09:00AM, abc123 at 12:00PM,
pip987 at 01:00PM, Is there
anything else | can help you with?

Change my time format to Military time

Ok Jared, your time format is now
Military time.

(=

my test app e

Qk Jared, here is information for
train lineup 1234. qwe456 at
09:00AM, abc123 at 12:00PM,
pip987 at 01:00PM, Is there
anything else | can help you with?

Change my time format to Military time

Qk Jared, your time format is now
Military time.

Show me lineup 1234

Ok Jared, here is information for
train lineup 1234. qwe456 at 09:00,
abc123 at 12:00, pip987 at 13:00, Is
there anything else | can help you
with?

(=

The Capstone Experience



Team Union Pacific
Beta Presentation

Change Username

my test app

I'd like to change what you call me

Ok! What would you like to change
it to?

Daniel

Done, I'll now call you Daniel.

Goodbye

My test app left the conversation

Talk to my test app

Okay. Let's get the test version of
my test app.

{=

my test app

Done, I'll now call you Daniel.

Goodbye

My test app left the conversation

Talk to my test ap

Okay. Let's get the test version of
my test app.

Hello Daniel, welcome to
PSTechnologies Schedule App
Alpha! You can request information
about a train lineup or request your
current position in the employee
gueue.

P

(=

The Capstone Experience
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Team Union Pacific
Beta Presentation

Web App Dashboard

| PST Landing Page

X Assistant Log Report X | Shared Assistant Log Report

w.tup-capstone.tk/reporti

X

Shared Assistant Log Report X | ¥ Options X

Welcome, memil139

admin

Total Number of Queries

Numberof Queries

o X 1
Time
—— Amazon Alexa  — Google Assistant

Breakdown by Query

@ Request Fosition @ Request Train Lin

Change Settings @ Failed

Generate Report
Date Range: [03/ 26/ 2018 @ |to[mm/dd/ yyyy |
Assistant: (] Amazon Alexa 4 Google Assistant

Queries: I Train Lineup M Position [ Settings [ Faited

[User(s): [memit39 =

Generate Report | | View Report

Administration Controls

Add User

View Users

Grant Permissions

The Capstone Experience
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From Students...
...to Professionals

The Capstone Experience

Team Urban Science

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/urban-science

@J} URBAN SCIENCE


http://www.urbanscience.com/

Urban Science | Guiding Busine X [ed

c @ 0s:// v.urbanscience.com

@ URBAN SCIENCE USA SEARCH CONTACT US —

EVERYONE HAS AN OPINION.
WE HAVE SCIENCE.

Since the day we started, we’ve been a force for change. We started with a problem to solve. We scrutinized it, developed a
theory, tested'it'and applied the solution. And we have the same approach today, we listen to our clients’ needs and find a

e o000 @®

solution. We're curious, objective, empirical and determined. Through this spirit, we invented The Power of 4™ formula to
bring scientific discipline to the business world..It’s how we are Guiding Business Through' Science.

A ECrr YAMIA T V1A PN/



Team Urban Science
Project Overview

Mobile Maestro

* Functionalities
= Control Maestro Exoskeletal Arm
= Use Mobile App with Voice Input

* Features

= Handle Various Arm Controls
o Up, Down, Lock
o Lock, Standby
= Provide Voice Control
o Safe Word for Home/Reset Position
o All Functions

= |mplement Self-Leveling with Calibration
= Support Apple iOS and Google Android
= Collect Usage Statistics

* Technologies

= Maestro Exoskeletal Arm

= (CSS/HTML / JavaScript

=  Microsoft .NET / C#

=  Apple iOS / Swift

= Google Android / Java

= Bluetooth Low Energy (BLE) @ URBAN SCIENCE.
= Natural Language Processing (NLP) Detroit, Michigan

The Capstone Experience
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Mustafa Jebara, Dane Rosseter, Samantha Oldenburg, Alex Wuillaume, Shun Ran

-



Team Urban Science .
Project Plan Presentation

Screen Mockup: Home Screen

The Capstone Experience



Team Urban Science
Project Plan Presentation




Team Urban Science .
Project Plan Presentation  architecture biagram

Internet

The Capstone Experience
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Team Urban Science :
P rOJ e Ct P I a n P rese ntat I O n Screen Mockup: Leveling Settings

Adjust leveling calibration

Raise

The Capstone Experience
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Alpha Presentation



Team Urban Science
Alpha Presentation

No Buttons Active

The Capstone Experience



Team Urban Science
Alpha Presentation

Up and Lock Active

The Capstone Experience






Team Urban Science
Alpha Presentation

Setting Page

il Verizon
Settings

* Bluetooth Settings
Password Settings (TODO)
(=] Rename The Device (TODO)

Voice Setting (TODO)

t Auto-Leveling (TODO)

The Capstone Experience
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Team Urban Science
Beta Presentation

Main Page — No Buttons Active

)

STAND BY

&

The Capstone Experience



Team Urban Science
Beta Presentation

Main Page — Up and Lock Active

ferizon T 1:43 PM @ % 100
Home
STAND BY
&
LOCK JOINTS

0% -

The Capstone Experience
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Team Urban Science
Beta Presentation

Auto Leveling Setup

6§V E NG TS, anu 1428

Auto-Leveling CANCEL

CANCEL

CONTINUE

The Capstone Experience
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From Students...
...to Professionals

The Capstone Experience

Team USAA

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/usaa/




¥¥ USAA / Welcome to USAA X g

(&5 @‘ ® @ United Services Automobile As... (US) https://www.usaa.com/inet/ent_logon/Lc

PRODUCTS ADVICE JOIN USAA HELP LOG ON V¥

INSURANCE | BANKING | INVESTMENTS | RETIREMENT

WE PROUDLY

SERVE MILITARY
MEMBERS AND
THEIR FAMILIES

Since 1922, we have stood by our members. We've
provided years of guidance and assistance — from
helping establish financial independence, to raising a
family, to retirement.

WHO WE SERVE



Team USAA

Project Overview

LIMElight: Life Insurance Made Easy

Functionalities

Obtain Life Insurance Quote
Improve the Experience

o For Applicant
o For Insurer

Decrease Duration, Complexity and Cost

Features

Provide Smooth User Experience
o Responsive Web

o Native Apple iOS and Google Android Apps

Generate Personalized Quote

o Use Minimal Inputs from Applicant

o Leverage Machine Learning

o Match Underwritten Premium Closely
Create Health Record Blockchain

o Controlled by Applicant

o Ensure Privacy and Security

o Accessible via RESTful API

Technologies

Apple iOS / Swift

Google Android / Java

Blockchain

Machine Learning / Python
Microsoft Azure

RESTful Web Services

JavaScript / REACT / Angular 2+ / Vue

GET LIFE
INSURANCE QUOTE

O KNS D
“FROM PRACTICE

“DANNER-OVT

4

v/
V/

C
Y8
>

The Capstone Experience

San Antonio, Texas
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Team USAA .
P rOJ e Ct P I a n P re Se ntat I O n Screen Mockup: Quoting Process

Get a Quote

https://www.limelight.usaa.com/get-quote

4

/.
a

=

S

We know what it means to serve?

[Get a Quo\el Manage Health Reoordsl Admin I

Get a Term Life
Insurance Quote

M F
Age 37
Weight 180
Height 6'1"
Y. N

Do you smoke? Q @
Do you exercise? ) ()

GET AQUOTE

The Capstone Experience
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Project Plan Presentation




Team USAA .
Project Plan Presentation  architecture biagram

Blockchain Backend (Azure)

Execute REST API Ethereum
Smart Contract
*Get Health Record
*Modify Permissions™—>] <\’
Execute
Smart Contract => \(
React L J
Frontend Web
Application
(Azure)
A Machine Learning Backend (Azure)
f REST . Machine |
API Azure Functions Learning
——— Quote] >
| User Input |

{ Result

The Capstone Experience



~ Team USAA :
Project Plan Presentation




Team USAA

Project Plan Presentation

Screen Mockup: Patient Login

ar

S

We know ti

-
ol
3?
m
-
-
3

|Gel a Quute‘ Manage Health Reoords| Admin |

Manage Who Can
View Your Health Records

Entity Permission
Y N
USAA ~ O

Sparrow Health O ©

The Capstone Experience
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Team USAA

Alpha Presentation

Get A Quote

S ® B umeioht

< 0O LIMElight.usaa.com

4

V)
a

@

<

S

Geta Quote About

Get a Life Insurance Quote

22

Are you married?
@ Single
O Married
What is your gender?
Q Female
& male
Do you travel internationally??
& Yes
Q No
Have you earned a bachelor’s degree?
Q Yes
@ No

GET A QUOTE

The Capstone Experience



Team USAA

Alpha Presentation

Quote Result

® @ B umeigh

<« C' [ UMElight.usaa.com/quote-result

ar

®

>

S

aQuote About

(o]
o

Quoted Monthly Payment

$60/Month

Quote ID
89437

h your Quote ID to get started

The Capstone Experience
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Team USAA :
Alpha Presentation

Patient Blockchain View

® © ® /7 msu-healthchain X

&« C | @© localhost:4200/patient-dashboard

msu-healthchain@0.0.1 Home

Welcome Bob Jones

Your ID: bob@gmail.com

Your Authorized Practitioners

dr.kelly@sparrow.org B =2 N e ool

Authorize A Practitioner

Here is a list of practitioners you may authorize

Dr. Ted Seuss :}

Patient Dashboard

Logout

The Capstone Experience
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Team USAA -
Beta Presentation Get a Quote

EEEEEEEEE

The Capstone Experience



Team USAA

Beta Presentation QuoteResl"

Get A Quote About Visit USAA

Your Personalized Quote

Price
$60/Month

Quote ID
13611

Next Steps
Contact USAA today with your Quote ID to get started

1-800-531-USAA

The Capstone Experience



Viewing Medical Record

Patient Name
Medical Record Type:

Encounter Summary
Weight
Gender: M
Height
Symptom |
Symptom II

4
-
i

ets

Team USAA
Beta Presentation




Team USAA -
Beta Presentation P tase e o

Risk Class 2
46% of Applicants
56% Accuracy

Risk Class 4
39% of Applicants
58% Accuracy

The Capstone Experience



Team USAA @ Design Day

Xingchi Zhou, Nathaniel Finley, Dong Lee, Mike Ronayne, Abe Ahmed
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From Students...
...to Professionals

The Capstone Experience

Team Yello

Department of Computer Science and Engineering
Michigan State University
Spring 2018


http://www.capstone.cse.msu.edu/
http://www.capstone.cse.msu.edu/2017-08/projects/yello



http://www.yello.com/

C') Yello Talent Acquisition Softwa: X

& C @ ® @ https://yello.co e O W N @ =

‘Iello PRODUCTS v ABOUT v BLOG LOGIN < Q

Humanize
I he Candidate Experience

Provide unprecedented speed and transparency throughout the candidate journey



Team Yello .
Project Overview

InViAnTo: Interview Video Analysis Tool

* Functionalities
= Evaluate Video Interview Automatically
= |nclude Sentiment and Emotional Analysis

* Features
= Design and Build Web App

o Record Live Video
o Support Prerecorded Video
o Enable Viewing and Rerecording by Applicant

Transcribe All Recordings and Store with Video
Apply Sentiment Analysis on Transcription

Run Emotion Detection on Audio and Video
Provide Administrative Web App

o To View Results
o By Hiring Team

* Technologies

= (CSS/HTML / JavaScript / JSON
Ruby on Rails li

Microsoft Azure Emotion API
Microsoft Language Understanding Intelligent Services (LUIS)
- Machine Learning

o TensorFlow
‘ o scikit-learn

Chicago, lllinois

The Capstone Experience



am Yello

Jonathon Zeitler, Leo Yao, Jenn Proos, Quan Zhou, Brian Wang




Team Yello .
P rOJ e Ct P I a n P re Se ntat I O n Screen Mockup: Staff Management Page

& &

Create New Mange
Interview Interviews

Yello Capstone Follow Us!

Michigan State University
CSE 498

The Capstone Experience
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Team Yello

Project Plan Presentation

Architecture Diagram

r

g

PostgreSQL

Database

HEROKU

N

@ open-tok™ [

Video Capture

you by tokbox

i

Video Analysis

i

Vall i

/| \

Analysis Results

Web ApplicationJ

Server
)

Azure

| Storage

Video Indexer API

Text Analytics API

Emotion API

The Capstone Experience



: Tﬁam Yello :
Project Plan Presentation




Team Yello :
P rOJ e Ct P I a n P re Se ntat I O n Screen Mockup: Interview Recording Page

& Bk

about

your self %
L -

The Capstone Experience
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Team Yello \
Alpha Presentation Candidate Video Response

-0 SEAVIT @ _

{3 C @ Secure https://alpha-yello-app.herokuapp.com/question_responses/69 [ g

({euo SEAVIT carl@gallagher.co [Candidate] Sign Out

Facebook Web Designer

Question 2

Describe a situation where you had to work in a team that didn’t get on very well. What
happened? What did you do and what role did you take? How did the situation evolve?

Back to Interviews

The Capstone Experience



Team Yello \
Alpha Presentation

Managing Interviews

<

C' @ Secure https://alph

Y

PP.

com/interviews

admin@yello.co [Admin]

Lle[[o SEAVIT

New Interview

Data Analytics Scientist
Author: Bob (bob@recruiter.co)

We are looking for a qualified data scientist to apply his or her expertise in
quantitative analysis, data mining, and the presentation of data to see beyond the
numbers and understand how our users interact with both our consumer and
business products.

Facebook Web Designer
Author: Bob (bob@recruiter.co)

We are looking for an experienced developer to design and create web interfaces
using Javascript, XHTML, and CSS.

Google Software Engineer

Author: Susan (susan@recruiter.co)

We are looking for an engineer with extensive experience in web development.

Sign Out

Create New User

X_

The Capstone Experience
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Team Yello

Alpha Presentation

Editing An Interview

= C @ Secure htips://alpha-yello-app.herokuapp.com/interviews/2

Lieuo SEAVIT admin@yello.co [Admin]

Senior Test Engineer

We are looking for a quality assurance engineer to build out a set of modern test
automation suites for Ruby and Java applications.

Question 1:

Think about an instance in which you came up with a project idea which was
implemented primarily because of your efforts. What was it about? What was its
outcome? What was your role?

Question 2:

Describe a situation in which you met a major obstacle in order to complete a
project. How did you deal with it? What steps did you take?

Question 3:

Tell about an instance when you had to communicate a really bad piece of news to
your supervisor or team members. How did you handle it? What was the outcome?

Invite Candidate Invited Candidates

Name: | Select a Candidate % | oo Email

Sign Out Create New User

Completed?

“ candidate candidate@yello.co No

1

>(_

The Capstone Experience
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Team Yello .
Beta Prese ntat|0n Prerecorded Response Page
o -

<« C | @ Secure | https://beta-yello-app.herokuapp.com/question_responses/117 o % @ O ¢

l{e”o IVAT candidate1@yello.co [Candidate] Sign Out

Taekwondo Instructor

Question 1

Do you have a national ranking? If so, what is it?
Time Limit: 00:30

Back to Interviews

The Capstone Experience



Team Yello

Beta Presentation T ik o B

.' Chrome File Edit View History Bookmarks People Window Help

& Secure https://beta-yello-app.herokuapp.com/live_interview/59

L/C“O IVAT wang.brian@recruiter.co [Admin]  SignOut  Create New User

The Capstone Experience
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Beta Presentation
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Team Yello .
Beta Presentation e e

ts_reports/12
Summary:
Emotion Score: & Joy

Sentiment Score: 0.7 (Positive)
Sentiment Variance: 0.07

Question 1:

Are you excited about working here?

Transcript Sentiment:
0.95 (Positive)
Transcript:

I:am so excited about the work at yellow | love learing day | love working on rails | love Elasticsearch posgrados | love Keith. (0.95)

» 000/0:10 @—— H —eo I ¥

Emotion:

Top Emotion: & Joy

The Capstone Experience



Team Yello @ Design Day

Brian Wang, Jenn Proos, Quan Zhou, Leo Yao, Jonathon Zeitler




MICHIGAN STATE
UNIVERSITY

The Capstone Experience

Dr. Wayne Dyksen

‘ Department of Computer Science and Engineering
Michigan State University
Spring 2018

From Students...
...to Professionals
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The Capstone Experience Lab



The Capstone Experience Lab



The Capstone Experience Lab



The Capstone Experience Lab



The Capstone Experience Lab



TheﬁCa pstone Exper|
View of Spartan Stadium
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From Students...
...to Professionals

The Capstone Experience

Design Day Award Winners
December 8, 2017


http://www.capstone.cse.msu.edu/
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Auto-Owners Exhibition Award
| Team TechSmith, Spring 2017
v

Teacher’s Virtual Toolbelt—
Alex Crimin, Zeke Zandbergen, Yang He, Ryan Cornillie
Presented by Scott Lake of Auto-Owners Insurance



http://www.capstone.cse.msu.edu/2017-01/projects/techsmith/
http://www.auto-owners.com/

CO!' ' EGE OF ENGINEERING

LLSalINTAY

MSU Federal Credit Union Praxis Award
Team Union Pacific, Spring 2017

Learning New Train Routes
Matthew Schleusener, Kangjie Mi, Nick Summers, Jon Wild
Presented by Liam Petraska of MSU-Federal Credit Union



http://www.capstone.cse.msu.edu/2017-01/projects/union-pacific/
https://www.msufcu.org/

TechSmith Screencast Award
Team Amazon, Spring 2017

ACRA: Amazon Customer Review Analyzer
Jie Wan, Jason Liu, lan Whalen, Ankit Luthra, Tess Huelskamp
Presﬁntedby Wendy Hamilton of TechSmith



http://www.capstone.cse.msu.edu/2017-01/projects/amazon
http://www.techsmith.com/

? Urban Suence Sigma Award

am Michigan State University, Spring 2017

*’ b CATAlys ing CATA Buses in Real-Time
Charli , Cathy Di Tom Beaver, Jimmy Mkude, James Dodge
esented by Linda e and Luke Mercier of Urban Science



http://www.capstone.cse.msu.edu/2017-01/projects/michigan-state-university/
http://www.urbanscience.com/
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From Students...
...to Professionals

The Capstone Experience

Design Day Award Winners
April 27, 2018


http://www.capstone.cse.msu.edu/

College of Engineering
MICHIGAN STATE UNl‘ {7

LEGE OF ENGINEERING
AIGAN STATE UNIVERSITY

COLLEGE OF
MICHIGAN ST/

A‘gto Owners ExhlbltlomAwarC?’

Team Phoenix Group,‘Sprlng PAONRS

Customer Servi with Chatbot
, Dan Shumaker, Fatema AIsaIeh
ke of Auto-Owners Insurance N | i

Aman Goshu, James Finch, Sara
Presented by Ross Hacker an



http://www.capstone.cse.msu.edu/2018-01/projects/phoenix-group/
http://www.auto-owners.com/
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)\ Ees = . ; . 4 k‘
MSU Federal Credit Union Praxis Award ™
Team Amazon, Spring 2018

AMPED: Amazon Marketplace Podcast Earnings Detection
Zach Whitener, Cam Korzecke, Chess Luo, Dillon Stock, Hansheng Zhao, Hanzhong
Presented by Ben Maxim of MSU Federal Credit Union



http://www.capstone.cse.msu.edu/2018-01/projects/amazon/
https://www.msufcu.org/

College of E* _ neering

EGE OF ENGINEERING

LEGE OF EN
IGAN STATE UNIVERSITY vici

MICHIGAN STATE

MICHIGAN STA :" VERSITY
st |

TechSmith Screencast Award
Team Quicken Loans, Spring 2018

Fundamenta: Trust in New Home Construction
Riley Annis, Jaiwant Bhushan, Vishal Adusumilli, Turner Anderson, Erin O'Hara ;
Presented by Wendy Hamilton of TechSmith ‘ ' —

—



http://www.capstone.cse.msu.edu/2018-01/projects/quicken-loans/
http://www.techsmith.com/

College of Engineering
MICHIGAN STAT* 'INIVERSITY

ngd e

e S il

ﬁ ) COLLEGE OF ENGINEERING

MICHIGAN STATE UNIVERSITY z
&

COLLEGE OF ENGINEERING
MICHIGAN STATE UNIVERSITY

v “Team Herman Miller, Spring 2018
just: Augmented Reality Chair Adjustment Assistant

F ey, Han Huang, Jacob Weber, Kevin Gaban, Mike Bremiller

| y 2 izgtpﬁm.}(lee, Nik Steemﬁ\ﬁd Andrea Michaud of Urban Science



http://www.capstone.cse.msu.edu/2018-01/projects/herman-miller/
http://www.urbanscience.com/

MICHIGAN STATE
UNIVERSITY

The Capstone Experience

Dr. Wayne Dyksen

‘ Department of Computer Science and Engineering
Michigan State University
Spring 2018
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http://www.meijer.com/
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http://www.msufcu.org/
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THE PHOENIX GROUP




proofpoint.



QuickenlLoans

Engineered to Amaze’


http://www.quickenloans.com/

X

ROOK SECURITY


http://www.rooksecurity.com/

% SpartanNash.
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SPECTRUM HEALTH %


http://www.spectrumhealth.org/



http://www.symantec.com/

N [echSmith



UNION
PACIFIC

BUILDING AMERICA’



@J} URBAN SCIENCE


http://www.urbanscience.com/






http://www.yello.com/

