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Project Overview
Y
* The goal of the project is to provide VIP
customers a Splunk add-on and an ELK
application on an AWS AMI to visualize various
operational and security trend information
present in log data and analyze it in near real-
time
* Both applications should alert users when
suspicious or malicious activity is detected




System Architecture

HPE®

Two-factor Custimers
authentification ¥
]
1 U 0
' 0
; N Y "
: !
: I A A Internet
1
| I Data & Event i Splunk :
i Logs 1
. 1
M 1
1

’ m Powered
........ » by
Powered ol = O MSU Team
by Symantec VIP VIP Symantec
services Reporting
| Client I |

b
‘ The Capstone Experience Team Symantec Beta Presentation 3




Splunk: Operation Trends Dashboard
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Splunk: Risk Analysis Dashboard

Security Trends: Risk Analysis

Total Number of Risky Users

Time Range

All time b

61,311

Top Risky Users

Time Range

All time b
Top Risky Users

extUserld
6YS2MB
2 OHAN9E
3HKBRT
4 LUAMBT
5 JQJOKT
6 TKMT92
7 RBSMOF
g  PWDacP
TRY813
10 U3BBLT

Binlas llanea Thin Wanls wim | ank Waals

S

‘ The Capstone Experience

Edit Export ~

Risky Authentication Reasons

Time Range

All time: v

Known Fraud Ip, Behavior ._nhanced Difficult travel

Behavior anomaly

Known Fraud Ip, Behavior anomaly

Behavior anomaly, Enhanced Difficult travel

Behavior anomaly, Known Fraud |
Behavior anomaly, Known ...nhanced Difficult travel v P

sparkline count

Team Symantec Beta Presentation

297
206
203
289
260
268
262
247
244
244




Splunk: Geolocation Dashboard

splunk
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ELK: Operational Oveview Dashboard

Dashboard / Operational: Overview Full screen Share Clone Edit C' Auto-refresh € Olast7days >
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perational User Analysis
oard

Dashboard / Operational: User Analysis Full screen Share Clone Edit C Auto-refresh <€ @ Last7days >
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ELK: Geolocation Dashboard

Dashboard / Operational: Geolocation Full screen  Share Clone Edit C'Auto-refresh € @ Last7days >
‘ klbana Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n
@ Discover Add a filter 4
u Visualize f ¢ ions Based on Location
@ Dashboard
+
B  Timelion =
::L) Sentinl E
f" Dev Tools e
|
a Management

© OpenStreetMap contributors , Elastic Maps Service

o Collapse

3
‘ The Capstone Experience Team Symantec Beta Presentation 9




What’s left to do?

* Adding any additional pre-built panels
* Clean up Splunk Ul
* Packaging the applications
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Questions?
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