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Project Overview

• Efficiently analyze different types of malware

• Cluster similar malware

• Provide dashboard for malware analysis data

• Provide framework for signature generation
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System Architecture
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Main Page On Dashboard

The Capstone Experience Team Proofpoint Beta Presentation 4



All Malware Files Table
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Top 25 Yara Rules Matched Graph
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File Info Page
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Signature Generation Page

The Capstone Experience Team Proofpoint Beta Presentation 8



What’s left to do?

• Website polish

• Any additional information put on dashboard

• Stretch Goals:

• Automation of Cuckoo Node Generation

• Distributed Cuckoo
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Questions?
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