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Project Overview

e
* Web application to help with automation and

consolidation of Aptiv’s product cybersecurity
processes

* 4 Trackers for analysis and visualization of
information collected by system
= Threats/Risks
= Vulnerabilities
" |ncidents
= Mitigations

* Increase productivity and help communication by
implementing request system, email alerts and
notifications
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Product Lines

. Product Lines
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Product Lines

Main Navigation e 7
UXx AD OEM Connectivity and Security
Dashboard 5 Products 7 Products 0 Products

Users
Products
Pending Requests
Threat Tracker

Current Products Status Current Products Status Current Products Status
Vulnerability Tracker
Incident Tracker
Mitigation Tracker 7

Infotainment Safety

Report an Incident 0 Products 0 Products
Calendar

Help
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Product Page

| Aptiv Project

& C | @ localhost:5

APTIV

Aptiv Admin
Admin V2X 2017

Main Navigation Product Status: Final Approval

Dashboard Product Vulnerability Peneiration
Registration Assessment Assessment

»

Users

Recent Updates Product Modules Task Status
Products P

Pending Requests
Threat Tracker Project
There are no recent updates. Information There are no tasks.
Vulnerability Tracker

Incident Tracker

Mitigation Tracker
)
Report an Incident Pending Requests

Calend Vulnerability
endar Assessment Request Date

Help
Settings There are no tasks.

Upload data schematics for 21812018
penetration assessment 12-:00-:00 AM
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4 \ Upload firmware for penetration 2/18/2018
assessment 12:00:00 AM

Penetration -
Final Approval
Assessment 21712018

Complete mitigation #23 12-:00:00 AM




TARA Module

. TARA | Aptiv Project Mz

& C | ® localhost:

APTIV

Aptiv Admin
Admin

Main Navigation

Dashboard

Users

Products

Pending Requests
Threat Tracker
Vulnerability Tracker
Incident Tracker
Mitigation Tracker
Report an Incident
Calendar

Help
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Settings
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V2X 2017 > TARA

V2X 2017 Risk Assessment

Asset ID: V2XFAC_01 Case ID: Use_Case_01

Threat Type: Spoofing

Expertise: Very High

Knowledge: Very High

‘Window of Opportunity: Very High

Required Equipment: Very High

Threat Type: Information Disclosure
Expertise: Very High

Knowledge: Very High

‘Window of Opportunity: Very High

Required Equipment: Very High

Threat Type: Spoofing
Expertise: Low

Knowledge: Low

‘ The Capstone Experience

Risk Severity:
Safety: Very High
Operational: Very High
Privacy: Very High
Likelihood

Risk Severity:
Safety: High
Operational: Medium

Privacy: Medium

Likelihood

Risk Severity: Low
Safety: Low

Operational: Low
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Penetration Assessment Mo
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<« C | ® localhost

APTIV =
. SRIARTE V2X 2017 > Penetration Assessment

Admin

Add Asset @

Main Navigation

EY

Dashboard
Users
Products

Pending Requests Plan 1 Plan 2 Plan 1

Threat Tracker This attack plan 1 on This attack plan 2 on This attack plan 1 on can

Vulnerability Tracker bluetooth asset bluetooth asset asset
Incident Tracker

Mitigation Tracker

Report an Incident

Calendar

Help Plan 3

This attack plan 3 on
bluetooth asset
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What’s left to do?

* Project video

* Bug fixes

* Input validation

* Small UX changes
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Questions?
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