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Functional Specifications

• Automate the process of practically analyzing 
malware samples

• Perform analysis on a large volume of malware 
samples

• Focus on basic static and basic dynamic 
analysis

• Record results of analysis and display 
information to a dashboard
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Design Specifications

• Series of modules used to analysis each 
malware sample

• Status dashboard displays information on the 
state of the AMAP system

• Malware search page allows users to see 
specific malware sample information

• Wizard-style UI to add, edit, or remove 
modules
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Screen Mockup: Malware Search
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You may include as many screen 
mockups as you have like, but 
you must include at least two 
examples.

To include more than two, you 
can duplicate this slide as many 
times as necessary.

Give each mockup slide a title.

See below for examples and 
instructions.

DELETE THIS TEXT BOX.



Screen Mockup: AMAP Dashboard
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You may include as many screen 
mockups as you have like, but 
you must include at least two 
examples.

To include more than two, you 
can duplicate this slide as many 
times as necessary.

Give each mockup slide a title.

See below for examples and 
instructions.

DELETE THIS TEXT BOX.



Screen Mockup: AMAP Dashboard
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Screen Mockup: AMAP Dashboard
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Technical Specifications

• Basic static analysis
 Provides information about functionality

 Produce simple network signatures

 Ineffective against sophisticated malware

• Basic dynamic analysis
 Observe malware behavior after executing on 

system such as encrypting files or changing file 
names

 Takes place in a controlled environment such as VM 
or sandbox
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System Architecture
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System Components

• Software Platforms / Technologies

 iDefense IntelGraph API

 iDefense Malware Repository

 mongoDB hosted on AWS

 Python/Django -- PyCharm

 HTML, CSS, JavaScript
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Risks

• Processing a large quantity of samples
 System needs to handle an average of 300 thousand per day
 Using multithreading to allow many modules to be run concurrently

• Categorizing malware based on type
 Malware must be classified based on detection signatures, byte patterns, and 

other information
 Undergoing training from the client to learn how to categorize malware based on 

these criteria

• Getting information from dynamic analysis
 Malware samples are executed in a VM or sandbox environment and information 

about their effects must be recorded
 The client has extensive knowledge about how to perform this method of 

malware analysis

• Determining when a sample is finished processing
 Malware analysis can sometimes produce as a result encoded payloads that 

require further analysis
 Client can provide information about when this situation occurs and small scale 

testing can be used to determine what kinds of samples might cause this
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Questions?
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