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Rook Security is a managed threat response force that is dedicated to providing global IT security solutions that anticipate, manage and eliminate threats.
Our Cloud Security Event Processing and Alerting Platform analyzes log information from a client’s computer network looking for security related events. Rook receives millions of these events that must be parsed and correlated into discrete incidents.
Our system provides a web interface that enables Rook engineers to edit existing correlation rules and to examine how these new rules perform, making it easier and more efficient to onboard new clients.
In addition, our system leverages Amazon Web Services (AWS) to create a reliable serverless architecture. Manageable from Rook’s Force web platform, our AWS system scales easily and quickly with on-demand computing to accommodate a growing base of clients and sudden surges of incoming network events.
Our Cloud Security Event Processing and Alerting Platform is identical in functionality to Rook’s previous version thereby keeping all of the same protections and making for a seamless transition for Rook’s analysts and customers alike.
The analytical Lambda functions are written in Python. The backend RESTful API leverages the Django framework with the frontend written in JavaScript using Facebook’s React/Redux libraries. The platform takes advantage of multiple Amazon Web Services including Athena, S3 and EC2.
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Rook Security
Cloud Security Event Processing and Alerting Platform
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type threat

threatid 30000,44999
severity tinformational llow
action tdeny

from Untrusted
event_count 10
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CUSTOMER SETTINGS

Customer Name:

Example Inc.

Email:

contact@example.org

Index Date Format:

YYY:MM:DD

Local DB Name:

local.db

Whitelist by IP or domain

¢ notathreat.org ROV
e 11.22.33.44 pEENTYE

Add

CANCEL SAVE CHANGES




