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Project Overview

e
* Force platform for security alert

management/analysis

* Force accepts data in one format, but clients
send data in different formats

* Force PIT provides a way for clients to
integrate existing monitoring tools with Force

e Suggests groups of related alerts to save Rook
analysts time




System Architecture
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Data Flow Diagram

Alert data fetched from Client API's

React JS

Pass configuration
settings to fetcher

Data Fetcher

Analysts update or
create alerts and tickets

dianao

Receive data

Normalize data to
Force format

Store configuration

Data Normallzer settings to database

Find correlations

between alerts .
Fetch alert, ticket, Pass changes

and ML data made by frontend

Machine Learning

Store alerts and ML sugﬁestions to database ’E
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Data Flow Diagram

Brief presentation of Data Flow
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Data Flow Walkthrough

Platform Ingesticn Tool
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Data Flow Walkthrough (cont.)

L
Platform Ingestio:, @
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Data Flow Walkthrough (cont.)

Contains data that jncludes...
Pus|'1 glata ?hrough

@ Pull data from Elastic > dj e ’Eﬁjront end >
54 - »
Push changes to “C%ggb%fcﬁ@{'gﬁ,st

update data changes
e Suggestions created from ML
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Data Flow Walkthrough (cont.)

Store new API
configuration

settings
Push data through

' ] to Front end
@ Pull data from Elastic > dJ >

a0 D
Push changes to django Pass back analyst
update data changes
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Data Flow Diagram
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To the end...

Login Page

X ROOK SECURITY FORCE PIT

LOGIN

adam.smith@rooksecurity.com




Alerts Page

X ROOK SECURITY

Go to Tickets Go to Jobs

Company 1

Company 2

Company 3

medium =
Company 1

Company 1

N
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FORCE PIT

test id 62.14.233.98

Financial

141.25.116.100
test id3 101.98.255.12
test id4 101.98.343.117

188.64.44.117
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Alerts Page — Ticket Panel

X ROOK SECURITY FORCE P|T
e All Compan! jout Build Ticket

Company 1 test id 62.14.233.98 . TICKET DETAILS

Company 2 test id2 141.25.116.100

meclim Company 1

Company 1
Company 2 Add to Ticket
high

medium

medium

Company 3

Company 3
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Alerts - Filtered

K Forcepit

€ © localhost

X ROOK SECURITY

Go to Tickets Go to Jobs

Company 3

Company 3

medium
Company 3

test id3

test id7

test id9

FORCE PIT

101.98.255.12
17.231.24.78

17.231.24.78

NEW TICKET 1




Tickets Page

X ROOK SECURITY FORCE PIT

2016-09-15 11:14 2016-12-15 11:14

2016-08-15 11:14 2016-11-15 11:14
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Tickets - Editing Ticket

X ROOK SECURITY

Back to Alerts

A recent increase in database-related attacks from a number of IP's

around the geolocation of Cambodia

b
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2016-09-15 11:14 2016-12-15 11:14

2016-08-15 11:14 2016-11-15 11:14
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Jobs Page

7 ~
l} Force PIT | Jobs x

JIROOK NEW API CONFIGURATION

Name:

Meraki

Url:

http://127.0.0.1:8000/dataparser/getmeraki/

Run every mins:

Data type:
Http method:

Post data:

{
"_id": "AVnx0jZmBSPinaeeyKfg",
"_index": "logstash-example_customer-2017.01.30",
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What's left to do?

*Update color scheme to Rook’s updated
colors

*Continue building out support for more types
of APIs
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Questions?
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