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Project Overview

* Integration into Rook’s new Force platform

* Enhance analyst efficiency in daily work

* Provide an easy way to integrate new clients

* Machine learning to improve alert correlation
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System Architecture
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Login Page

FORCE PIT




Login Page - Error Message

FORCE PIT




Alerts Page

Force PIT | Alerts

& localhost

[IRQQK FORCE PIT

Company 1 62.14.233.98
Company 2 test ip
Company 3 test ip
Company 4 test ip
Company 5 test ip
Company 6 test ip
Company 7 test ip
Company 8 test ip
Company 9 test ip

Company 10 test ip




Alerts Page - Selected Alert

Jn Force PIT | Alerts

(' localhost

IIRQOK FORCE PIT

Company 1 62.14.233.98

Madrid, Madrid

Company 2
Company 3
Company 4
Company 5
Company 6
N
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Configuring an API

jobs app R = @ kS
L 3 127.0.01:5000,jobs ¢ O Sear T B 4+ m =
Configured APIs

Configure a new AP]

Mame | URL Interval (minutes)

Na APIs have been configured vet. Try confipuring one!

S
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Configuring an API

Jobs zpp ks + = [ 4
€ 127.0.0.1:8000 jobs o 40 4 @ =
Configured APIs

(Configure a new AP]

Name URL Interval (minutes)

Na APIs have been configured vet. Try confipuring one!

S
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Configuring an API

jobs zpp = T4

€ 127.0.01:E000 jobsnew ¢ O e we 4+ m-

New API configuration
Connection details /
Name: |[Random alert Jof

Uil: | |

Rum every mims:

Da1ar_'.p¢::.'5l::-\ v:

Hup method: [GET ~

Add HTTP hesdar Ramaws HTTF headar

Test cannechon

b
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Configuring an API

jobs zpp = T4

€ 127.0.01:E000 jobsnew ¢ O e we 4+ m-

New API configuration

Connection details

Name: |Random Alert Job

Usl: [0/datparser/getmerskd ‘7
Fumn every mums: |1 -

Da1ar_'.p¢::.'5l::-\ v:

Hup method: [GET ~

Add HTTP hesdar Ramaws HTTF headar

Test cannechon

b
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Configuring an API

jobs zpp = T4

& 127.0.001:8
New API configuration

Connection details
Name: [Random alert Job
Url: :u.'mnarsez-'geh-nemk'.-':
Fumn every mums: |1

Diata type: :;SD\ v:

Hup method: | POST ~
[+
Arandom®: "erus",

"numbec®:"1"

Post data: |

Add HTTR header Remive HTTF headar

Test connection

w o 4+ m-

S
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Configuring an API

jobs app R = @ kS

€ | 5 127.0.0.1:5000/jobs/new ¢ O Sear B8 4+ m-
Post dama: |

Add HTTF header Rermove HTTP header
| Content-Type: _appluzmn.'_',;un

i -
P id": "AVnxuglFlzVHplidlefZn®,
" _index™: "lpgacash-osxampls Ccustomer-Z017.0L1.30%,
" _spoEeTr 1,

spuroe™!

"drimeaTamp™: "2017-01-30T17:07105.000Z7,

nEyersion™: "iT,

"CaTegory™! “Gens=ral®,.

"Channel®: "Applicacion®,

PEyencID®: 327,

"EvencRaceivedline™: "IOL7-01-30 1E8133:387,

"EvencIyvpe": TIKECT,

NHayworda™: 3&028T2T018263970,

"Hassage™: "aychoat (2744) The database engine decached a dacabase (2,
WiHindowa'\syatem3z\\LogELleat\ Sunh \ Syazenldencdiy . mob} . (Time=0 seconds) \rwn
wpInpernal Timing Sequence! [1] J.000. (2] O0.000, [2] O.000, [49] 0.000, [5] [:G“
0a, [e] 0.000, [?] ©.000, [2] 0.000, [9] 0.000,. [LO] O.000, [11] C.000, [1Z]
16. ‘wr\oEeviyed Cache: 0O,

"Cpoode®: "Info",
"ErogeasIDn: 0,
"RecpordHimberT: TEITO,
"SeweriTyValue™: I,
"SourosHodulelpme®: "ovennlog”,
"SopresHoduleTypet: "im maviszalog”,
"Sourcelamen: EGEMIN.
ATask 1,
"ThreadI0™: O,
Phoac®: "L0.222.1395.227",
"hoscname”: "hpg-hnyperl.amsg.looslT,
"parc EEl3s, [
"Eook_clienc™: "eXamples CUSTOREE", |

== ]

N
Ny

L Dkata manning

b
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Configuring an API

jobs app s +

€ | 5 127.0.0.1:5000/jobs/new ¢ O Sear B8 4+ m-
TEveErsignT: tiv, =
"Cazegory™: “"General”,

"Channel®: "IZpplicacion®,

encIDT: 327,

er;cv?l.cgc-viv\sq_riyg__': A2017=01=30 AE:35:290

encIype": TINEC®,

yoEda™: 36028T79T013983870,

"Hessage™: "sychoar (2744) The database engine decached a dacabase (I,
St ayaTendziy _cg TilsaihSamh\Syatenldencicy.mdb) . (Time=) seconds) Wrin
mal Timing acq_Cch' [1] Q.000, :1 a. D;ﬂ [‘] O.000, [4] 0.000, [5]
[E] o, 000, [7] ©.000, [8]) ©.000, [9] O.000, [LO] O.000, [11] C0.000, [1I]
‘ehaRevived Cache: 07,

"Epco_e "Infon,

"FrogeaaInn:

"Recﬂ-"cull"'er" 78370,

"seuevr ".-nl:.-e"- z,

uls

"C"."t" 14 lcq

""‘u’.‘ﬂnt"' ig 2;2 195.227%,
"hoscname”! "hpg-hyperl.amag.local"
neiECh s SE13E,

"rook clienc®: "exampls CLSTOBEE®,

Drata mapping

Add feld mapping Remove fisld mapping
HostF [(°_source™)kay["hast"]

Test mapping

b
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Configuring an API

jobs z2op w4 = (s} *
€ | 5 127.0.0.1:5000/jobs/new ¢ O ges T B 4+ m =
CREYWUEUET ] OVED IR IVASERIY I, =
"Mezrage®; "awghgat (2749) The database engine detached a dacabaze (2,
oV Rindows  veyvetemd VO Logfi Leah iumd Jyatemldentity . mdl) . (Time=d =zeconds) “rn
wrplpgesnal Timding Sequence; [1] 0.000, (2] 0.0040, (3] 0.000, [49] 0,000, [5)
a.000, (&) 0,000, [7) 0,000, [8) 0.000, (9] 0.000, (18] O.000, [11) 0.000, [12]
.01, \opEevived Caches oF,
"Cpoode®: "Info”,
“Brmgeasllt: o,
“Besnrdimber”
“deEREinyia
arzshodulalae®: “im mavazsalag™,
ame": "EJEHI".
i,
“ThrmadiB®: O,
Shostt; =10.2232,198.227%,
"hostnanse”: “bpg-hypecl.amag.local®,
"pork"s SE134, L]
"rook_client®; "example customec®,
Drata mapping
Add field mapping | Remova fiedd mapping
HostIP " _source™).key"host")
| Deseription [key("_source™) key{"Mes|
Test mapping
“

b
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Configuring an API

jobs app R = @ kS
€ & 1270008 : ¢ QA Sean T e 4+ mr =
A
Drata mapping
sAdd fiedd mapping Remova field mapping
HuostiP i"_souiroe”).kew "host")
| Descriptian _ke'f[‘_sour-:a‘].lcer:‘*hwsl
Alartin kay(”_id")
Test mapping
T
"Description”™: "gvchesw [27494) The databaszs engine detached & dataly (FN
Crhv\Windowsh v syacem3zi\LagEilea'h Sumhh\ Swagemldenciny . pdbl - (Time=0 secands) rhn
nInzernal Timing Seqguence! [1] 0.000, (2] 0.000, [3] 0.000, [4] 0.000, [5]
0.000, [€] 0.000, [7] ©.000, [2] 0.000, [9] 0.000, [10] ©.000, [11] 0.000, [1Z]
0.016. \r\oEewiyved Cache: 0%,
"RlarcID®: "AVDaugIFlzWERDHLofIm”,
"HoazIEM: "10.222.195.227"
v
b
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Configuring an API

jobs z2op w4 = (s} *
# | @ 127.0001:8000 b ney ¢ O Sean weE + @ =
[ ) P eap g .

Hostl? w(”_source”).key"ho=t")
Description snuree”] ke "Medsage”)
(Alertd Jkey("_id")
Test mapping
prion®: “.a.-\."'-ﬁ-::-'c'?-?vl' 137441 The dacabasse detached a databaase (2,
-'.'\.Mﬁll';ﬂ:’.ﬁ:‘\".}f::ual__l_#g-\. 5 rr."-".{“._vl,l#_'d_‘uﬂl'ﬂ i ik (Time=d smecands) WEwn
] Timing Sequeses: [1] 0.000, (2] O.000, [2] 0.000, [4) O.000, [5)
0,000, [?) 0,000, [&) 0.000, [9] 0.000, [10] O.000, [11] 0.000, [i1X]
.06, \ehaBevived Cacke: 09,
":M-.-r.'[.[:-": PRV G IFleVERpSlefI=m",
"
w

b
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Configuring an API

jobs app R = &) =
L 3 127.0.001:5000,jobs/finde 2] T B 4+ m =
Configured APIs
Confizure a new AP
Name | URL ilnlm‘zl {minutes)
[Fiandom Alen JuLllllx[:p.' 127.0.0.1 : 2000/ dataparser getmeraki ||.

S
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Configuring an API

job -
€ @ 1z7.0041 o
Back
Data pulled by Random Alert Job (latest 0)
Normalizing data from huep://127.0.0.1:8000/ datapasser/getmeraks’ every | minute(s).
Alert mappizg:
{"Description™: “key(\”_scurce\"}.key(\"Message\")", "AlercID": "key{\"_id\"}*, "HoscIF": "key(\"_scurce\").key(\"hoaz\")")

Time Fetched !R:ﬁ' Normalized :
This job has not been run vet.

B ¥ -

S
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Configuring an API

jobs app s +

& | (0 127.001:5000jobs results Lo oo
Hack

QA Searc w o 4+ m-

Data pulled by Random Alert Job (latest 1)

Normalizing data from hep:/127.0.0.1: 8000/ dataparser/getmernky’ every 1 minute(s)
Adere mspplng:

{"Deacsiprion™: "kay (" soarse’\¥) ey "Hessaget ™", "AlersID®: "kaey (" S4\"p®, "HoseIP®: "k

LR I AT A T AR ]
Time
Fetched Raw
i
"_ad™i "AVnxugLdBSPinasevdQIT,
"_ipdex™: "logstash-exanmpls custamer-Z0L7.01.307,
"_moore®i 1,
"_souroeTio
"fcipescanp”i "Z01T-01-30T23:33:315.263L",
Tlver=ionT: "1%,
“dst_ip": "58.138,155,2£0%,
"dat_portTi 443,
"5.134.255.156",
Feb, 20, "hastnam=": "Toyota_Awon Campus MX100D7,
2017 "mac_sddz™i "00:l8:0AICTIEEIBET,
e “mEssageTc "<139>1 13B5815213.B498837171 Toyata Awvon Campus HX10D Lflows sro=lD,231.112.60 dsc=38.138.1599,24%0 mac=00:1Bi0AR:C7iF5:B5S procacol=top aporc=63°
38 "madul Trlgu=",
pm "pATT r "allpw s11°,

"pracocal®s "top".

"rgak_clienc": "example_gustamer"”,
"srd_ip": "10.231.112,.60%,
"SEg_poETTI -
TrimEstampT ! 17-0L-30T23133133. 54827,
"cype™! “meraki”

1
"_Typa: "meraki®

b
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Configuring an API

jobs z2op w4 = (s} *

# | 3 127.00.1:5000obs results O @ O fear w o 4+ m-

Hack

Data pulled by Random Alert Job (latest 2)

Normalizing data from hep:/127.0.0.1: 8000/ dataparser/getmernky’ every 1 minute(s)
Adere mspplng:

{"Deacsiprion™: "kay (" soarse’\¥) ey "Hessaget ™", "AlersID®: "kaey (" S4\"p®, "HoseIP®: "k

cah "y ey (VTRaaty i n)

Ed

Time
Fetched

"_sourg=Ti |
"ftipescanp”i "Z017-01-30T15:40:42.000Z",
Tlver=ionT: "1%,
"Special Lagon™,
"Security™,
96TZ,
"EventBaceivedlim=": "Z2017-01-30 15:33:307,
"EvencType™i “RUDIT_SUWCCESE",
Heywords™p —3z214364B37600035000,
szage™ "Special privileges assi
"Opande”: "Info”,
"CpaodeValue": 0,
"Privilageli "SeSecuricyFrivileger
"FracesalD™| S,
"Fravid=rGuid®: "{54B9496Z5-5£TE-49994-A5BA-IEIBFIZECIOD:™,
"Regordifanber®: 1006354,
mE=yericyValu="r 2,
"EgurosModul=Hams": "evenclog®,
mEqurceMadul "im_me=vistalag®,
PEourceName"] -Hindows-Securicy-Aadicing™,
"Eubjectiomainian RMRE",
"SubiectlooonId™ "0A73Ia3TEIafon. !

oo new lagon, WL

unpjeccibrin\TSecaricy IDEAGATE-1-5-21-ZEB2712155-60909L070-3522365680-500Thn\ cAocaunc Har

Y ohoSeBackapPrivilegeirhn\ o tSeRestoreFrivilageirinh ot SeTakeowneranipFrivileagel riah s\ o SelebugFrivilage

b
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ML Clustering into Cases

Scikit-Learn Clustering on Test Data

b
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What's left to do?

*Make Ul design cohesive, get Rook feedback

*Use Django “Channels” library to update
React/Redux Ul in real time

*Finish ML, append to data normalization flow

*Build out support for as many APIs as we can




Questions?
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