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Project Overview

e
Monitors highly-virtualized networks to detect

cybersecurity threats

* Develop agent management dashboard

* Optimize agent and engine performance

* Improve analysis engine with machine learning
* Create Linux based agent
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Dashboard: Home Page

® @ [} RookADS x

< C | © 35.9.22.109

69%

Engine CPU Usage

Metrics

Outdated Agents.
D

MIA Agents

Throughput Packets

Throughput Bytes

S

‘ The Capstone Experience

7\

1/5

Agents online

Late Agents

Show [[EII¥ entries

D

@

1.65 Packets/Sec @,

@,

542.58 Bytes/Sec

(O

1

Host Name

DESKTOP-HHCDQA3

DESKTOP-VSR5268

DESKTOP-VSR5268

DESKTOP-VSR5268

Host Name

Showing 1 to 4 of 4 entries
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Anomalies today
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November 14, 2016 02:46:18
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Dashboard: Alert Table

[ Rook ADS

C' ® 35.9.22.109/events

ROOK"

SECURITY

Network Anomalies

Show [EEI? entries

IP Source IP Destination Time Type Name

128.49.16.172 20.20.9.35 Nov 12, 2016 19:30:40 BLACKLIST "35.9.20.20"
128.49.16.172 20.20.9.35 Nov 12, 2016 19:30:40 BLACKLIST "35.9.20.20"

128.49.16.172 20.20.9.35 Nov 13, 2016 17:50:12 BLACKLIST "35.9.20.20"

IP Destination Type

Showing 1 to 3 of 3 entries
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Dashboard: Agent Management
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Showing 1 to 5 of 5 entries
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Windows 10.0.14393
Windows 10.0.14393
Windows 10.0.14383
Windows 10.0.14393

Ubuntu 16.04.1 LTS
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89

Num. Processes

Disk Space
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47.49%

47.49%

47.49%
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Disk Space

MAC

00:0C:29:74:E1:62

00:0C:29:E3:70:D5

00:0C:29:F4:B6:78

00:0C:29:D4:70:D1

00:0C:29:61:4F:D4

Current Version

1.0.0

121

Current Version




Dashboard: Reporting
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What’s left to do?

* Project Video

* Enhance operation of machine learning
component

* Integration testing of all features
* Performance testing

* Add further support for Windows and Linux
based agents on server




Questions?
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