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Project Overview

e
Monitors highly-virtualized networks to detect

cybersecurity threats

* Develop agent management dashboard

* Optimize agent and engine performance

* Add encrypted local database to the agents

* Add encryption for all communications

* Improve analysis engine with machine learning
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Agents online Anomalies today

Notable Agents

Host Name Agent ID

OR-7824 Be221938678e157127be1e8e889a73f4a07cd1cc
10/5M1
MT-5309 25e081cc83b7b220518c21921e6d119d0ffdf10a

KY-8321 1cbdb76e5868c7215840463b451100fb73a14d54

MI-7401 28584d1f0d1dab80045ff6b61181d9874ab4e1f
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Location

Lakefurt

Southfurt

Northwille

Northshire




ashboard: Agent Management

Rook Anomaly Detection Suite

Network Agents

AgentID
6aBbbi3bcbabSas168fhdce2eflad52h3at1d5ds 6a:aa76:a1:63:8b
141100b75065056ab8809181a22146f6fodddoctd i 0d:33:10:ad:88:23
340deec1221b5efb10b261f7aada7i39601ado86 i 00:2b:04:71:10:73
6c46f587b2364162466214e15b3105ie42bi0bo8 41:84:8b:3e:4a:2e
479920dbB09e8bb106c6100b2e546d58abd1dd3c ide i 4c:6e:9a:07:4f.a0
dd6371fa3fcBec0883057 ccff218cb87e647a7ht i 72:77:1e24:10:30
e781cf5be580c57ce2cad353bb35931030774775 i 2d:b5:bf:bfc3:56
056d352151defc4ad453fabSe748afe7bb2b046b 96:f3:fe:1a:0c2c
B0a2ci4a2014627217face?c3131af220a29dco3 01:c3:04:80:f0:20
61e64ab877735ch74ce0782eacade4948958c2ch 3a:0c:32:4f.de:7b

cfdb03ded0c7e44c2210acH caB4b2f7809800ad 81:54:b1:18:d0:08
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Performance Statistics

% image name app name

81.7770 1libsqlite3.s0.0.8.6 analyze
100.000 1libsqlite3.s0.0.8.6 analyze

CPU: Intel Core/iZ¢”speed 2792.93 MHz (estimated)
Counted, LBl CLKG@NHALTEN avents (Clock cuclas when not halted) with a_ys€ mask of @x@0 (No unit mask) count 100000
image name Symbol name

81.7770 libsqlite3.so0.0.8.6 analyze /usr/1ib/x86_64-1inux-gnu/libsqlite3.s0.0.8.6
5 100.000 libsqlite3.s0.0.8 analyze /usr/1ib/x86_64-1inux-gnu/libsqlite3.50.0.8.6 [self]

12.2817 1libc-2.19.s0 analyze /1ib/x86_64-1inux-gnu/libc-2.19.s0
100.000 lib 19 analyze /1ib/x86_64-1inux-gnu/libc-2.19.s0 [self]

1.4247 libpthread-2.1 analyze pthread_mutex_unlock

100.000 libpthread 19 pthread_mutex_unlof
e w8 self total
200 lcl 8.0

@ analyze r/1ib/x86_64-1i¢

b litine, =i s +ime us/call us/call  name
66.67 32.37 32.37 Many SQ

Each _sample counts-uS 0.01 seconds.
% cumslutive self self total
Yile  seconds  seconds calls us/call us/call

.67 0.02 0.02 618 32.37 32.37 |
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What’s left to do?

* Connect agents to management dashboard
* Implement data visualization

* Remote agent updating

* Optimize SQL queries

* Make agents more self-analyzing

* Improve anomaly detection algorithm with
machine learning




Questions?
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