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Project Overview

e
* Players compete in a 3D arena, seeking out and

destroying opposing targets

* Players have the option of utilizing one of
several cyber defense strategies

* Players must command an entire fleet
consisting of planes and technology centers

* A player wins the game by destroying all
opposing targets

* Played in a universal web app
a8




System Architecture

Client Client
Device #1 Device #2
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Cross Platform
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Encryption

" Yale)

385

File Edit Options Buffers Tools Help

Generating Public/Private Keys

Generating: p,q
Generating: u

Generating: d

Done With Generation

Can encrypt? True
Has Private? True
Maximum string size

SSIO

————— BEGIN RSA PRIVATE KEY————-
MIIEpQIBAAKCAQEA1I4q]BObO675UX3y/ps5QaBjf6105U+/P3hszsgawliHjQur
0xdBwokIv6e+BIkoWSLLBBECA30efvIpx+142dG3vvwpD7qf70dv1u+B9Qv0+Dep
jv+t7xpCoA2yK66nb2eXX4CZIdiwDkP+eLS7CYHQtRFSQWMRUC7whxDRrAxf29BS
BB+xSVPyCU9AzPs6v6Rah®e/NVNh4Vr1G25R0ZymLFsMIjCSy6/KiTnt4U/Q3/P3
GIER@N3PzgwPhP+5i2tK479sxZ6hAORSS/GXValnfQZYjMS14Urf3vXAkVOe7 rz3
L3cZPbXuS442VNtc9WHz4528Z4CU3LP2ZrEc4wIDAQABA0IBABEUQ@gXLC7UNNBX
4HiY3GbrjlMqB8pYQBPHh2auKYgyXcH1mBKtdnbjL/LGdbyHtHh30R®sZSXZ2nh@
398ToYZPFaag+GOtKUCNBCy jHhwkkMLd]iC5Zq55u7TEpPZhmE6ZUk54NNXFZZAT
40isbQL8jVqfyWNdEb@zFZykulRInL1bD8hzXrsn8tuVPnLoK+A61znZh8koAtKz
mzBgrTWltLcOuEZY rk@hmSvTxtnmu/7Vwm1C6FCkbezg2MMLETVOjqdUxhoIZN76
IFu/JA+dqzBq8MDG+r/CjpMTg33DpLzol55evNHfQV23cCTHGKz@gexB8eTs1Vhsn
zucwmTECgYEA3+YtRM6rfbcWs3BrTrzQdkxUUvKTdgbfEAceoulsfVIgZaguugsW
U+/3/wpz13DFkFuoNoPBXBtzyx561j43T88rj5tbtGx1c88HmIsQ3yel3b2suHtg
RuTvk6eA+/Z5g4p3NNVIdLEqihHIH8DtIVar@ipNzz1nUWFClo7te+UCgYEA8wei
N+pW1jtIGUEWYBMViKLScCoCRxCN/SH3+b3XJJ1g73eGvTqE2GBLZz1CkURVCXZvW
Panlexo0z7qYZgzGxM1rvhVOyHPCFHB@BzdyBci07pXP+E8hKTWgFbfjvPz53wd3z
F5MjXSeFf2bxCrSiy5kB1EZd9/8YtqxBV1XkeScCgYEALHcr82Fbo+wBGIFmBnr7
fEYW8D27/MSgSx99eCOiYCNSKjaAbfdmdRg9iRekQuqbhqlQgv2Q/QOTHIANF3k/
8ilL8zqgFAjmdFGLmtYcZc+/idm+A1X/yEnCCUIWU2P7SCqCIdTY1FDzaaV1resSt7
1P0IOb6Ng+tC1Fr67ZzubulCgYEAT@93B4Rz2t9p/nY fkevvCmr6uYREVeIRT®/h
tUSgO+IsIWMYk17fuljkjeakx@s3dt37ayECz2WP+dIJkUyfZyiGb@1pOGIHURWN
LyWROenB3zyG1lsgFko95uT7FgAtFNdvugipbSmGebUPa22XgYIe8a2EXKxtBILAe
b3ee@UUCgYEAjosPXb/1rPqow/mSIPWE+BADPjW/g5GeruySC1CXaQoH9EyB3+Hv
YKPiApHIchg3T40UBoY1XxarmFINO9ygtyhZPhMtGOXIusDkswtZmyth8mpAUn@Q
0Jo+h@ZUcMi/ahsBh6TNd4 jSSgzZDAdPcQXsus/hZnIbZHfpwjItDWQ=

~~~~~ END RSA PRIVATE KEY-----

MIIBIjANBgkqhkiG9w@BAQEFAAOCAQ8AMIIBCgKCAQEA1I4q]BAbB6T75UX3y/ps5
QaBj f610SU+/P3hszsgawlUiHjQurOxd8wokIv6e+BIkoWSLLBBEcA30efv]px+14
2dG3vvwpD7qf70dv1u+BIQv0+Depjv+t7xpCoA2yK66nb2eXX4CZIdiwDkP+el 57
CYHQtRTSQWMRUcTwhxDRrAxf29BSBB+xSVPyCU9AzPs6v6Rah8e/NVNh4VriG25R
BZymLFsMIjCSy6/KiTnt4U/Q3/P3GIERBN3PzgwPhP+5i2tK479sxZ6hA0RS8/GX
ValnfQZYjMS14Urf3vXAkV@e7rz3L3cZPbXuS442VNtcOWHz4528Z4CU3LP2ZrEc
4AwIDAQAB

rrrrr END PUBLIC KEY-----

(Text)

[Pk n = 268326246365578889200515697863575325290670859696844433016303675417092115331150277\
129823910912643699235711626575276057679119056037980328276741998553147751657143773748022865\
|126017784899816378254174334723952578379718111734268744115807276835496956269623713965656895\
|110091373643463082773933910941343708245222900500174940767389808529109036356251650348619782\
|178021442725832261035643861571383035411436763865890655562195766451465615044581475090549251\
|689062896829955139745076451066446774732908955148503208139941021127845120812326312490954383\
|188309103071354055897156964302208806172485167224272334650198562749050577732280360870253109\

btk p = 157227314746416664708650969539555823259289511817840586850977241154127221253343948\
111659719606224438159434521630355042618526308025900368808934884296955605403123532727662930\
184196226419712816208373584887630408089480998375389062111179372657621626606878777676436640\
|25005175569140702303860799950665985424574557027301

[Pk q = 170661342654326707771073399313169436804404872964125631406268155462792140360642657\
|58569238631705076985814386660878643340595694016231606127532966234718395458968234265985551\
|186444774354858209944755608007685925983211617403954428755844673893726587551213756263090672\
166631655236580812571437313648763176798245448087847

[bor e = 65537

[t d = 215604317158420194780035043555485857299033026712175226858698926521874220567593475\
47988573609713859373370374833361874931449555075149062164170371603960520046160048912383601\
39464677248338045361625043358154062246913282022774799962439708838629624748743225619596443\
16972271176049650409316260283063913151249491742665055077952303060605978785534492916007266\
42572997781425354221194438307756657342136564361633792029274357588218458650665035088912342\
75670634796655761799027122318791480719378156744574378618901108301560117008645207071458694\
37113818304945499329345685261783091651048579124388953564089338577877869966355757303703787\
3

bolok U = 100097241347441446770996249154069905549912697683031552618804786734127555360859108\
75278316978676917444455507514649549066837799111291041973372227057826233471395567550180916\
62053067441480463223301416533058818577248339662668674232438988454638411116240528401720965\
23867805251342542208886019312437874832062685187428

String To Encrypt = This is a string.

Encrypted Tuple = ('6\x93\x@b\xd2HgI \n\xbf\x84(\xcd\xbb\xf7\xe4T2\xb6\x8d\xedva9\xd1l =\x\
a2\xce\x1dAp\xd3?7g\xe7\xc8\xelP$\x00\xddo\x13\x F8\xb8\xad\xcal" \x9d\x97\x97\x FI\x9c3\xcc\\
a2\xfal\xac\x®6\xccH\xa2; \xFFAW. LAx81\x14\xbc{\x152W\x @3 j%\x82H\xbc#\x8c\xbc\x89dX\x95\\
de\xd5R: (\xe3\x%a\xae\xac\xede \x8f\xbB\xcb\xf5\x02\xac\xd3\x19\xae*ek\xcle\x9f\x9d\xde\\
cB\x92\xd6\xcb\xc3\xcd\xabzU\x7f\xa6\xa56\xcO\xbFf\x13" \x9c\x@50cF\x8d | \xae\xb7,Q\x90\xec\
\xb7\xd7\x07\xdc\x1la+\xa7w\x93td\xf5\xaf\x8d\x1c\xa3\xab\xa%\xe7\xbc (\x86\x13\xf1l\xab8\x8\
[[F#\x83c\ ' \x18LN\xc5 [\xal\x@b\xee) 1\xb6\xd5\xb9\x01\xBdu\x@3\xd@\xcO\x1F\x99H\xF2\xeb\xc2?\
Ja\xeT\xf9 \xe2c\x9crK\xdb\xda\xc8\xae\\X: \xd4_\x0f\x89%\xFaR\x9a\xb7\x9f*\\Q\xebF$\xf1Y\x\
|1b\xfOPr}\x8a\xcd\xcb\xchx\x81\xF2\x8bK",)

IDecrypted String = This is a string.

Bot L70




What’s left to do?

e Client Ul

* Game Logic

* Game State Sync
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