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Functional Specifications

• Automatically verifying resume credentials.

• Submit credentials to a web application.

• Utilizes blockchain technologies

• Protects user data through one-way hashing.
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Design Specifications

• The first web application will be where credential submission 
takes place.

• University/workplace receives a transaction ID that’s passed 
along to student.

• Student uploads resume to first web app along with 
transaction IDs received from university/workplace, receives 
modified resume file that can be automatically verified

• The second web application will mimic Yello’s internal 
application for job postings.

• After uploading a resume received from the first web 
application, the second web app automatically verifies the 
credentials listed on the resume
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Screen Mockup: Verification Web App
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Screen Mockup: Verification Web App
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Screen Mockup: Application Web App
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Screen Mockup: Application Web App
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Blockchain
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Blockchain
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Technical Specifications

• Master Node (Python 3.6)

 Proof of source

 New transactions

• Database (Python 3.6, SQLite)

 SQLite

 Imports blockchain

• Web Application (Ruby on Rails)

 2 web portals

 AWS Server
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System Architecture
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System Components

• Hardware Platforms

 AWS Server Instance (Cloud)

• Software Platforms / Technologies

 Ruby on Rails

 SQLite

 Custom Blockchain

 Python 3.6
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Testing

• Unit Testing for all Python Code

• Stress Test functional network

• Rails testing platform
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Risks

• Scalability and Security
 Proof of source  and general security requirements given by the client are not possible to meet.
 Problems were discussed with the client and goals have been reevaluated to be doable.

• Custom Blockchain
 Originally the client requested Ethereum be used as the blockchain which is high cost per 

transaction.
 A custom built blockchain has been built and demonstrated to client which reduces cost.

• Unfamiliar Web Framework
 No one in the group is familiar with the web development requirements for this project. Between 

group members, we have limited experience tying together multiple frameworks.
 Documentation for Ruby on Rails and the web development process in general have been 

distributed to the group for study.

• Unfamiliar with API
 The group as a whole has little to no experience with building APIs. The client has requested a 

transactional API be built for our platform.
 By creating a custom blockchain instead of using the Ethereum blockchain, the need for an API 

has been avoided completely.
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Questions?
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